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Trong thoi dai Ky thuat s hién nay, van dé vi pham ban quyén va sao
chép bat hop phap dir liéu 1a pho bién. Hai ¢ hang hai dién tir (ENC) ciing gip
phai nhiing van dé ndy. Viéc phan phdi khong chinh thirc cac thong tin hang hai
lam anh huong dén su an toan hang hai va nén kinh té. Két qua 13, nguoi xuat
ban thong tin hang hai chinh thirc da tim cach bdo mat dir li€u cua ho va cung
cap thong tin chinh x4c cho cic nha hang hai thong qua mot luoc db bao vé.

Thang 9 nam 2000, cac qubc gia thanh vién ctia T6 chirc thay dac qudc té
(IHO)duoc thim do vé tim nhin cia ho trong viéc phat trién mot Lugc do bao
mat dit liéu do THO dé nghi (RSS-Recommended Security Scheme) (xemThong
tu 38/2000 ciia Cuc thuy dac qudc t&). Cac phan hoi cho thiy rang cac qudc gia
thanh vién mong mudn dir liédu ENC ctia minh duogc mi hoa va chép nhan dé
nghi ciia IHO vé RSS (xem Thong tu 15/2001 cia Cuc thuy dac qudc té). Pa sb
cac qudc gia thanh vién hudng g, chip nhan Lugc d6 bao mat Primar (Primar
Security Scheme) nhu THO RSS. Nhu vy tai thoi diém nay theo thong 1€ tiéu
chuan bao mat dir liéu ENC va da sb cac nha san xuat ECDIS da trién khai céc
tién ich giai ma can thiét trong hé thong cua ho.

Uy ban vé tiéu chuan hé thong thong tin thay dac(CHRIS — Committee on
Hydrographic Requirements for Information System), nay goi la Uy ban dich vu
va tiéu chuan thay dac (HSSC — Hydrographic Services and Standards
Committee), tai hoi nghi lan tha 13 (Athens, Greese, thang 9 ndm 2001)da kiém
tra lai cac van dé caa RSS1va dong ¥ 1ap mot nhom nghién ctru chiu trach nhiém
phat trién Lugc d6 bao mat RSS phu hop véi tiéu chudn cia Cuc thay dac qubc
té (IHB).

Thang 1 nam 2002, Nhoém quan tri lugc dd bao vé dir lieu(DPSWG- Data
Propection Scheme Working Group) da bao céo tdi IHB vé ké hoach phat trién
mot luge d6 bao vé dir liéu ITHO RSS phién ban 1. Bao cao nay da dugc Uy ban
vé tiéu chuan hé théng thong tin thity dac (CHRIS) thong qua vao thang 2 nim
2002.

Tai hoi nghi 1an 14 cua IHO (Thuong hai, Trung Qudc, thang 8 nim
2002), Uy ban vé tiéu chuan hé thong thong tin thuy dac (CHRIS) d3 bao céo vé
luge do bao vé dit liéu THO RSS 1 va vai tro Quan tri Luge do bao vé dugce
chuyén giao cho IHO. Béo cdo nay duoc cac nude thanh vién thong qua va dugc
dat tén 1a S-63 vao thang 10 nam 2003.

Tai Hoi nghi lan thir 18 (Cairns, Australia, thang 9 nam 2006), Uy ban vé
tiéu chuan hé thong thong tin thuy dac (CHRIS) di giao cho Nhom quan tri
luge dd bao vé dit liéu (DPSWG) xuat ban Tiéu chuan S63 véi quy dinh nhu
sau:

Khong gidi thi¢u vé cac dbi tuong moi; han ché tdi da cac thay ddi.



Nguyén tic chi dao ma Tiéu chuan S-63 cong bd s& duoc dua vao trong
tiéu chuan.

T6 chirc lai Tiéu chudn S-63 thanh cic nhom theo quy dinh cua Cuc thiy dac
quéc té (IHB): Luoc dd quan tri, nha phan phdi (data server)va nha san xuat
thiét bi gbc (OEM).

Kém theo miéu ta chinh x4c cac hiéu chinh bd sung theo tiéu chuan IHO.

Do d6, tai hoi nghi lan tha 19 (Rotterdam, Ha Lan, thang 11 nam 2007) Uy ban
vé tiéu chuan hé théng thong tin thity dac (CHRIS) d3 thong qua Phién ban 1.1
ctia S-63 ciia Nhém quan tri luoc d6 bao vé dir lieu (DPSWG). Phién ban nay
duoc cac nudc thanh vién thong qua va c6 hiéu luc vao thang 3 nam 2008. Phién
ban 1.1 —S63 bao gom tai liéu hd trg, dir liéu kiém tra va phuong thirc cung cap
ENCs str dung “hd trg thong tin 16n” (“Large Media Support™).

Thang 4 ndm 2012, phién ban 1.1c6 su thay doi nho, trong dé xéa bo cac
nhuoc diém hé sb thap luc phan caa M_ID dé mé rong gia tri M_ID nhamdép
mg ciu tracluoc d6. Theo do6, phién ban 1.1.1 cta S-63 ra doi thay thé phién
ban 1.1 trudc d6.Sy thay doiva phat trién tiéu chuan nay sé dugc DPSWG tiép
tuc dudisu huéng dan ctia HSSC.
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Bang chu giai

Bang chu giai cho cac thuat ngr dung trong Lugc dd bao vé dir liéu S-63

Blowfish
Cell Key

Data

Client

Data
Server
M ID

M _KEY

HW ID

SA

SHA-1
SSK

User
Permit

Thuat toan ma hoa dugcsur dung trongLuogc dd bao vé dit liéu.

Khoa duge st dung dé md h6aENC va duoc yéu cau dé giai ma
ENC da ma hoa.

Thuat ngir dung dé miéu ta ngudi dung cudi cing nhén thong tin
ENC d3 mi hoa.Data Client s& st dung tng dung phan mém (vi du
ECDIS) dé thuc hién nhitng phan tich trong luogc dd. Pic biét 1a
nguoi st dung ECDIS.

Thuat ngir dung dé miéu ta t6 chic ma héa ENC hodc phat hanh
Cell Permittdi nguodi s dung.

M3 dinh danh duy nhat dugc 4n dinh boi Nha quan tri Luge d6
(SA)cho mdi nha san xuat ECDIS. Data Servers str dung mi nay dé
xac nhan M_KEY khi gidi ma Userpermit.

Khoéa nhan dang duy nhét ctia nha san xuit ECDIS dugc cung cip
boi Nha quéan trj Lugc d6 (SA) téi OEM (nha san xuét thiét bi).
OEM sir dung n6 dé ma héa HW _ID khi tao ra Userpermit.

Ma dinh danh duy nhiat dugc OEM gan cho hé théng cua ho.
HW ID dugc ma héa bang cach st dung M _KEY duy nhét cia
OEM va duoc cung cip téi Data Client nhu mdt Userpermit.
Phuong thirc nay cho phép Data Client c6 thé mua gidy phép sir
dung dé giai ma céc dir liéu ENC d3 mi hoa.

Nha quan tri Luoc dddai dién cho THO.

Thuat giaiBam An Toan [3].

Khoa tu ky (Tap tin chirng chi tu ky) dugc tao ra béi Data Server
bang cach dung khoa riéng Private Key ki vao khoa chung Public
Key.

Gidy phép nguoi dung (User Permit) 1a dang ma héa cua gia tri
HW _ID,mbi hé théng ECDIS ¢6 duy nhat moét ma User Permit dé
nhan biét.

Thuit ngir lién quan dén hai dé

ECDIS

ENC

S-57
SENC

Hé théng thong tin va hién thi hai do dién tir theo quy dinh cua
IMO.

Hai dd hang hai dién tir theo dinh nghia trongChi tiét k¥ thuat san
pham ENC (ENC Product Specification) [1].

Tiéu chuan chuyén ddi cho ENC dinh nghia bai ITHO.

Hé thdng ENC (day 13 dinh dang bén trong dé OEM chuyén d6i khi
nhap dir li¢u).



Cac to chue

ECC

HO
IHB
IHO
IMO
RENC

UKHO

Trung tdm hai do dién tir AS (Electronic Chart Centre AS)
(www.ecc.as).

Co quan thuy dac (vi du: Data Server).

Cuc Thuy dac Qubc té.

T6 chtrc Thiy dac Qudc té.

T6 chirc Hang hai Quéc té.

Trung tdm phdi hop ving ENC, hop nhit cac ENC tir nhiéu co quan
thity dac thanh mot dich vu duy nhat (vi du: Data Server).

Co quan thity dac Vuong quéc Anh (www.ukho.gov.uk).

Thuat ngir tin hoc.

CRC
Dongle

XOR

Kiém tra tinh trang du thira theo chu ky (Cyclic Redundancy Check)
Puoc xem nhu thiét bi khoa cimg, né 1a thiét bj phan ctng duoc
cung cip boi OEM véi mi dinh danh duy nhat ciia hé thong
(HW_ID) duoc luu trir an toan bén trong.

Poc quyén OR (Exclusive OR).



1 GIOI THIEU CHUNG

An pham “Lugc db Bao vé Dir liéu IHO S-63”, goi tat 1a “Luoc d6”, miéu
ta tiéu chuan duge dua ra dé bao vé thong tin ENC. N6 dinh nghia cau trac béo
v€ va quy trinh hoat dong phai dugc tuan thu dé dam bao rﬁng Lugc d6 bao vé
dir liéu duoc van hanh dang va cung cip céc chi tiét ky thuat cho phép cac thanh
phan tham gia x4y dung hé thong tuan theo S-63 va phan phdi dit liéu an toan va
theo cach c6 thé thue hién dugce vé mit thuong mai.

Luoc dd bao vé dix liéu duge xay dung b&d1 Nhém quan tri Lugce dd bao vé
dir licu (DPSWG) ctia THO. Tiéu chuan S-63 dua trén luoc d6 bao véduoc Cong
tyPrimar va Primar-Stavanger phat trién va tién hanh nhu mot phan cia dich vu
bao vé dit liéu ENC cua co quan nay. Trung tam Hai d6 dién tir AS va Co quan
Thity dac Vuong qudc Anh 1a cac t6 chic tham gia dau tién.

Thang 12 nim 2002 (IHO CL 66, 2002), b tiéu chuan naydugc chip
nhan bdi cac nude thanh vién THO va tré thanh tiéu chuén chinh thirc cta THO.
Bo tiéu chuan nayquy dinh vai tro va trach nhiém cta céc co quan thiy dac quéc
gia trong viéc bao vé dit liéu ENC va phan phdi t6i nguoi st dung hé thong
ECS/ECDIS.

1.1 Mo ta khai quat

Tai liéu nay quy dinh phuong phép bao mat thong tin ENC va duy tri tinh
toan ven cua dich vu ENC véi nhiéu dich vu dit liéu dap tng nguén khach hang
16n. Muc dich cua viéc bao vé dir liéu gff)m 3 phﬁn:

1. Bao vé sy vi pham ban quyén: Ngin ngira viéc st dung trai phép dir

liu bang cach ma hoa thong tin ENC.

2. Truy cap c6 chon loc: Han ché truy cap thong tin ENC, chi cac Cell

ma khach hang c6 gidy phép méi duoc truy cap.

3. Chung thyc dir liéu (Authentication): Cung cép su dam bao dir liéu

ENC t6i tir cac ngudn da dugc thong qua.

Bao v¢ su vi pham ban quyén va han ché truy cap c6 chon loc dugc thuc
hién bang cach ma hoéa thong tin ENC va cung cip cac gidy phép dé giai ma
chung. Nha phan ph01 dir licu(Data Server) s¢ mé hoa dur liéu ENC duoc cung
cap boi nha san xuét trude khi cung cdp nd cho khach hang (Data Client). Cac
ENC da ma hoa sau do dugc giai ma bang ECS/ECDIS truéc khi duoc dinh
dang lai va nhdp vao hé théng SENC. Qua trinh ching thuc dit liéu
(authentication) dugc quy dinh bang phuwong phap Chir ky sé vao trong dit liéu.

Luoc d6 khong quy dinh cach thong tin ENC hoiac SENC duoc bao vé bén
trong mdt tmg dung ngudi ding cudi cing DAy 1a trach nhiém ciia cic OEM.

Lugc do cho phép phan phéi da s6 cac ENC di ma hoa trén dia cing (vi
du: CD-ROM, DVD) va ¢6 thé duoc truy cap, dugc st dung boi tat ca khach
hang c6 gidy phep hop ly chira trong mot tap gidy phép (permit). Lya chon truy
cap tdi cac Cell riéng 1¢ dugc hd trg bang cach cung cip cho ngudi dung mot
gidy ding ky gdm mot tp dang kygidy phép chira Khoa mi hoa Cell.Gidy dang
ky nay duogc tao ra bang cach st dung mot ma dinh danh phan cing (HW_ID)
duy nhétctia hé thong va tir yéu cau ciia moi khach hang.Vi vay, gidy ding ky
khoéng dugc chuyén di giira cac khach hang riéng ré.



Luoc db str dung thudt toan nén dé giam kich ¢& tap dir liéu.Dix liéu ENC
khong dugc ma hoa thuong cé su 1ap di 1ap lai thong tin, vi du nhu thong tin toa
do. Vi vay, viéc nén dit li¢u ludn duge ap dung trude khi thong tin ENC duoc
mi hoa va giai nén sau khi giai ma trén hé thong cua khach hang (thong thuong
la ECS/ECDIS).

1.2 Thanh phin tham gia Lwoc do

Céc doi tuong st dung Luoc dd, bao gé)m:

- Nha quan tri Luoc dd (Scheme Administrator-SA), 1a duy nhat.

- Nha phan phéi dit liéu (Data Server-DS), c6 thé c6 nhiéu.

- Khach hang (Data Client-DC), ¢6 thé c6 nhiéu.

- Cong ty san xudt thiét bj phan cimg (OEM), c¢6 thé c6 nhiéu.

Thong tin chi tiét vé cac thuat ngit nay duoc giai thich phia dudi.

1.2.1 Nha quan tri Lwgc do (Scheme Administrator)

Nha quén tri lvge dd (SA) 1a co quan duy nhat, chiu trach nhiém vé duy
tri va phdi hop luge d6.Vai tro ciia SA duoc diéu hanh boi IHB, gidng nhu ban
thu ky caa IHO, thay mat cho cac nudc thanh vién ctia IHO.

SA chiu trach nhiém vé viéc kiém soat sd hoi vién cua luge dd va dam
béo tat ca nhiing nguoi tham gia van hanh theo cac thu tuc da dugc xac dinh. SA
duy tri ching chi s6 ¢ muc cao nhat dé van hanh Luoc d6 Bao mat dir liéu hai
dd dién ti(S-63) va 1a co quan duy nhit co thé chimg nhan dic tinh cta nhiing
ngudi tham gia vao Lugc db.

SA ciing chiu trach nhiém vé tit ca cac tai liéu lién quan dén Luoc d6 Bao
mat dir liéu hai d6 dién ti(S-63).

1.2.2 Nha phian phdi dir liéu ENC (Data Servers)

Data Servers chiu trach nhi€ém ma hoéa va ky vao dir licu ENC tuan theo
cac thu tuc va phuong phap dugc quy dinh trong luge d6. Data Servers phat
hanh gidy ding ky ENC (gidy phép) cho cac Data Client, v6i gidy phép nguoi
dung hop 18, c6 thé giai ma dit liéu ENC.

Data Servers st dung théng tin M_KEY va HW_ID, duogc cung cip boi
SA dé phat hanh cac Cell Key ENC dama hoa cho timg cai dat cu thé. Mic du
Cell Key sir dung dé ma hoa cho tung Cell la gidng nhau, ~ching s& dugc ma hoa
bang cach st dung HW ID duy nhét va vi vay khong thé chuyén giao giita cac
hé thong ECDIS khac nhau tir cing mdt nha san xuét.

Cac Co quan Thiy dac,cac dai 1y phan phdi va cac to chic RENC déu
duoc xem la Data Server.

1.2.3 Khach hang (Data Clients)

Data Clients 12 nguoi cudi cung str dungcéc thong tin ENC va nhén thong
tin dugc bao vé tir Data Server. Cac ting dung phan mém cua Data Clients (hé
thdng OEM) chiu trach nhiém xac nhanchit ky s6 ENC va giai ma thong tin
ENC tuan theo céc thu tuc dugc dinh 10 trong lugc do.

Nhitng nguoi di bién v6i hé théng ECDIS/ECS dugc xem 1a Data Client.

Luoc d6 khong dé cap dén cac dai Iy hodc cac nha phan phdi cung cap dit
li¢u phuc vu cho khach hang ctia hg. Cac théa thuan va cAu tric dat duoc nay
nam ngoai pham vi cua tai li¢u. Tai liéu nay chi chtra céac chi tiét ky thuat dé tao
ra cac hé théng va dich vu dir li€u tuan theo S-63.
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1.2.4 Nha san xuit thiét bi phan cimg - (OEM - Original Equipment
Manufacturers)

Cac OEM dang ky v6i Luoc dd Bao mat dir liéu hai do dién ti(IHO S-63
DPS) phai xay dung mot ing dung phan mém theo cac chi tiét ky thuat dat ra
trong tai liéu ndy va tu kiém tra, xac nhan né theo cac diéu khoan dugc yéu cau
boi SA. Tiéu chuin S-63 chira cac dit liéu thi nghiém cho viéckiém tra va xac
nhan cic tmg dung OEM.SA sé& cung cap day du cacthanh phan OEM véi cac
ma dinh danh va khoa nhén dang (M_ID va M_KEY) duy nhat cta riéng ho.

Cac nha san Xuat can phai cung cap co ché an toan bén trong h¢ thong
phan mém cua ho de nhan biét duy nhét ting su cai dit nguoi dung cubi cung.
Luoc dd yéu cau mdi sy cai dit co mot ma dinh danh phan cung riéng (HW_ID).

Céc tng dung phan mém c6 kha ning giai ma cac Cell Key bang cach sir
dung HW _ID duoc luu trit trong céac thiét bi khoa cung hodc khoa mém duogc
gan vao hodc 14p trinh sdn bén trong tmg dung dé giai ma va giai nén dir liéu
ENC. Gia tri CRC chira trong ENC[1] sau d6 c6 thé dugc xac minhdé ching
minh tinh toan ven lam nén tang cho dir li¢u S-57.

1.2.5 Méi quan hé giira cacthanh phin tham gia lrge do S-63 (S-63
Participant Relationships)

Nha quan tri Luge dd (SA) 1a to chitc duy nhit c6 quyén nhan dién céac
thanh phﬁn tham giavao Luogc d0. Tat ca cac Nha phan phdi va Hé thdng cac nha
san xuat (OEMs) phai xin phép SA de tr& thanh thanh vién trong luge d6 va
dugc SA cung cip thong tin doc quyén duy nhat téi ho. Data Clients la cac
khach hang cta Data Servers va OEMs noi maData Server cung cép cac dich vu

Ghi chu:
SCHEME Scheme Administrator (SA): Nha quén tri hrge dé
ADMINISTRATOR Data Server (DS): Nha phan phéi dit lidu
G OEM: Nha san xuét ECDIS
\ L Data Client: Khach hang

| \{

DATA SERVER DATA SERVER

1 OEM 1 . OEM 2 DATA SéERVER OEM X DATA iEF\'VER

DATA CLIENT DATA CLIENT
5 6

DATA CLIENT DATA CLIENT DATA CLIENT DATA CLIENT

DATA CLIENT
1 2 3 4

Méi quan hé trong Lwgc dd bio vé dit lidu S-63

dir liéu va OEMs cung cap cac thiét bi dé giai ma va hién thi cac dich vu nay.

1.3 Tai liéu tham khao
[1] S-57 phién ban 3.1: Tiéu chuén chuyén d6i IHO danh cho dir liéu thay van
s6. (www.iho.int).
[2] Tiéu chuin chit ky sé (DDS-Digital Signature Standard) FIPS Pub
186(www.itl.nist.gov/div897/pubs/fip186.htm).




[3] Tiéu chudin Biam an toan (SHA), FIPS Pub  180-1
(www.itl.nist.gov/div897/pubs/fip180-1.htm).
[4] Cong nghé thong tin —Mbi quan hé cac hé thong mé - Thu muc: Ching thuc
Framewwork. Phién ban X.509 — Lién doan Vién thong Qudc té.
[6] Chi tiét k¥ thuat dinh dang tap tin ZIP, PK Ware Inc.
[7] Ché d DES «coa hé diéu hanh, FIPS Pub 8l
(www.itl.nist.gov/fipspubs/fip81.htm).
[8] RFC 1423: Tang cudng bao mat cho thu di¢n tir mail: phﬁn III: Giai thuat,
ché d6 va nhan biét (ftp://ftp.isi.edu/in-notes/rfc1423 txt).
[9] Thuat todn ma hdéa Blowfish, B. Schneier, Fast Software Encryption,
Cambridge Security Workshop.
Proceedings (December 1993), Springer-Verlag, 1994, pp. 191-204.
(www.counterpane.com).
[10] Thuat toan Checksum CRC32. Cong nghé thong tin — vién thong va thong
tin chuyén d6i giira ciac hé théng - High-level data link control (HDLC)
procedures. ISO/IEC 13239:2002.

1.4 Kha nang twong thich véi cac phién ban trudc

Phién ban S-63 nay st dung cung thuat todn, cung dinh dang tap tin va
cung ndi dung nhu Lugc dd bao véduge diéu hanh bsi Primar, Primar-Stavanger
va luge dd S-63phién ban 1.0.Phién ban nay cua Tiéu chuan S-63 duoc sira doi
dé cung cap tot hon cac dinh nghia va giai thich vé hoat dong ctua Lugc d6 Bao
Ve.

Motbd dit li¢u dung thtr da dugc xay dung va dugc sir dung bdi cac OEM
dé kiém tra va xéc nhdn vic trién khai Lugc d0 Bdo mat dit liéu hai do dién
t(S-63) trong qué trinh tu cp glay chung nhén.

Phién ban 1.1 ciia Tiéu chuan nay dugc san xuat duya trén kinh nghiém c6
duoc ciia cac Data Servers va cac nha san xuat ECS/ECDIS trong qué trinh van
hanh Luogc dd phién ban 1.0. Phién ban nay dinh nghia rd hon cac tiéu chuan
bang cach loai bo su trung 1ap va khong rd rang. No cling bd sung cac co ché
cho phép nha san xuét tao ra hé thong tryc quan hon cho nguoi st dung
ECS/ECDIS. Danh sach duéi day dé cap dén cac diéu chinh trong tiéu chuan
nay:

1. Loai bo sy trung lip khong can thiét.

2. Chi tiét k¥ thuat nao va trong nhimng diéu kién nao thi tap tin phai dugc sir

dung.
. Loai bo cac gidy phép phu thudc vao phién ban Cell.

4. B6 sung thong tin cho phép Data Client quan 1y dit liéu ENC hiéu qua va
c6 ich hon.

5. Xac dinh mot chién lugc tai cho phép tai hiéu qua hon cac ENC d3 ma
hoa.

Pay 1a trach nhiém cta Data Server dé cung cap cac dich vu c6 thé tuong
thich nguoc.

1.5 CAu tric tai liéu

Tai liéu nay chia 1am bén phan chinh.Phan thér nhat mé ta chi tiét cac
thanh phﬁn nén tang cua Luoc dd va miéu ta muc dich, cAu trac cua luge

(O8]
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d6.Phan thtr 2 x4c dinh 1am céch nao dé tat ca cac thanh phan két hop véi nhau
trong mot B san pham trao d6i ENC S-63 (ENC Exchange Set).Phan thir 3 chi
ra vai trd va trach nhiém cua timg nguoi dung tham gia vao Luoc dd.Phan cudi
cing miéu ta dinh nghia cac thong bao 15i va canh baoldi khac nhau can dugc
hién thi trén hé théng cua khach hang.

Cic phan chinh cia tai liéu:

1. Céc thanh phan cta Lugc dd

Phan 2: Nén dit liéu

Phan 3: Ma héa dit ligu

Phan 4: Cép gidy phép dit liéu

Phan 5: X4c nhan dit liéu

Phan 6: Quan 1y dit liéu

1. Cau tric va dinh dang BO san pham trao d6i (Exchange Set)

Phan 7: Ciu tric Tap tin va Thu muc

2. Quy trinh tham gia S-63
Phan 8: Tién trinh cua Nha quan tri Luoc do
Phén 9: Tién trinh ctia Data Server
Phan 10: Tién trinh cia OEM va Data Clients

3. Céc canh bao va thong bao 15i trong S-63
Phéan 11: M3 13i va giai nghia

Phin b6 sung:
e Phy Chuong A S-63: Thu tuc yéu cau gidy chimg nhan Data Server
e Phu chuong B S-63: Thii tuc yéu cau thong tin nha san xuat

Cac phu luc:

e Phu luc 1: Chtra dinh nghia vé dit lieu dung thtr sin c6 duoc str dung dé
phat trién toan dién, tudn theo tit ca cac khia canh cua Lugc do Bao vé
Dir liéu.

e Phuyc lyc 2: Pinh nghia thé nao 1a B san pham trao d6i ENC di ma hoa
dugc cung cp bai Data Server s& duoc luu trit bang cach sir dung thiét bi
luu trit nhu dia DVD hoac USB.

1.6 Bao tri

Céc thay doi trong tiéu chuan nay phai phu hop voi “Cdc nguyén tic va
thit tuc lam thay doi cdc tiéu chudn va chi tiét ky thudt IHO” dugc phé duyét tai
cudc hop CHRIS lan thir 18 (Cairns, Uc, thang 9 nim 2006).

1.7 H6 tro

HO tro trong viéc st dung va thuc hién ti€u chuan nay dugc cung cép cho
nguoi st dung boi cac thanh vién cua IHO DPSWG, qua cudc thao luan vé Lugc
d6 bao vé trén cac dién dan ECDIS (www.openecdis.org). Ngoai ra, tip danh
muc cac cau hoi thuong gip (FAQ) dugc duy tri boi IHB trén phan ECDIS cua
trang web [HO (www.iho.int)




2 NEN DU LIEU

2.1 Tong quan

Mot tap tin ENC s€ c6 cAu tric cia nd, chtra cdc mau thong tin 1ap di 1ap
lai. Vi dy: viéc danh sb lién tiép cac ma dinh danh ddi twong tinh ning (FOID)
hoac céc thay d6i nho vé thong tin toa do bén trong mot tap tin ENC. Do do, dir
liéu ENC can dugc nén dé giam kich c& tir khoang 30% dén 60%, giam déng ké
chi phi chuyén giao dir liéu ENC dén ngudi dung. Chi cac tap tin ENC nén va
ENC cép nhat 1a dugc nén. Céc tap tin ENC luén dugc nén trudc khi ching
duoc ma hoa nhu hi¢u lyc cua thuét toan nén dya trén sy hién dién cua ndi dung
cau trac dit ligu.

2.2 Thuat toan nén

Luoc d6 bao vé st dung thuat toan ZIP [6]' dé nén va giai nén dit liéu
ENC. N6 tuwong tu voi thudt toan duoc st dung trong nhiéu ing dung thuong
mai nhu WinZip, PKZIP,...Data Server va OEM nhén biét duoc cac 16i trong
qua khtr da xay ra khi Data Server nén dit li€u va n6 dugc giai thich bdi viéc
trién khai thuat toan ZIPphé bién nhu dit lidu “text”.

Néu dit liéu duge gidi nén véi cac tham $6 khong chinh xac, n6 cé thé 1am
hong tap tin ENC dan dén that bai trong kiém tra tinh toan ven.Data Server va
OEM nén thyc hién can than viéc nén/ gidi nén trong hé théng cua ho.

2.3 Nén tap tin

Cac Lugc dd bao vé chi nén céac tap tin ENC nén (base cell) va cép nhat
(update cell). Khong c6 tap tin nao khac bén trong Bo san pham trao d6i S-57
(S-57 Exchange Set) duoc nén.

! http://en.wikipedia.org/wiki/ZIP_%28file format%29
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3 MA HOA DU LIEU

3.1 Dir liéu nao duwgc ma hoa?

Chi ¢6 mot thuat todn ma hoda dugc s dung trong Luoc dd. Chi cac dix
liéu trong tap tin Cell ENC Base va Update ctia B san pham trao ddi S-57 dugc
ma hoa, tlrc 1a cac tap tin text va hinh anh khong dugc ma hoa.

Luoc d0 ma hoa toan bd ndi dung cua tap tin dir liéu ENC Base va Update.
Céc thong tin khac trong Luge dd duoc mi hoa bao gdbm md HW IDcuia hé théng
OEM duogc ma hoa va cung cap toi Data Client dudi dang User Permit.

Data Server sir dung Cell Key dé ma hoa tap tin dit liéu ENC va cung cip
cho Data Clientduéi dang Cell Permit. Thong tin vé thuét toan ma héa c6 san
trong phan 3.2.3.

3.2 M3 héa dix liéu nhw thé nao?

M&i mot tap tin Cell ENC duoc mi hoa bang cach sir dung gia tri Cell
Key duy nhat.Cuing mot Cell Key duoc st dung dé mi hoa tat ca cic ban cap
nhat duoc phat hanh cho cac Cell. Tuy nhién, Lugc d6 chi cho phép cac Cell
Key duoc gia han va dugc thay ddi theo quyét dinh cua Data Server. Cac Cell
Key duoc chuyén dén cho Data Client du6i dang Cell Permits.

3.2.1 Ma héa thong tin ENC

Thong tin ENC (cac Cell base va update) dugc ma hoa bang cach sir dung
mot khoa 40 bit.

3.2.2 M héa thong tin Lwgc dd bao vé khac

Noi dung Userpermit va Cell Permit dwoc ma hoa bang cach sir dung mot
khoa 48 bit.

3.2.3 Thuat toan ma hoa - Blowfish

Lugc do ma hoa tat ca cac thong tin duoc dé cap trong phan 3.1 bang cach
sit dung thuat toan Blowfish [9]. Thuat toan khong c6 bang sang ché va c6 san
trong pham vi cong khai (www.counterpane.com). Blowfish 1a thuat toan ma
hoa khdi van hanhvéisd luong 64 bit (8 byte). N6 doi hoi cac ngudn dit liéu phai
duoc dém thém néu ching khong phai 1a boi s6 cua 8 bytes.Lugc dd Bao vé sir
dung thuat toan dém thém“DES in CBC Mode” dé xac dinh trong bt cr khi nao
ngudn dir liu can phai dém thém [8].Diéu nay phu hop voi ché d6 ECB
(Electronic Code Book — M3 s6 sach dién tir) cua DES [7].




4. CAP GIAY PHEP DU LIEU

4.1 Giéi thi¢u

Data Client khong mua dir liéu ENC nhung dugc cap glay phép dé st
dung n6.Cép gidy phép 1a phuong phap ma Data Server sir dung nhim cung cap
cho Data Client truy cap chon loc dé cap nhat cac cell ENC trong mdt khoang
thoi gian nhét dinh.

Dé van hanh Luoc dd hiéu qua can phai c6 mot phuong phap ma h¢ théng
cua Data client ¢ the giai ma cac Cell ENC da mé hoa. Pé gidi ma dir lidu, hé
thong Data client can phai c6 quyén truy cap vao Cell Key da duoc sir dung dé
mi hoa cac Cell ENC. Céac khoa nay duoc cung cip cho Data Client, dugc ma
hoatrong mot tap tin gidy phép chira mot bd Cell Permit. D6 1a cac Cell Permit
chura cac khda ma hoa.

Pé tao tap Cell Permit doc quyén thi cac Cell Key phai duoc ma héa duy
nhat cho hé thng Data Clients.OEMs gan mot mi dinh danh duy nhat (HW_ID)
cho mdi hé théng ctia ho va cung cdp mot ban sao dd méd hoa nay dudi dang
UserPermit cho mdi Data Client. HW ID duoc luu trit trong UserPermit di ma
hoa.

Cac OEM ma héa HW_ID véi khéa nha san xuat riéng ctia minh (M_Key)
sao cho mot HW_ID khong bi lip lai béi nha san xuat khac. Data Server c6 thé truy
cap t6i M Key cia OEM va do d6 c6 thé giai ma HW ID luu trit trong
Userpermit. Data Server ma hoa cac Cell Key cua chung véi ma HW_ID cia nha
san xuat khi tao ra mot tap cac Cell Permit.Diéu nay gitp cho cac Cell Permit 13
duy nhat khi cung cip cho Data Client va vi vay khong thé chuyén giao giira cac hé

thong Data Client.
SA OEM DATA CLIENT
Cung cap cho OEM Cung cap cho khach hang Cung cap cho Data Server
gia tri M_ID va Userpermit danh sach cac cell yéu cau
M _KEY duy nhét (dang ma hoa cia HW_ID) va Userpermit

4
DATA SERVER
A,SAA, o Ma hoa Userpermit bang
Cung cap tat ca gid —>| c4ch sir dung M_KEY va
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. OEM , KB e LD M_ID cita OEM dé thu vé
An dinh HW_ID duy nhat va cua OEM HW ID
ma héa nod bang cach str dung —
M_KEY ctia minh
4
DATA SERVER ~ l,)ATA SERV;ER .
X Ma hoéa Cell Key bang cach
Cung cap dia CD , ~
, . l<o--| sudung HW_ID da thu
chira ENC Base va X z
duoc dé tao ra danh sach
Update Lk :
cac giay phép
v y
OEM DATA CLIENT DATA SERVER
Lap trinh thiét bj khoa Tai tap tin giay phép Cung cap gidy phép ENC
cing/khéa mém vai > ~ vao ECS/ECDIS cho Data Client
HW_ID (PERMIT.TXT)




4.2 Gidy phép nguoi dung (User Permit)

Userpermit dugc tao boi OEM va duoc cung cap cho Data Clients nhu
mot phan hé théng cia ho sao cho ching c6 thé duoc quyén truy cip can thiét
t6i cac ENC dd ma hoa tir Data Server.Phan sau ddy xac dinh thanh phan va
dinh dang ctia Userpermit.

Tat ca Data Client véi hé thong c6 kha ning sir dung dit liudugc bao v¢
boi Lugc d6 S-63, phai c6 mi nhén dang phan ctmg (HW_ID)duy nhat gin vao
trong hé théng nguoi dung cubi cung.Nhu thé, mét HW _ID thuong dugc trién
khai nhu mot thiét bi chong sao chep lau (dongle) hodc bang phuong phap khac
dé dam bao chi nhan biét duy nhat cho mdi sy cai dat.

Data Clientkhong biétHW ID, nhung OEM sé& cung cap mot Userpermit 1a
dang ma hoa cia HW_ID va 1a duy nhétcho hé théng ctia Data Client.User Permit
duoc tao ra béng cach léy HW_ID dugc 4n dinh va m3 héa no véi khoéa nha san
xudt (M_KEY).Thuat toan CRC32 duogc sir dung dé ma hoa HW ID va két qua
dugc gan thém vao nd. Cudi cing, nha san xuit gan md M _ID ma ho duoc an
dinh vao cudi chudi két qua.Cac gia tri M KEY va M_ID duogc cung cép boi SA
va la duy nhit cho mdi nha san xuét cung cap hé théng phu hop véiS-63.

Data Client truy cap duoc vao ENCs dd md hoa theo S-63 bang cach cung
cap Userpermit nay cho Data Server, ngudi ma sau d6 c6 thé phat hanh cac Cell
Permit riéng biét cho ENCs damd hoa. Vi Userpermit chira ma nha san xuat
(M_ID) duy nhéit ndy c6 thé dugc st dung boéi Data Servers dé nhan biét
M_KEY s dung dé giai ma n6.M_ID 14 4 ky tu cudi cia User Permit.Danh sach
gia tri M_ID va M_KEY clia nha san xuat duoc phat hanh va cap nhat bai SA
tGi tat ca Data Server tham gia lugc d6.Danh sach nay s& duoc cap nhat dinh ky
khi cac OME méi tham gia vao luoc do.

4.2.1 Dinh nghia UserPermit

Userpermit gdm 28 ky tu va s& dugc viét dudi dang ASCII véi dinh dang
bt budc va chiéu dai nhu sau:

Dang ma hdéa cua Checksum (CRC) M3 nha san xuat (M_ID)
HW _ID
16 ky tu hex 8 ky tu hex 4 ky tu hex

Hex: s6 thap luc phan.

Tat ca ky tu chit cai phai duoc viét hoa.
Vi du: Céu trac User Permit:

7387 1\727080876A07E450C04303 1

|| J\
T T T
Dang ma hoa cua
HW _ID

4.2.2 Pinh dang HW_ID

HW _ID la mot s6 hé thap luc phan 5 ky tu dugc xac dinh bé1 nha san Xuat
OEM. Nhu vay, HW IDcé thé dugc thi hanh nhu mét thiét b chéng sao chép
1au (Dongle - khoa cumg) hodc bang cic phuong phap khac dé bao dam nhan
biét duy nhat cho mdi hé théng cai dit’. HW ID phai duoc luu trit trong hé

J

CRC M ID

’Nha san xuét, vOi su déng y cta Data Server, c6 thé st dung HW_ID giéng nhau cho nhiéu su cai dat.
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thdng hét sirc bao mat.

Nha san xudt OEM phai gan md HW_ID duy nhat cho mdi hé théng cai
dat. N6 dugc khuyén cao rang: HW_ID khong nén lién tuc.

HW _ID s€ duoc luu trit & dang ma hoa cia Userpermit. N6 dugc ma hoa
béng cach sur dung thuat toan Blowfish vé1i M_KEY nhu mot khoa dé dua ra mot
s6thap luc phan 16ky tu (8 byte). HW ID dugc mi hoa sau d6 dugc biéu dién
dang ASCII cuia n6 trong Userpermit gdm 16 ky tu.

Viduvé HW ID la: A79AB

Vi du vé dang ma hoa HW_ID 1a: 73871727080876A0.

4.2.3 Dinh dang Check Sum (CRC)

Check Sum 1a mot sé thap luc phan 8 ky tu, duoc tao ra bang cach lay
HW _ID d3 mi hoa va chuyén doi thanh mot chudi thap luc phan 16 ky tu. Sau
do ndé duoc chia ra béng cach su dung thuat todn CRC32[10] va 4 byte duogc
chuyén d6i thanh mot chudi thap luc phéan 8 ky tu.

Check Sum khéng dugc ma hoa va dung dé kiém tra tinh toan ven cua
Userpermit.

Check Sum trong vi du trén 1a: 7TE450C04.

4.2.4 Dinh dang M_1ID

M_ID 12 mdt ma gom 2 ky tur chir-sétrinh bay dang ASCII dugc cung cap
boi SA.SA s& cung cipcho cacnha san xuit dugc cap phép mot to hop M_KEY
va M_ID ciia riéng minh.C4c nha san xuat phai bao vé thong tin nay.

SA sé& cung cp t6i tat ca Data Servers dugc cap phép mot danh sach day du
cac ma nha san xuit ciing nhu khi mot nha san xuat méi dang ky vao Lugc do.
Thong tin nay dugc sir dung boi Data Server dé xac dinh cac khoa (M_KEY) sir
dung dé giai ma HW_ID trong Userpermit khi tao ra Cell Permits cho Data Client.

M_ID trong vi du trén 14 01 hodc 3031 (ASCIT).

4.2.5 Dinh dang M_KEY

M _KEY 1a mot sé thap luc phan 5 ky tu, dugc cung cdp boi SA. Cac
OEM st dung M_KEYdé ma hoa HW _ID khi tao ra Userpermit.OEM phai luu
trit M_KEY hét strc bao mat.M_KEY duogc st dung boi Data Server dé giai ma
HW_ID duogc an dinh.

Viduvé M_KEY 1a 123AB hoic 3132334142 (ASCII).

4.3 Cell Permit

Pé giai ma mot Cell ENC thi Data Client phai c6 quyén truy cap vao cac
khoa ma hoa (xem phan 3. 2) dugc su dung dé ma hoa Cell ENC nay.Vi khoa ma
hoa chi c¢6 Data Server biét, cho néncan c6 bién phap cung cap thong tin nay t6i
Data Client mét cach bao mat. Thong tin nay dugc Data Server (vi du RENC
hoic VAR) cung cip cho Data Client & dang md hoa, dugc biét dén la Cell
Permit. Mot tap tin duy nhit dugc quy dinh dé cung cap Cell Permit va duoc dit
tén 1a PERMIT.TXT (xem phén 4.3.1). Tap tin nay c6 thé chtra nhiéu Cell Permit
dya trén s6 luong ENC dugc yéu cau boi Data Client.

> Luu y: Cac ma hex co thé khong quen thudc véi mot $6 doc gia. Vi ly do lich su, nd van duge bao tdn trong
phién ban nay nhu céc tiéu chuan. “1 2 3 4 5” dwoc dich thanh “31 32 33 34 35” boi vi ASCII Base 16, miéu
td cho ky tw “1”1a “317,... Méc du ban dau hoi kho hiéu, quy udc nay dugc st dung nhit quan trong sudt tiéu
chuin nhu 14 tiéu chuin mé ta hé thap luc phan va hé nhi phan. Dé phan biét né ngudi ta goi la “(ASCII)”.
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Tap tin PERMIT.TXT s& dugc cung cip qua cac phuong tién phan cimg
hodc str dung dich vu truc tuyén theo quy trinh van hanh cua Data Servers. Cac
thu tuc nay c6 san cho Data Client khi mua mot gidy phep.

Mbi ban ghi Cell permit ciing chira cac truong bd sung duogc cung cip dé
hd tro hé théng OEM quan 1y cac tip tin gidy phép cua Data Client tir nhiéu
Data Servers (xem phan 4.3.3).

Data Client c6 thé chira mot gidy phép dé truy cap ENC bang cach cung
cApUserpermit duy nhat cua ho cho Data Server (xem phan 4.2). Data Server co
thé trich xudt HW ID tir Userpermit bang cach st dung M_KEY cta Data
Client va tao ra cac Cell Permit riéng bi¢t dua trén gia tri nay. Pinh dang cua
ban ghi Cell Permit duoc mé ta duéi ddy trong phan 4.3.2 & 4.3.3.

Vi Cell Permit dugc phat hanh cho mot HW_ID riéng bi¢t, do vayching
khong dugc chuyen giao gitra cac h¢ thong ctia Data Client. Phuong phap nay
lién kétgidy phep de hd tro cai dit cac san phamtrén CD duoc mi hoa,cd thé
dugc phan ph01 t61 tit ca cac Data Client ddng ky vao dich vu.

Hé thdng Data Client giai ma cac Cell Permit sir dung HW ID duoc chi dinh
luu trit bao mat bang thiét bj phan ctng hodc phin mém. Cac Cell key duogc giai
mi sau do6 co thé duoc st dung bo1 hé théng dé giai ma cac cell ENC. Tt d6, mot
sO Data Servers c6 thé tao tap tin gidy phép cho cac ENC trong dich vu cua ho, d6
1a trach nhiém cua hé théng Data Client dé quan 1y cac tap tin gidy phép tir mot sb
Data Servers.

CHU Y:Data Server nén tiép tuc cung cdp ca hai loai gidy phép
(ENC.PMT & PERMIT.TXT) nhu dugc miéu ta trong S-63 phién ban 1.0. Piéu
naynén tiép tuc cho dén thoi gian ma né co thé dugc xac dinh réng su thiéu tap
tin ENC.PMT sé& khong anh huéng dén an toan sir dung cta cac hé théng cii
hon. Khoang thoi gian can thiét cho diéu nay duoc thoa thuan gitra tat ca thanh
phan tham gia. OEM phai dam béo thuc hién day du trong hé thdng phan mém
trong ECDIS cua ho c6 kha nang hop nhat cic gidy phép tir nhiéu Data Server
ma khong mat thong tin gidy phép bang cach chi st dung tap tin PERMIT.TXT.

4.3.1 Tap tin Permit (PERMIT.TXT)

Céac Cell Permit ludn duoc cung cip trong tap tin goi 14 PERMIT.TXT,
tén tap tin ludn duoc cung cip dang chir viét hoavédi cc ky tu chir cai chta trong
tap tin. T4p tin ndy dugc ma hoa day du dang ASCII* va gom 3 phan nhu sau:

Phin  Miéu ta

Header Phan niy bao gom tap tin tao thanh ngay thang va dinh dang phién ban

:ENC  Gidy phép ENC (chinh thirc) tir Data Server duoc liét ké trong phan nay.

:ECS  Gidy phép ENC (khong chinh thtc) tir Data Server ¢ thé duoc liét ké
trong phan nay.

Data Server hudng din cach dé cac tap tin Permit s& c san trén thiét bi
phﬁn cung hodc trén dich vu truc tuyén.Béng dudi day xac dinh ndi1 dung va dinh
dang cho mdi phan trong tap tin Permit duoc tach biét bai “dong mai [NL]”.

* OEM nén bjét rang tat ca cac tap tin ASCII dugc tao ra boi luge d6 co6 thé chira sy khong 16 rang ¢ cubi dong
duoc danh dau nhu 1a CR hodac CRLF va s€ d¢€ cap t6i nhiing diéu nay.
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4.3.2 Pinh dang Header trong tap tin Permit
Bang sau day dinh nghia nd1 dung va dinh dang phan Header trong tap tin

Permit.
Phin Tén truwong
Ngay va : DATE
gio

Phién ban : VERSION
Meta
Permit

Kiéu Cell : ENC
Permit

Kiéu Cell : ECS
Permit

Vi du:

Gia tri

Tén truong, ngay va gio dugc tach bi¢t boi ky tu
khoang tréng (SP <h20>).Ngay dugc cung cdp dang
YYYYMMDD va gio duge cung cdp dang HH:MM
str dung dong hd 24 gio.

Vidu: :DATE 20050809 11:11.

Dang sb nguyén tir 1 dén 99.

N6 sé& tang thém 1 cho mdi phién ban méi ctia dinh dang
tap tin permit trong Chi tiét k¥ thut. Vi du: S-63 An ban
1.1 xac dinh gid tri la “2”. Nghia 1a VERSION 2.
Trudng chira dinh nghia cac Permit ¢ san trong mot
phan phdi gidy phép ENC tir Data Server. Trudng
duoc nhan biét bﬁng nhan sau ¢ dang chir hoa :ENC.
Truong chira dinh nghia Meta Permit co san trong
phan phdi gidy phép ECS tir Data Server. Trudng
dugc nhan biét bang nhin sau day dang chit hoa:
ECS.

:DATE 20080809 11:11

:VERSION 2
:ENC

Danh sach Cell Permit duoc cap gidy phép cho ENC chinh thirc.

:ECS

Danh sach Cell Permit duoc cip gidy phép cho céc san pham véc-to.
4.3.3 Truwong trong Ban ghi Permit
Ban ghi Cell Permit bao gdom nhiing truong sau day duoc tadch biét boi

dau phay:
Truwong Gia tri
Cell Permit Pugc dinh nghia trong phan 4.3.4 va 4.3.5
Service Level 0 cho viéc mua giafly phep dai han

Indicator (Chisé 1 cho viéc mua gidy phép ngan han.

mirc do dich vu)

Edition Number - S6 DSID-EDTN la sb phat hanh ctia cell ENC (chi str dung
phién ban (tuy chon) cho Data Server).
Data Server ID Day 1a hai ky tu chir cai dugc phat hanh boi SA.
Comment Pay 1a truong van ban con tréng dé chu thich 1én Cell
Permit,..
CHU Y: Truong “Sd phlen ban [tuy chon]” khong con la mot yéu cau bat
budc trong S-63 An ban 1.1.0EMs trién khaitheo An ban 1.1 nén khong con
xay dung phu thudc vao h¢ thong ctia ho dé kiém tra mbi quan h¢ gitra s6 phién
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ban ctia ENC va Cell key duoc str dung dé ma hoa no. Data Clients s& ch1kiém
tra déxem xét khi c6 1 Cell key hop 1y trong chudi permit. Data Server s& tiép
tuc hd tro cac tap tin PERMIT.TXTtrong An ban 1.0 cho dén khi thoi gian cho
an ban nay duogc xac dinh 1a khong con dugce yéu cau.

4.3.4 Dinh nghia Cell Permit

Bang sau day dinh nghia cac truong chtra trong Cell Permit voi su dinh
nghia muyc dich ctia mdi truong

Truong Muc dich ’

Tén Cell Tén Cell cho phép h¢ thong Data Client lién két chinh
xac khoa ma hoa tdi cac tap tin ENC dugc ma héa tuong
ung.

Ngay hét han Ngay ma gidy phép cua Data Client hét han, hé thong
phai ngan ngua cac cell ENC méi, cac phién ban moi
hodc céac ban cap nhat duoc tao ra sau ngay nay duogc cai
dat.

Cell Key 1 dwgee ma | ECK1 chira khoa giai ma cho phién ban hién tai cua Cell
héa (ECK1) ENC.

Cell Key 2 dwoc méa | ECK2 chira khoa giai ma dugc sir dung khi Cell Key tiép

hoa (ECK2) theo dugc 1ap lai. Sa"ip to1, key duoc chua trong Cell
Permit cho phép Data Server dinh ky thay d6i Cell Key
khéng cung mot lic bang cach phat hanh cac Cell Permit
moi cho tat ca cac Data Client.

Check Sum (CRC) | Gia tri nay duoc cung cap dé~bé0 vé khoi sy tdc dong
hoac sy stra doi lam sai Iéch ngau nhién.

4.3.5 Dinh dang Cell Permit ,
Cell Permit duoc viét dang ASCII véi dinh dang va do dai truong bat
budc nhu sau:

Truong | Ky tw Dinh dang

Cell Name 8 Mot chudi chir-s6 tudn theo quy uéc dugc dinh nghia
trong S-57 An ban 3.1, Phu luc B phan 5.6 cho tén cell
ngoai trir phan mo rong tén tap tin.

Vi du: NO4D0613

Expiry 8 Mot chudi s6 chtra ngay hét han gidy phép cho mdi ENC
Date(Ngay ¢ dinh dang YYYYMMDD.
hét han) Vi dy: 20000830 (30 thang 8 nam 2000).
ECK1 & 16 | Cell Key 1a 5 byte cac s6 ngau nhién - miéu ta bang so
ECK?2’ Hex ctia chung dugc mi hoa bang cach st dung thuat

> Cell Permit chtra 2 truong dé cung cap cho hé¢ théng Data Client voi cac Cell Key can thiét dé giai
mi cac tap tin ENC cu thé. Cac trudng nay c6 thé chira hai Cell Key glong nhau hodc hai cell key khac
nhau va c6 thé khac nhau gitta cac Data Server. Mot sb Data Server c6 thé mudn ting cac cell key chi
dén khi luge do bao vé co cac thoa hiép khac wu tién dé dinh ky tang theo thii tuc dich vu cta ho. K§
thuat dé Data Server cung cip cac key nay dugc miéu ta chi tiét trong phan 9.5.1. OEM nén luu ¥ rang
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Truwong | Ky tw Pinh dang

toan Blowfish va sau d6 dugc biéu dién theo hé thap luc
phan trong Permit.

Chu y: Thuat toan ma hoéa Blowfish tao ra dit li¢u dugc
ma hoa dé dém thém bodi sb cua 8 byte vao chiéu dai.
Piéu nay co6 nghia 1a cac Cell key duoc ma hoa hién tai
dai 8 byte, mac du dang khong ma hoa chung chi dai 5
byte (10 s6 Hex).

Vi du:

ECK1: BEBIBFE3C7C6CE68
ECK2:B16411FD09F96982

ENC 16 Chtra Check Sum duoc ma hoa cho Cell Permit. N6 duoc
Permit ma hoa su dung thudt toan Blowfish voi HW_ID riéng
Checksum biét cuia Data Client va 1a mot s6 8 byte. Check sum nay

dugc ma hoa khac vdi Check sum khong duoc ma hoa
cua User Permit.

Vi du nhu Check Sum ENC trong vi du bén dudi 1a:
795C77B204F54D48

Vi du: Truwong Cell Permit
NO4D061320000830BEBI9BFE3C7C6CE68B16411FD09F96982795C77B204F54D48

| J \ JL J
Y Y \ J\

T T T

Tén Ngaiy hét Dang ma hoa cua Dang ma hoéa cua Check Sum
Cell Han Cell Key 1 Cell Key 2 (CRO)

Vi du: Ban ghi Cell Permit
Data Server ID

Cell Permit Chi s6 murc d6 dich vu

|
N04D061320000830BEBIBFE3C7C6CE68B1641 1FD09F96982795C77B2021F54D48,0,5,P
M,[Comment] /’
S6 4n ban (néu co)

4.3.6 B6 sung tap tin License (tuy chon)

Data Server co thé bao gom mdt tap tin bo sung véi tap tin PERMIT. TXT
dé nhan biét cap phép va cung cap thong tin lién quan dén hé théng ID°. Tép tin
nay dugc dat tén 1a ** LIC, trong d6 ** 1a mi€u ta ID cua Data Server.

Hé théng Data Client c6 thé truy cap toi tap tin ndy (néu c6) dé hién thi
thong tin ngudi dung va cung cip thong tin Userpermit.

Tap tin ndy chira mot ban ghi duy nhit véi cac truong sau:

bat ky phan phu thudc trén s6 4n ban nén dugc g bo khoi hé théng ctia ho trong An ban 1.1 cta Lugc
do.

5S& rat hitu ich khi xu ly cac truy vén Data Client dé c6 thé truy cap nhanh td1 thong tin cua khach
hang nhu thong tin cap gidy phép va ID nha san xuét. Data Client c6 thé cung cap tp tin nay véi truy
van dé ting toc do thoi gian dép lai.
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Trwong ID Ky | Ghi chu
t

Bén duogc cap phép 40 | Tén cua cong ty hodc cd nhan ky vao gidy phép.

Tén tau 40 | Tuy chon. Trudng ndy c6 thé dé trong.

Fixed Site #1 240 | Tén va dia chi cua cong ty. Truong nay chira van
ban dinh dang tu do duoc sip xép trong cic
truong con6x40 byte. Van ban s€ khong vuot qua
ranh gidi cua céc truong con.

Tén hé théng may | 40 | Vidu: Main, Backup,...

chu

User Permit 28 | Gidy phép nguoi dung - hé thap luc phan (Hex).

Loai giéy phép 40 | Chi s6 dich vu, vi du Dich vu ENC cta Primar
Stavanger.

Dt liéu HO 36 | Dir li¢u stir dung cho co quan thuy dac/ dai ly/nha

phan phoi.

Téng sb: 464 bytes
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5 XAC NHAN DU LIEU

5.1 Giéi thiéu vé X4c nhan dir liéu va kiém tra tinh toan ven

K§ thuat chit ky sé duoc dung trong Lugc d6 S-63 sir dung tiéu chuin
thuat toan va co ché trao doi khoa dugce dung rong rai. Chit ky s6 S-63 sir dung
thuat toan khoa cong khai bat di xtimg trong lugc dd PKI- nhu mot nén tang dé
khong pha v rang budc tap tin dir liéu voi dinh danh cua nha phat hanh.

Lugc d6 dua trén sy md hoa bat ddi xtmg’ cia mot Check Sum trong mot
tap tin dir liéu.Bang cach xac minh chir ky dura vaokhoa cong khai (public key) cua
nha phat hanh va ciing xdc minh khéa cong khai cua nha phat hanh dya vao sy
nhén biét cap cao nhat cho nguoi str dung dé dam bao danh tinh cta ngudi ky.Chi
tiét vé chir ky s6 vuot qua pham vi cua tai liéu nay va nguoi doc nén tham khao
thém tai liéuTiéu chuan vé& chit ky s6 (DSS), FIPS Pub
186(www.itL.nist.gov/div897/pubs/fip186.htm) dé dugc giai thich chi tiét va dé tiép
can hon.

Luoc d6 gém 3 giai doan:

1) Nha quan tri lugc dd (SA) xac minh danh tinh cua nha cung cap thong tin
ENC va cung cp cho nha cung cdp cing véi dit liéu dé cho phép ho ky
vao dir liéu ENC.

2) Data Server (Vi du RENC hodc VAR) phat hanh dir liéu ENC duoc ky
v6i ma dinh danhctia chung (va dugc kiém tra xac nhan bai SA).

3) Sau d6Data Client xac minh vé dinh danh ctia Data Server (boi no lién
quan dén SA) va su toan ven cua dir liéu ENC.

CHU Y: QUY TRINH XAC NHAN ENC

1. Tap tin Khoa chung (Public Key) va Khoa tu ky (SSK - Self Signed
Key) cua Data Server duoc guri dén SA dé phé chuan.

2. Néu SA chap nhan phé chuin, SA sé& tao khoa tu ky SSK kem theo
khoa riéng (Private Key)dé tao mot Chimg chi Data Server dugc SA ky.

3. Khoa chung (Key Public)ctia SA duoc phin phdi rong rii va duoc cai
dat doc 1ap trén hé théng OEM.

4. Cap khoa chung (Key Public) va khoa riéng (Key Private)cua SA phai
khac voi tat ca cac Data Server khac.

5. Tat ca Key Public va Key Private cua Data Server phai khac nhau va
phaikhac véi SA.

"Mai hoa bét ddi xung dya trén thudt todn ma hoa va giai ma tién hanh véi cac khoa ma hoa khac nhau.Vi vay,
mot ngudi co thé ma hoa dir liéu va cung cap khoa giai ma cho nhitng nguoi khac dé gidi ma no6. Cac khoa nay
duoc goi 1a “private key” va “public key”, goi chung 1a mét cdp khoa.

18



DATA SERVER 1 (DS 1) Scheme DATA SERVER 2 (DS 2)
DATA SERVER 1 Adminsistrator DATA SERVER 2
TAO RA TAP TIN /1\ (8A) @ TAO RA TAP TIN
KHOA CHUNG TUKY| N/ KHOA CHUNG TU KY
KHOA | KHOA ] _ KHOA | KHOA
@ RIENG |CHUNG| (" XAC NHAN @ CHUNG | RIENG @
DS1 DS1 CHUNG CHI DS DS2 DS2
CHUNG CHI DS 1 A . CHUNG CHI DS 2
KHOA |KHOA CHUNG JELE NN UABI0%, KHOA CHUNG| KHOA
CHUNG [TU KY SA CUA[SITT_|[CHUNG CHU KY[ LT i1y kY sa CUA|CHUNG
DSI DSI A DS 5 > DS2 DS 2
1) 2
TAPTINDU|  [CHUKY TAP KHOA | KHOA TAP TIN DU| [CHU KY TAP
LIEU ENC | |TIN DU LIEU RIENG [CHUNG LIEU ENC | [TIN DU LIEU
(CELL) (CELL) SA SA (CELL) (CELL)
TAP TIN CHU KY ENC TAP TIN CHU KY ENC
CHU KY| CHUNG CHI CHUNG CHI [CHU KY
CELL | TUKY SA 3 TUKY SA | CELL

QUY TRINH XAC NHAN ENC

CHU Y XAC NHAN DU LIEU VA KIEM TRA TINH TOAN VEN DU LIEU
Néu ECS/ECDIS st dung phuong thirc duge miéu ta & trén, va néu cip
Khoa cua SA khéac véi cap Khoa cua Data Server, khi d6 ECS/ECDIS c6 kha
nang xac nhan va phé chuan cac ENC tir Data Server 2 (hodc bat ctt Data Server
khac trong luoc d6) bang cach st dung Khoa chung SA.
1 Xac nhan: ECS/ECDIS st dung Public Key cua SA, truéc d6 duoc cai
dat doc lap trén CD, dé kiém tra mot phan chung chi cia tap tin chit ky nham
xac nhan rang Public Key cua nha cung cap trong chimg chi la hop ly. Nhu vay,
Data Server 1a thanh vién hop phap cta lugc do.
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2 Kiém tra tinh toan ven: ECS/ECDIS sir dung Public Key tir chimg chi
dé kiém tra chir ky cuatap tin Cell ENC (dit liéu).

BO SAN PHAM TRAO POI CUA DATA SERVER 1

KHOA

TAP TIN CELL ENC, vi du GB40162A

CHUNG

BAO Cﬁlp IHﬁT 1
P BAI - HUY BO TAI

TAP TIN CHU KY CUA CELL ENC GBL0162A.000
CHU KY ENC CHUNG CHI DATA SERVER 1
KHOA | xHOA CHUNG CUA
CHUNG | ps 1DUGC SAKY
DS1
ECDIS SU DUNG KHOA
CHUNG SA BE CHUNG
THUC CHUNG CHI
CUA DATA SERVER 1
v 20
ECDIS SU DUNG KHOA Yes No
CHUNG CUA DATA
SERVER 1 BE CHUNG
THUC CHU KY ENC
N A
KIEM TRA TINH
TOAN VEN OK - BAO CAO THAT
ECDIS TAI CELL "| BAI - HUY BO TAI
ENC :

A
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5.1.1 Sw xac minh SA

ECDIS cén ¢6 kha niang xac minh ENC c6 ngudn gbc hop phap. ECDIS
lam diéu nay bang cach dam bao Public Key ctia Data Server dugc cung cip bén
trong tap tin Chir ky ENC c6 thé duoc xac nhan dura vao Public Key ctia SA.

SA cung cap chimg chi cho mdi Data Server trong lugc d6; mdi chtng chi
12 duy nhét, SA chi cdp 1 lan cho mdi Data Server khi ho tham gia vao lugc
dd.Pbi véi mot chimg chi thu dugc, Data Server tao ra mét cap khoa va cung
cap Public Key cho SA (nhu mét chimg chi tu ky); SA (sit dung cdp khoa hién
c6 cua minh) sir dung Private Key ctia minh dé ky vao Public Key cua Data
Server. Két qua la chung chi chira chir ky Public Key cua nha phan phéi.Chimg
chi nay sau d6 dugc bao gém bén trong tat ca cac tap tin chit ky ctia cell ENC va
cac ban cép nhat.

SA tao ra nhiéu Public Key va phd bién rong rai téi cong dong ECDIS va
cac OEM nén cung cap phuong tién dé nguoi sir dung tai cac dit liéu doc lap nay.

5.1.2 Toan ven dir li¢u (Data Integrity)

Sau khi ngué)n géc B0 san phém d6i ENC duogc xac nhan, ECDIS sé kiém
tra tinh toan ven dit liéu bang cach phé chuan tap tin chit ky duoc cung cip cho
moi ENC boi Data Server.

Data Server tao ra mot tap tin chit ky cho mdi Cell bao gom 2 phan sau:

- Chir kycua tap dir lidu [duoc tao bang cach st dung Private Key cua
Data Server, mot ntra cdp khoa ctia Data Server (Vé co ban day 1a mét Checksum
duoc mi hoa cua dir liéu) va khac nhau cho moi Cell].

- Chimg chi Data Server cua ho (van khong thay doi)

ECDIS st dung Public Key ctia Data Server c6 trong chung chi dé phé
chuan tap tin dit liéu chit ky (n6 giai ma tap tin dir liéu chit ky nay va déi chiéu
v6i Checksum tuwong tmg dya vao Cell ENC). Néu viéc kiém tra xac nhan thanh
cong, chimg to dit liéu ENC 13 toan ven va tinh déng nhat cua Data Server bén
trong chir ky cell dugc xac nhan badi SA.

5.2 Chirng chi 50 (sw xac nhan SA)

Chung chi sd 1a tép tin sé duoc phat hanh boi mot co quan cap ching chi.
Ho rang budc Public Key nhat dinh voi thong tin khac cia mot ca nhan hodc to
chtrc.Cac chung chi giup ngin chinnguoi khac sir dung Public Key gia mao dé
mao danh nguoi khac.Luoc dd st dung mot loat cac chung chi, méich&ng chi
dugc xac nhan cho tdi khi tat ca cac bén xac nhan chic chén Chung chi SA duoc
st dung boi IHO s€ 1a chiing chi tu ky va la chirng chi goc cho luoc do.

SA sé& phat hanh chung chi s6 t6i tat ca Data Server dugc phé chuan bang
cach ky vao tap tin Public Key da dugc xac minh cia Data Server.Danh sach sau
day gdm cac thao tic duoc thuc hién dé phat hanh chimg chi sé.

Tao Luoc do

- SA tao mot cip Public Key va Private Key duy nhaté muc cao nhat.

Thiét 14p ciia Data Server:

- Data Server tao mét cip Public Key va Private Key duy nhat.

¥Public Key ciia SA duoc ky bang cach sir dung Private Key ctia SA.

21



- Data Server tao mot Khoa tu ky (SSK) bang cach ky vao tap tinPublic
Key cua chinh n6 véi Private Key ctua chinh né.

- Data Server cung cap SSK t6i SA bang mot phuong phap dang tin ciy.

- SA xac minh SSK cua Data Server bang cach st dung Public Key cua
Data Server.

- SA ky xé4c nhén tép tin Public Key cua Data Server bang cach sir dung
Private Key cua SA.

- SA cung cap cho Data Server voi Chung chi Data Serverdugc ky boi SA
duy nhét caa chinh né.

Tao ra tap dir li€u dwgce ky:

- Data Server x4c nhan chung chi két quabang Public Key cuaSA (duogc
cung cip riéng).

- Data Server luu trit chung chi da dugc xac nhan va st dung n6 dé tao
cac tap tin chit ky ENC.

Pinh dang cua céc tap tin, cac ching chi va chit ky khac nhau dugc miéu
ta chi tiét hon trong phan 5.4.

CHU Y: Public Key ciia SA dugc tao sin cho tit ca cic bén lién quan, vi
du Data Server, Data Client va OEM, biang mét sdcach nhuw Web, e-mail,...

5.2.1 Public Key cua SA

Luoc dd yéu cauPublic Key cua SA duoc cai dat trén hé théngData Client
doc lap voi BO san pham trao d6i ENC. Piéu nay c6 thé dugc cai dit san boi
OEM. Tuy nhién, hé théng Data Client phai ¢ phuong phép cai dit mot Public
Key moi’trén hé thong trong truong hop mot Public Key médi duge phat hanh
boi SA.

Sau khi nguoi dung cai dat mot Ching chi SA hodac Public Key méi, hé
théng phai x4c nhan ching di duoc cai dat. Néu cai dat mot chimg chi SA méi
(IHO.CRT) thi hé thong phai thong tin cho ngudi dung nhu sau:

“Mgpt Chirng chi SA méi (Public Key) di dwoc cai dat, diéu nay la hop
1¢ dé ding ky ngay hét han hodc triv khi SA phdt hanh mét chirng chi méi vi
ly do an ninh”.

Néu cai dit mot SA Public Key méi (IHO.PUB), hé thong phai thong bao
cho nguo1 dung nhu sau:

“M¢t Public Keymdi ciiaSA da dwoc cai dat, diéu nay la hop 1¢ cho dén
khi SA déu din phdt hanh Public Key mdi hodc triv khi né dwoc phdt hanh vi
ly do an ninh”.

Nén khi hé thong bao mot 16i xac nhan trong sudt qua trinh tai 1én, n6 s&
bao dong cho ngudi dung rang SA c6 thé da thay d6i Public Key.Vi vay, thong
diép canh bao phai dugc hién thi dé giai thich Iy do nay nhu sau:

“SSE 06 — Chirng chi SA/Public Key khéng hop 18.SA c6 thé da phdt
hanh mgt Public Key méi hoic ENC cé thé sinh ra tiv mét dich vu khdc. C6
thé thu vé mgt SA Public méi tiv nha phin phoi ciia ban hodc tir trang web
cua IHO”.

N6 dugc biét trude Data Server s& cung cip bd san pham trao d6i doc lap nay dé ding voi dir liéu da
duogc xac minh tuong phan véi Public Key moi.
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5.2.2 Data Server mai

[HO phéi hop véi DPSWG s thiét 1ap danh tinhcho bat ky t6 chirc hoic
cong ty thwong mai nao mudn tham gia vao lugc d6 bao vé nhu mot Data
Server. Néu SA thu hdi Chimg chi Data Server, n6 s& thong bao cho tat ca cac
Data Server va Nha san xuit vé sy thay doi.

5.3 Chir ky s6 (dé xac minh tinh toan ven dit liéu)

Chtr ky s6 1a mot chix ky dién tuor co thé duoc st dung dé xé4c nhan danh
tinh ctia ngudi giri tin nhan hodc nguoi ky vao tai liéu, dé dam bao nodi dung ban
dau cua tin nhan dugc gui 13 khong thay d6i. Chir ky sé dé dang dem theo, dé
dang kiém chimg va khong thé gia mao.

Cac van phong thiy dac hodc to chic Data Server khiac (vi du
RENC/VAR) ciing c6 thé si dung chit ky sé nham duy tri ngudn gbc va tinh
toan ven giita chiing trong viéc cung cap cac thong tin ENC. MJi tap tin ENC
(ca ban gbc va ban cdp nhat) s& ludn c6 mot tap tin chitkysd duy nhét lién két
v6i n6. Khong mot tap tin nao khac trong mot Bo san pham trao d6i ENC dd ma
hoéa c6 chit ky sd.

LUU Y:Mot Bosan pham trao d6i c6 thé chira chir ky sé dugc phat hanh
boi cac Data Server khac nhau va do d6 mdi tap tin ENC phai dugc xac thuc
mot cach riéng 1é.

5.3.1 Tong quan vé ky thuat Chir ky s6

Xéc thue dit liéu duge cung cép bang cach sir dung chir ky sé phu hop vai
Tiéu chuan chit ky s (DSS- Digital Signature Standard).DSS sir dung thuét toan
bao mat Hash (SHA-1- Secure Hash Algorithm) [3] dé tao ra mot thong diép
tom tat (hash). Thong diép tom tit ndy sau d6 1a dau vao cho thuat toan chit ky
s6 (DSA-Digital Signature Algorithm) dé tao ra céac chir ky sébang cach st dung
mot thuat thudt toan ma hoa bat d6i xtimg va “Private Key” cua mot cap khoa.
Thuat toan bat d6i ximg duoc ma hoa bang cach sir dung “Private Key” cua cip
khoava chi ¢ thé dugc giai ma bang cach str dung “Public Key” cua cip khoa.

Viéc ma hoéa thong diép tom tit v6i Private Key dam bao cho bat ky
ngudi nao c6 Public Key (nhu tén ciia né dé nghi c6 thé duge cong bd) cb thé
giai mi va xac nhan thong diép tém luge. Thong tin thém vé Chir ky sb va cach
str dung chung c6 thé tham khao tir trang web cua IHO (http://www.iho.int ).

5.3.2 Quy wdc dat tén tap tin chir ky ENC

Tap tin chit ky s6 s& phu hop voi tén tap tin cell, ngoai trir cac ma ding
cho muc dich dan duong, chir s6 1-6 s& dugc thay thé boi cac chir I-N.

23



Nhin chung:
Tap tin ENC: CC[1-6]XXXXX.EEE (Xem S-57 Phy luc B1)
Tap tin Chit ky:  CC[I-N]XXXXX.EEE

Muc dich hang hai Ky tu chit ky
1. Pai duong
2. Ngoai khot
3. Ven bo
4. Tuyén ludng
5. Vung nudce trude cang
6. Vung neo

ZZOR =~

Vi du: _f et

Tap tin Cell: GB100001.000 s€ c6 tap tin chir “Fee
ky dat tén 1aGBI00001.000 L2 comaan

Tap tin Cell: GB61032A.002 s€ c6 tap tin chit
ky dat tén AaGBN1032A.002

5.3.3 Luu trir tap tin chir ky ENC

Tap tin chit ky ENC phaila duy nhét, thudc tap
tin dit liéu ENC cu thé nhu d3 néu trong muc 5.3.2 &
trén. Tap tin chir ky s6 s& ludn dugc dit trong cung
thu muc voi tap tin Cell ENC lién quan dén noé, nhu
minh hoa phia dudi.

_| GB&1032A.000
[ENC Cell File]

™) een1032A.000
[Signature File]

“| Ge610324.001
[ENC Cell File]

v
- GBN1032A.001
[Signature File]

VI TRI TAP TIN CHU' KY 80 ENC

5.4 Dinh dang tap tin xac nhan dir li¢u

C6 mot sb tap tin lién két v6i qua trinh xac nhan trong Lugc d6 bao vé dir
liéu S-63. Trong sd ndy c6 tap tin chimg chi va chit ky nhu da duoc miéu ta trong
phan 5.2 va 5.3 va Private Key, Public Key dugc tao ra dé ky va xac thyc chung.
Mic du diéu nay co thé dugc bat nguén mot cach doc 1ap tir cac b phan cAu thanh
khac nhauchtra trong mdi tap tin chia sé cac yéu td chung ludn duoc dinh dang theo
cung mot cach. Bang sau day liét ké cac tap tin 1 nén tang cho viéc xac thuc ENC
dugc ma hoa theo S-63. Bang ndy ciing xac dinh cac thanh phan tham gia lugc dd
tao ra chiing:

Kiéu tap tin Nha quan trj lwge dd Data Server
Tap tin PQG v v
Khoa riéng (Tap tin X) v v
Khoéa chung (Téap tin Y) v v
Chung chi X509 v3 v x
Khoa tu ky (SSK) x v
Chung chi v x
Chir ky x v

5.4.1 Thanh phﬁn tap tin N
Bao gom 2 phan, phan tiéu dé va mdt chuoi dir li¢u. Bang sau day liét ké
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cac thanh phén c6 thé tao nén mot tap tin cu thé, ching chi hoac chir ky:
Yéu to Ti€u deé Chuoi dir liéu
R // Phan chit ky R: 10 khoi, moi khoi 4 ky tu

S //Phan chirky S: 10 khdi, mdi khéi 4 ky tu
p // BIG p 32 khbi, mdi khdi 4 ky tu
q // BIG q 10 khdi, mdi khoi 4 ky tu
g // BIG g 32 khbi, mdi khdi 4 ky tu
X // BIG x 10 khéi, mdi khdi 4 ky tu
y // BIG y 32 khéi, mbi khbi 4 ky tu

5.4.1.1 Pinh dang thanh phan tiéu dé va chudi dir liéu:

Mbi chudi dit lidu:

- Bat dau boi mot dong tiéu dé duy nhat. Cac dong tiéu dé duoc chi ra boi
2 dau gach chéo dit phia trudc (/ASCI-0x2F2F), tiép theo sau d6 la mot
khoang tréng (SP ASCII 0x20) va céac ky tu Tiéu dé dang ASCII theo dinh dang
duoc mo ta bén dudi.

- Pugc biéu dién trong van ban ASCII bang cac sé hé thap luc phan (0-9,
A-F).Cac ky tu chir cai phai viét hoa.

- Két thtc boi dau cham (.) ((ASCII 0x2E).

- C6 mot khoang tréng (ASCII SP 0x20) tach biét tirng nhom 4 ky tu.

- C6 mot Carriage Return (ASCII CR 0x0D) va dong mdéi (ASCII LF
0x0A) tai cubi mdi chudi dir liéu.

5.4.2Vi du vé dinh dang Tap tin, chirng chi va chir ky

Phan sau day bao gém vi du vé tat ca cac tap tin khac nhau lién quan to1
khia canh nay cua Lugc d6 Bao mat dit liéu hai d6 dién ti(S-63).Viéc giai thich
chi tiét lam cach nao dé cac tap tin nay duogc tao ra sé dugc tom luge & cudi tai
liéu nay.

5.4.2.1Dinh dang PQG

Cac tham sd PQG duoc tao ra tir mot chudi ky tu ngﬁu nhién va sau do
dugc s dung dé tao céc thanh phﬁn X vaYy, tuc la cdp khoa Private Key/Public
Key. Sau khi tao xong bo tham s6 PQG, noi dung ctia ndé dugcchtra bén trong
cac thanh phan X va Y (tic 1a cap Private Key/ Public Key).

P, Q va G 1a cac tham sb dang s6 hoc duogc sir dung trong Giai thuat Chir
ky sé nhu dau vao cho qué tinh tao kh6éa.Mdi Data Server co thé st dung mot bo
P, Q va G khac nhau hodc su dung mot tap hop da co san c6 dé tao ngau nhién
mot cip khoa. Tiéu chuanChir ky s6 [2] miéu ta ngudn gdc va quyén st dung cua
ho.

Vi du vé dinh dang PQG:

// BIG p

DOAO 2D76 D210 58DA 4D91 BBC7 30AC 9186 5CB4 036C CDA4 6B49 4650 16BB 6931 2F 12
DF14 AOCC F38E B77C AD84 E6A1 2F2A AODO 441A 734B 1D2B E944 5D10 BA87 609B 75E3.
// BIG

8E00 8%153 C046 DFE6 C422 F44C C111 DBF6 ADEE 9467.

/I BIG g

B08D 786D OED3 4E39 7C6B 3ACF 8843 C3BF BAB1 A44D 0846 BB2A C3EE D432 B270 E710
E083 B239 AFOE A5B8 693B F2FC A03B 6A73 E289 84FF 8623 1394 996F 6263 0845 AA94.

5.4.2.2Dinh dang X (Private Key)
Tap tin X c6 thé viét dugc dang ASCII theo dinh dang sau:
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/[/)cl)g/g(()}zpme D210 58DA 4D91 BBC7 30AC 9186 5CB4 036C CDA4 6B49 4650 16BB 6931 2F12
DF14 AOCC F38E B77C AD84 E6A1 2F2A AODO 441A 734B 1D2B E944 5D10 BA87 609B 75E3.

// BIG

8E00 8%E3 C046 DFE6 C422 F44C C111 DBF6 ADEE 9467.

// BIG g

B0SD 786D 0ED3 4E39 7C6B 3ACF 8843 C3BF BABI A44D 0846 BB2A C3EE D432 B270 E710
E083 B239 AFOE A5B8 693B F2FC A03B 6A73 E289 84FF 8623 1394 996F 6263 0845 AA94.
:E/E};B/ig];%a 1485 7E7C 2F48 C7B2 9334 2F09 DA1A EBO4.

5.4.2.3 Dinh dang Y (Public Key cua IHO hoiac cua Data Server)

Public Key cta ca SA va Data Server dugc cung cap theo dinh dang sau
day, luoc dd st dung Public Key DSA c6 do dai 512 bit.

/[/)(])3/1\8 2D76 D210 53DA 4D91 BBC7 30AC 9186 5CB4 036C CDA4 6B49 4650 16BB 6931 2F12
DF14 AOCC F38E B77C AD84 E6A1 2F2A AODO 441A 734B 1D2B E944 5D10 BA87 609B 75E3.
gl?&(?gZE3 C046 DFE6 C422 F44C C111 DBF6 ADEE 9467.

gggg 786D OED3 4E39 7C6B 3ACF 8843 C3BF BAB1 A44D 0846 BB2A C3EE D432 B270 E710
E083 B239 AFOE A5B8 693B F2FC A03B 6A73 E289 84FF 8623 1394 996F 6263 0845 AA94.
Z4%3GByA17 1758 ODAF 71AB 52A5 6CCA 8EAB 4C51 E970 0E37 B17B BB46 COB9 4A36 F73F

0244 7FBD AE5B 7CA9 38705AB9 E9EE 471C E7B0 1004 6DF1 3505 42B3 0332 AE67 69C6.

5.2.4 Pinh dang Chirng chi s6 SA (X509v3)

Ching chi s6 SA s& c6 trong dinh dang X509v3 [4] va miéu ta mot Public
Key DSA c6 chiéu dai 512 bit. Chtng chi s SA ¢6 san trong tap tin duoc goi 13
IHO.CRT.Tép tin IHO.CRT c6 trong trang web IHO tai http://www.iho.int.

Tat ca Data Server cung cip dich vu ENC bao gdm cé ching chi SA dé
tham chiéu dén thu muc gbc ctia phwong tién luu trir (vi du: D:\IHO.CRT trén
CD-ROM) nhung nhu d3 néu trong phan 5.2.1, viéccai dit chimg chi SAlén hé
théngData Client nén thyc hi¢n doc 1ap. Viéc kiém tra tinh hop 1€ cua chir ky SA
dua vao chir ky ENC phai dugc thyc hién tir cadc phién ban cai dat doc 1ap cua
chung chi SA.

Public Key ctua SA & dinh dang ASCII (trai véi dinh dang sé nhi phan
x509v3) ciing c6 san trong trang web http://www.iho.int cia IHO (dinh dang
duoc miéu ta trong phan 5.4.2.3).
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5.4.2.5 Pinh dang Khoéa tu ky (SSK)

Paiy la dinh dang ma Data Server sir dung dé ky vao Public Key cua chinh
n6 trude khi gui t6i dé SA ky. Chit ky 1a chir ky cua toan bo tap tin Public Key
(vi du: cac tham s6 PQG va Y).

// Chit ky phan R:
752A 8E5C 3AF5 6CCD 7395 B52E F672 E404 554F AAB6.
// Chit ky phan S:
1756 ESCO F4B6 BC90 4EC6 5F94 DF93 3ADF 68B8 86C4.
//BIGp _

Thanh phan chit ky duy nhét
Chtr ky Data Server (DS) cho Public Key DS

\

0244 7FBD AESB 7CA9 3870 SAB9Y E9EE 471C E7B0 1004 6DF1 3505 42B30332 AE67 69C6.

DOA0 2D76 D210 58DA 4D91 BBC7 30AC 9186 5CB4 036C CDA4 6B49 4650 16BB 6931 2F12
DF14 AOCC F38E B77C AD84 E6A1 2F2A AODO 441A 734B 1D2B E944 5D10 BA87 609B 75E3.

/I BIG q o
8E00 82E3 C046 DFEG C422 F44C C111 DBF6 ADEE 9467. Vi
//BIG g - 2%
BO8D 786D 0ED3 4E39 7C6B 3ACF 8843 C3BF BABI A44D 0846 BB2A C3EE D432 B270 E710 =R
E083 B239 AFOE A5BS 693B F2FC A03B 6A73 E289 84FF 8623 1394 996F 6263 0845 AAY4. £ | =9
//BIGy 55 | 28
444B BA17 1758 ODAF 71AB 52A5 6CCA 8EAB 4C51 E970 0E37 B17B BB46 COB9 4A36 F73F ﬁ | F
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Chir ky SA dugcexac minh boi SA dua vao Public Key duoc DS cung cap.
5.4.2.6. Pinh dang tap tin chirng chi Data Server duwgc SA ky
bay la dinh dang tép tin dugc st dung bdi SA khi SA phat hanh mot tap
tin Chung chi Data Server. SA cling st dung Public key DSA c6 do dai 512 bit.
Cap R & S duogc chép lai thanh tap tin chir ky ENC cua Data Server.

// Chit ky phan R: _

8FD6 2AC7 27D2 8DOB CD27 BDF2 5CC6 9656 10E3 751F. . )
// Chit ky phanS: Thanh phan chit ky duy nhat. Chir
3DE7 DA37 5A40 80FC 4203 5C6E 37DE A984 2A88 28DC, | XY cia SAcho Public Key ciia DS
// BIG o] - s
DOAO 2D76 D210 58DA 4D91 BBC7 30AC 9186 5CB4 036C CDA4 6B49 4650 16BB 6931 2F12 >
(0]

DF14 AOCC F38E B77C AD84 E6A1 2F2A AODO 441A 734B 1D2B E944 5D10 BAS7 6098 75E3. 2
//BIG q >5 =<
8E00 82E3 CO46 DFE6 C422 F44C C111 DBF6 ADEE 9467. M E A @
//BlGg % (g = %’

L on o
BO8D 786D OED3 4E39 7C6B 3ACF 8843 C3BF BAB1 A44D 0846 BB2A C3EE D432 B270E710 g 5 g £

S .

E083 B239 AFOE ASBS 693B F2FC A03B 6A73 E289 84FF 8623 1394 996F 6263 0845 AA94. _ O g £ 5 5
//BIGYy 23 | &°
4448 BAL17 1758 ODAF 71AB 52A5 6CCA 8EAB 4C51 E970 0E37 B17B BBA6 COBO 4A36 F73F [ .2 & &=
0244 7FBD AES5B 7CA9 3870 5AB9 ESEE 471C E7B0 1004 6DF1 3505 42B3 0332 AE67 69C6. é A -
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5.4.2.7 Dinh dang tap tin chir ky ENC

Tap tin chit ky phai chira mot cip chir ky va ching chi. Tap tin voi chimdi
chit ky 1a khong hop léciing nhu khong duoc chimgnhindé nhan dang trong
Data Server. Tap tin chit ky s6 ENC ¢6 dinh dang, cAu trac va tha tu nhu vi du
sau:
// Signature partR:
Thanh phan chit ky thir nhat. Chit ky

77D3 4D86 DAGE 6E01 7058 7140 74FC 7E3D 21CD ESOB. R
Data Server cho tap tin dir liéu ENC

// Signature part S:

04A1 7B52 081F B6CE 10FE 5AD9 1CCE 3F25 FEAC DAOS.

// Signature partR:

8FD6 2AC7 27D2 8DOB CD27 BDF2 5CC6 9656 10E3 751F. Thanh phan chit ky thi hai. Chit ky

// Signature part S: cua SA cho Ching chi Data Server

3DE7 DA37 5A40 80FC 4203 5C6E 37DE A984 2A88 2BDC. —
//BIGp

DOAO 2D76 D210 58DA 4D91 BBC7 30AC 9186 5CB4 036C CDA4 6B49 4650 16BB 6931 2F12 L

DF14 AOCC F38E B77C AD84 E6A1 2F2A AODO 441A 734B 1D2B E944 5D10 BA87 609B 75E3.
//BIGq
8E00 82E3 C046 DFE6 C422 FAAC C111 DBF6 ADEE 9467.

//BiGg
BO8D 786D OED3 4E39 7C6B 3ACF 8843 C3BF BAB1 A44D 0846 BB2A C3EE D432 B270 E710

Chtng chi Data Server
dugc SA ky

EO83 B239 AFOE A5B8 693B F2FC A03B 6A73 E289 84FF 8623 1394 996F 6263 0845 AA94.

//BIGy
444B BA17 1758 ODAF 71AB 52A5 6CCA 8EAB 4C51 E970 OE37 B17B BB46 COB9 4A36 F73F
0244 7FBD AESB 7CA9 3870 5AB9 ESEE 471C E7BO0 1004 6DF1 3505 42B3 0332 AE67 69C6.

Cip chit ky R&S dau tién duoc xac nhan boi Public Key cua Data Server.

Cap chir ky R&S thtr haiduge xac nhan boi Public Key cia SA luu trit trong
ECS/ECDIS.

Cap R va S thtr hai dugc stir dung dé x4ac nhan Chtng chi sO cua Data Server
(cac chudi p, g, g va y). Néu x4c nhan thanh cong, Public Key ctia Data Server
(chudi y) c6 thé duoc giai nén va sir dung dé xac minh chit ky s6 (cip R va S tha
nhat) cua dit liéu ENC mi héa.Diéu nay cho phép Data Client xac minh ching chi
sO SA, dé trich xuét Public Key ctia Data Server va dé xac minh chit ky sb cta dir
lidu ENC.

6 QUAN LY DU LIEU

6.1 Gioi thi¢u

Viéc tai va nhap dit liéu ENC vao hé théng ECS/ECDIS phai dugc quan
1y mot cach can than.Diéu nay dic biét ding khi conhiéuData Server. Khi luoc
dd ma hoa toan bd ndi dung tap tin cell ENC (ban géc va ban cap nhat), hé
théng OEM han ché quyén truy cdp vao truong con nao do trong tap tin cell
ENC dé quan 1y nhap ENC vao hé théng ECS/ECDIS SENC. Piéu nay dan dén
viéc kho bd sung dir liéu S-63 cling nhu stra ddi mot tap tin S-57 hién co, vi du
tap tin CATALOG.031.

Ciling dé nhan ra réng, viéc nhap mot luong 16n cac ENC lam cho mot s6
khia canhcua S-57 khong thuc té dé trién khai, vi du: BO san phém traodoi duy
nhat duoc tach ra thanh nhiéu khdi trung binh. Vi Iy do nay, phaithay dbi chién
luge tai va sir dung thém tap tin S-63 dé quan 1y tot hon viéc cai dat va tai cac
ENC qua nhiéu bo san pham trao doi.

Data Server

Public Key
cua

Téap tin Public Key cua

—
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Nhu dé cap trude do, S-63 dugc thiét ké dé trién khai trong truong hop
cénhiéu nha cung cipdir lidu. S-57 khong ¢ co ché phan biét giita cac Bo san
pham trao d6i ENC duoc cung cép boi cac Data Server khac nhau va do vay nd
can c6 trong phién ban 1.1 cta tiéu chuan nay.

Céc tap tin S-63 bd sung chtra thong tin quan trong, néu duoc st dung
dung cach, c6 thé 1am cho qua trinh nhap S-57 hiéu qua va truc quan hon cho
Data Client.

Phuong thirc tai 1én/nhap vao c6 thé duge chia lam cac qua trinh sau:

- Quan 1y nhap cac Bo san pham trao d6i ENCriéng biétvao Data Server
bang cach st dung ID cua Data Server.

- Quan 1y dich vu ctia Data Server néu mé rong qua nhiéu Bo san pham
trao doi.

- Quan 1y nhap cac Cell ENC dugc cap phép theo thr tu, bang cach bao
dam cho tit ca cell ENC gbc va cac cell ENC cap nhat tuong tmg (néu c6) duoc
nhap vao chinh xac va theo trinh tu.

- Quan Iy nhép céc tap tin van ban va hinh anh bing cach duy tri mdi quan
hé giita chung va cac cell lién két voi ching.

Bang sau day liét ké cac tap tin S-63 bo sung va tap tin chinh sira cung véi
muc dich chinh cua chung trong S-63.Céc tap tin ndy va dinh dang lién két cua
ching dugce mé ta chi tiét trong phan 6.2, 6.3 & 6.4.

Tap tin/ Trudong Chirc ning quén ly ds?lu tién
PRODUCTS.TXT Duoc yéu cau cung cap cac thong tin sau day:
1. Ngay phéat hanh cua tap tin Products dang cai dat.
2. Danh muc tat ca cac Cell sén ¢6 trong dich vu cua Data Server.
3. Pham vi cua tat ca cac Cell sdn c6 trong mot dich vu.
4. Ngay phét hanh sau cing cia tit ca cac cellsin c6 trong mot
dich vu (bao gém ca cac cell di bi x06a).
5. Pich dén cia BO san pham trao ddi (co sé hodccap nhat) noi
chura tap tin cell ENC gdc (cau hinh ung dung EN). Pay c6 thé 1a
mot cell géc, mot phién ban mo1 hodc mat tai ban.
SERIAL.ENC Yéu cau cung cip cac thong tin sau:
1. ID cua Data Server
2. S6 tuan va ngay phat hanh B san pham trao doi.
3. Kiéu B6 san pham trao d6i (gdc hodc cap nhat)
4. S5 Bo san pham trao doi trong mot day.
CATALOG.031 Puoc yéu cau cung cip thong tin ban dau chira trong truong DSID
[CATD-COMT] cta tap tin cell dé nhap day du, lién tuc ndi dung mot BO san pham
trao doi.

6.2 Lap danh sach sian phflm ENC (PRODUCTS.TXT)

Tén tap tin PRODUCTS.TXT dugc cung cap véi mdi Bo san pham trao
d6i d¢3 ma hoa va duoc luu trit trong thu muc ¢6 tén “INFO” trong thu muc gdc.
N6 ¢6 co ché quan ly dir li¢u trong motdich vu ENC va trao ddi n6 voi dir lidu
chtra trong hé théng SENC cua Data Client.C4u trac va dinh dang cua tép tin
nay duoc miéu ta chi tiét hon trong phan 6.2.1, 6.2.2, 6.2.3 & 6.2.4.

Co hai loai tap tin PRODUCTS.TXT, do la “PARTIAL” va “FULL”.
Danh sach san pham timg phan (partial) chira tinh trang hién tai cta tat ca cac
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ENC trong mdt Bo san pham trao doi duy nhat. Danh sach san pham day du
(Full) chtra tinh trang hién tai cua TAT CAcic cell trong dich vu cua Data
Server, tirc 13 tit ca cac Bo san pham trao d6i. Mic du thi tuc ¢ thé khac nhau
giita cac Data Server, mot danh sach san pham day du s& ludn dugc cung cp véi
Bo san pham trao d6i cip nhat hang tudn. Trong trudng hop Data Server phat
hanh mot bo day di CD nén (Base CD) méi (khong duge cdp nhat hang tuan),
mdi Base CD phai chira ddy dudanh sach san pham cua tt ca cac ENC trong
mot dich vu.

LUU Y: OEMdam bao rang hé thong cta ho c6 kha niang thuc hién lap
danh sach san pham “FULL” va “PARTIAL” (tham khao phan 6.2.2). Base CD
c6 thé chira danh sach san pham ting phan v&i cac ndi dung ma CD chtra.Cac
Update CD sé& ludnthuc hién day du danh sach san pham cua tat ca cac ENC san
c6 trong dich vu cua Data Server.

Gidy phép va thong tin ENC tir cac Data Server khac nhau phai duoc luu
trit doc 1ap trén hé thdng cta nha san xuat. Tap tin SERIAL.ENC (xem phan 6.3)
chtra ID cua Data Server va sé dugc str dungtrong viéckét hop véi danh sach san
pham duogc lién két dé nhan biét ngudn gdc dich vu.Danh sach san phim méi
nhét chira tinh trang hién tai cua dir liu cell ENC trong mét dich vu.Tap tin nay
dugc str dung dé so sanh dit liéu cell ENC sén c6 trong B0 san phém trao doi vai
thong tin d3 luu trit trong cac SENCctia OEM. Hé théng OEM sau d6 xac dinh
dit liéu méi sdn c6 dé nhap vao.

Khuyén céo rangOEM nén duy tri mdt ban sao danh sach san pham moi
nhét trén hé théng dé phan anh trang thai hién tai cua moét dich vu riéng biét.Dé
quan 1y ca hai danh sach san pham “FULL” va “PARTIAL”, diéu quan trong la
thong tin madi duge gdp vao vai dir li¢u luu trir hién co va khong bi ghi de.

6.2.1 Cau triic tip tin Danh sich san pham (Product List)

Noi dung ctia Danh sich san phdm s& dugc chia thanh nhiéu phan. Mot
tap tin Danh sach san phdm duoc ma hoa dang ASCII va chira 3 phan sau:

Phin M ta

Tiéu d&8  Chua thong tin chung vé loai Danh sach san pham, vi du thoi gian tao, sb

(Header) phién ban. , ,

:ENC Chtra tinh trang hién tai cua tat ca cell ENC/Update dugc cung cap boi
Data Server.

:ECS Chtra thong tin vé hai 46 s6khac dugc cung cap boi Data Server .

6.2.2 Tiéu dé ciia Danh siach Sian pham

Danh sach San pham ludn bat dau véi mot phan tiéu dé.Phan tiéu dé gdm
mot vai ban ghi.Mdi ban ghi bat ddu & mot dong méi va két thuc véi cac ky tu
ASCII CR/LF nhu trong tap tin Chir ky.

Phan Tiéu dé gdm céc truong thong tin duge quy dinh trong vi du va bang
dudi day. Tat ca cac truong la bat budc va ludn duge xéac dinh theo cung tht tu.
Truong Tén trwong Gia tri
Ngay va :DATE YYYYMMDD HH:MM
gio Tén truong, ngay thang va thoi gian duoc ngan cachboi

mot ky tu <diu cach>. Ngiay thang duogc cung cap
dang20060627 va thoi giandang09:00:00 sir dung doéng hd
24h.
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Vi du: DATE 20060627 09:00:00
Phién ban :VERSION S0 nguyén trong khoang tir 1 dén 99.

Danh sach S6 phién ban ting thém 1 cho mdi phién ban méi cia taptin
San pham PRODUCT.TXT. S-63 Phién ban 1.1 dinh nghia gia tri la
2,

Vi dy: :VERSION 2
Noi dung :CONTENT “FULL” 12 ban sao day du ctia Danh sach San pham.
“PARTIAL” 13 ban sao timg phan ctia Danh sach San pham.
Ma duoc su dung dé chi ra néu tap tin Danh sach San
phamchira mot ban sao ddy du hodc ban sao ting phan cia
Danh sach San phim hoan chinh.
Vidu: :CONTENT FULL
Vi du:
:DATE 20061019 09:00:00
:VERSION 2
:CONTENT FULL
6.2.3 Muc ‘ENC’ ciiaDanh sach san phim
Danh sach san phém luon chira mdt muc ENC. Muc nayco thong tin vé
trang thai hang hai hién tai cia tat ca cac cell ENC chinh thitc va ENC cap nhat
duoc ho tro bai Data Server.
Phan nay sébét dau v6i mot ban ghiphdn dinh danhENCnhu dinh nghia sau:
Trudng Tén trwomg  Gia tri
Dinh danh muc ENC :ENC Khong ap dung
Muc ENC sau d6 bao gdm cac ban ghi 13p lai xac dinh tinh trang ctia mdi
ENC dugc hd trg boi Data Server. Pinh nghia ctia ban ghi ndy dugc x4c dinh
trong bang sau:
Truong Gia tri
Tén san pham Tén san pham duoc quy dinh trongtrudng con DSID-DSNM cua
S57 E3. Phan mé rong tap tin ludn 1a 000.
Vi du: GB202400.000
Ngay phat hanh YYYYMMDD
Base Cell (H6 so Ngay nay chi duoc sir dung cho céc tap tin Base Cell (tirc 1a bo
ung dung EN) dr liéu mai, dir li€u tai ban va phién ban mdi), khong st dung
cho Update Cell. Tat ca cac ban cip nhit ngay ndy hodc trudc
ngay nay phai dugc 4p dung boi nha san xuat. Cac Cell bi xo6a
v6i s6 phién ban “0” s& co ngay phat hanh cta ban cip nhat
dugc st dung dé x6a no.
Vi du: 20050222
S6 phién ban Base S phién ban cia Base Cell ENC [EN] la sb nguyén tir 1 dén
Cell 999, giéng voi ndi dung ciia SDID-EDTN trong S57¢3. Trong
truong hop mot cell bi x6a thi s 4n ban cua san pham sé& thiét
lap vé “0”, xem phan 6.2.3.1. Diéu nay cho phép hé thong
ECDIS nhanh chong xac dinh cac cell da g& bo khoi mot Dich
vu.
Ngay phat hanh YYYYMMDD
ban cip nhiat méi Ngay ma ban cip nhat mdi nhét cua phién ban cell ENC hién tai
nhiat  (cAu hinh daduoc phat hanh. Truong nay dugc st dung mdi khi c6 mot
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ung dung EN)
SO0 ban cip nhat

méi nhat

Dung lugng tap tin

Gi6i han vi

do cuc

Nam cua Cell

Gi6i han kinh do
cuc Tay cua Cell

Gi6i han vi
Bac cua Cell

do cuc

Gi61 kinh d0 cuc
Dong cua cell

10 toa do bao phu

dir licu

Nén

Ma3 hoa

Sd cdp nhat Base

Cell

SO0 cdp nhat moi
nhat cta phién ban

trugc do

Vi tri Base Cell

(xem ghi
duoi)

32

chua ¢

ban cdp nhat hoac mot dir li¢u tai ban cua cell.

Dang s6 nguyén tir 1 dén 999.

So cap nhat cua thong bao cap nhat maéi nhét duoc phat hanh
cho cac phién ban cell ENC. Gidng voi ndi dung cia DSID-
UPDN. Pé tréng khi khong c6 sin ban cap nhat cho phién ban hién
tai cia Base Cell. Chi duogc stt dung cho céac ban cap nhat va dix
liéu tai ban.

Dang s6 nguyén tir 1 dén 999999.

Téng dung lugng tap tin & dang Kilobytes cho tat ca tap tin duoc
phat hanh ctasan pham. Bao gdm dung lugng cua Base Cell,
ban cap nhat va bat kytap tin ing dung text va hinh anh.

D¢ cua vong cung, phia Nam la dm.

Vi d6 cuc Nam cua do phu dit li€u trong san phém ENC.

Vi du: 49.898773299986 (49°53°.93N)

D¢ cua vong cung, phia Tay thi am.

Kinh d¢ cuc Tay cta do phu dit liéu trong san pham ENC.

Vi du: -1.927277300003 (001°55°.64W)

Do cua vong cung, phia Nam thi am.

Kinh d6 cuc Béc ctia do phu dit liéu trong san pham ENC.

Vi du: 50.922828000014 (50°55°.37N)

D0 cua vong cung, phia Tay thi am.

Kinh d6 cuc Pong ciia 6 phu dit liéu trong san pham ENC.

Vi du: -0.000166700008 (000°00°.01W)

Tuy chon. B§ ctia vong cung, phia Nam va Tay la am.

10 cap toa do c6 thé dugc cung cap dé cho chi ra @ phu dit liéu
trong cell ENC. N6 s& dugc cung cap bang cach lap di lap lai
cap toa do Y vatoa do X.

Sb nguyén tir 0 dén 99.

“0” Khong nén.

“1” Pugc nén (xem phan 2).

S6 nguyén tir 0 dén 99.

“0” Khong ma hoa.

“1”Puoc ma hoa.

DPén khi mot cell duge tai ban thi s6 cap nhat hién tai vao lac tai
ban s& dugc chén vao ddy. Néu mot phién ban cell khong duoc
tai ban sau d6 thi trudng nay dugc dé tréng hodc co gia tri “0”.
Dé trong néu khong san co phién ban trude dé trong co so dir
liéu ctia Data Server. Néu phién ban truéce d6 cua cell sin c6 thi
truong ndy s& chira sé cap nhat mai nhat ciia phién ban trudc do.
CD-ROMs.

Vi tri trong Bo san phélm trao d6i noi Base Cell c6 thé duoc
tim théy. Céac Base Cell c6 thé duge dat trén mot trong hai B
San pham trao d6i nén hodc cap nhat.

Pay 1a mot s6 nguyén tir 1 dén 99 va bat dau bang “B” néu nd
duoc luu trén Base CD hoac bﬁng “U” néu nd duge luu trén
Update CD. Vi du B7, B11, Ul....

Hb trg Large Media

Trong truomg hop mot dich vu hd trg Large Media, truong



nay dugc chia thanh 2 trudong con, tach bi¢t boi dau «”.
Truong thir nhit chia s6 Media ID va trudng thir 2 chta sd
B6 san pham trao d6i. Media ID duoc chi dinh 1a “M” theo
sau 13 mot con s6. SO BO san pham trao ddi dugc dinh dang
tuong tu nhu trong CD-ROMs, vi du: “B1”. Vi du, mét Cell
co s& ¢6 thé duoc xac dinh vi tri theo cach sau: “M1;B1”,
“MI1;B2”, “M2:B10”,... Vi du ddi véi Cell cip nhat:
“M1;U1”, “M1; U2” néu nhiéu hon mot BO san phém trao doi
cap nhat trén cung Media. Xem Phu luc 2 cua tai liéu nay dé
biét thém chi tiét.

Thay thé Cell bi Néumot cell bi x6a va cell thay thé dugc phat hanh thi trudng

x0a nay dugc st dung dé nhan biét Cell thay thé. Trong trudng
(Truong chi  giai hop c6 nhi€u hon mét Cell thay the thi tén cell s€ dugc tach
cll) biét bdi dau “;”. Xem phan 6.2.3.3 dé c6 thém chi tiét.

LUU Y: “Base Cell Location” 1a vi tri dat phién ban mai nhat cta Base
Cell (cAu hinh EN). Vi tri dit nay c6 thé trén CD gdc hodc trong trudng hop co
cac Cell moi, cac phién ban hodc dir li€u tai ban moi thi dat trén CD cap nhat.

Vi du vé ciu tric va dinh dang ciia Product List ENC:

Compression Flag Re-issue Flag
Product File Size (Last UPDN)
Base Cell EDTN Cell Limits Encryption Flag
Base Cell ISDT (Vertices)
FR301140.000,20061025,3,20061102,23,725,49.00,-3.00,50.00,-2.00, s s vevvvrvcerevrrreeeselsl, 22,3, B4, FR312345;FR32345¢6
v
Cell Name Latest Update lSDT\ Allowance for additional 10 coordinate f Comments Field
Latest UPDN pairs to indicate coverage Base Cell (As an example only)
Location
:DATE 20061213 09:22 Lat UPDN before
\VERSTON 1 New Cell Edition
:CONTENT FULL
{ENC
FR301130. 0,20020316,2,20061124,2,21,50.0,-3.0,51.0,-2.0vvrrrrrrreereeveeeersl,s1,0,2,B4,
FR301140. 20061102,23,725,49,( 0,50.0,-2.0, rrrrrrrereenersnnes 1,1,22,3,B4, FR312345; FR323456
FR301150.000, 2,3,20061124,26,744,48, 0,89.0,-2.0,srerrrrerrrnnrrrrrs 1,1,0,8,B4,
FR301160.000 ,2,20051206,13,87,49.0 4. 0,50.0,-3.0,,¢r, veeveveerererrerds1,0,5,B4,
FR301170.000 ,20061003,12,502,48.0,-4.0,49.0,-3.0vvvvrrvrveevereeeeenrsl,s1,0,3,B4,
FR301180.000,20030830,3,20061114,1,34,49%9.0,-5.0,50.0,-4.0 s svrrrrreveceeveeente 1,1,0,3,B4,

6.2.3.1 Quan ly Cell bi x6a (Data Server)

Khi mgt Cell bi x6a bd1 HO thi mot tap tin Ceel cap nhat duoc tao ra, chi
chtraban ghi thong tin chung vé Tap dir liéu véi truong “Data Set Identifier”
[DSID]. Trudng con “Sb phién ban” - “Edition Number” [EDTN] cua trudong
DSID phai duoc thiét 1ap 13 “0”. Thong bao xo6a chi duoc sir dung khi x6a mot
tap tin Base Cell.

Trong mot dich vu duoc mi hoa, thong tin nay khong cé san cho Data
Client trir khi ban cdp nhat dugc giai ma dau tién. Dé tranh nhu ciu giai ma
trudc tién c6 hai phuong phap ma hoa trong mot Bo san pham trao doi da ma
hoa nhu sau:

1. Truong con EDTN cua truong CATD-COMT trong tip tin
CATALOG.031 (xem myc 6.4.1.1).

2. Truong “Base Cell Edition” trong tap tin PRODUCTS.TXT (xem muc
6.2.3).

Tap tin CATALOG.031 co thé duoc st dung dé nhan biét cac cellbi x6a
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trong B san pham trao ddi khi nhap vao trong tap tin PRODUCTS.TXT,dé
danh dau céc cell bi x6a trong Dich vu cua Data Server. Cac ENC bi x6a con lai
trén Base CD hodc Update CD it nhat 12 thang, bao gdm cac tham khao trong
tap tin PRODUCTS. TXT.

6.2.3.2 Quan ly cac Cell bi huy bo (Data Client)

Cac Cell ENC bi x6a nay dugc loai boé khéi Dich vu ENC cua Data Server
s€ khong con duogc hd tro hodc duoc cap nhat bdi co quan dugc quyén phat
hanh. C6 hai tily chon ¢6 sin cho nha san xuat khi quan 1y cac Cell bi x6a nhu
sau:

1. Tu dong loai bo Cell tir SENC khi mét cell duoc biét 1a da bi x6a.

2. Cho phép nguoi ding quyét dinh giit lai hay 14 x6a bo cell trong SENC.

Céc nha san xuat ECDIS/ECS tu quyét dinh cac tiy chon nay dé trién
khai trong hé thong cta ho. Tuy nhién, quan trong 1 hé thong thong bao cho
ngudi ding viée cac Cell cu thé bi x6a va trong trudng hop tiy chon 2 thi két
qua la gitr lai cac cell.

Véi tiy chon 1, ngudi dung phai duoc thong bao dé biét ting cell cu thé bi
x6a trong sudt thoi gian tai hodc tot nhat 1a ghi béo cdo vao cudi qua trinh xtr 1y.

Véi tuy chon 2, ngudi dung dugce chon gilt lai hay loai bd cell tur
SENC.Néu ngudi dung chon giir lai Cell thi mot tin nhin canh bao thudng
xuyén duogc hién thi trén man hinh, khi do cell bj x6a s& dugc nhin théy. Thong
bao tuong tu vi du sau:

“Cell <name> has been cancelled and may not be up to date. Under no
circumstances should it be used for primary navigation”.

“Cell<tén> di bi x6a va cé thé 16i thoi.Khéng dwoc sir dung né cho muc
dich hang hai”.

6.2.3.3 Thay thé cell ENC bi x6a

Trong truong hop mot cell ENC bi x6a, nd thudng dugc thay thé bang
mot hodc nhiéu cell ENC khac. Diéu nay c6 thé do sip xép lai cho cac Data
Server. Su cung cap dir liéu dugc thyc hién trong phién ban nay cua S-63 dé
hién thi thong tin nay trén Data Client. Trudng “Comment — cht giai” cua tap tin
PRODUCTS.TXT bay gid c6 sdn dé hién thi thong tin lién quan dén cac Cell
duoc thay thé.Dinh dang ban ghi Cell trong danh sach san pham duoc quy dinh
trong phan 6.2.3.

Khi mot cell dugc xdc dinh 1a da bi x6a, Data Client s€ doc truong
“Cancelled Cell Replacement -Thay thé Cell bi x6a” dé kiém tra, néu tai d6
duoc thay thé bang mot cell ENC ma hoa. Néu sau d6 Data Client tao sin thong
tin nay cho nguodi dung, mot thong bao tuong tu nhu sau s€ dugc hién thi:

“Cell <name> has been cancelled and has been replaced by cell(s),
<namel>; <name2>. Please contact your data supplier to obtain the
additional ENC permits”.

“Cell <tén cell> di bi x6a va dwoc thay thé béi cell khac <tén cell 1>;
<tén cell 2>, Lién hé véi nha phan phdi dir liéu ciia ban dé bd sung thém
gidy phép ENC”.

6.2.4 Phan Danh sach san phim ‘ESC’

Data Server c6 thé phat hanh cac loai san phdm ban d6 sé khac nhu nén
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tang hai d6, duoc sir dung dé hién thi d6 phu hai d6. Thong tin vé cac san pham
nay ciing duoc tao sin trong Danh sach san pham néu Data Server mudn.

Noi dung phan nay giébng voi phan ENC duge dinh nghia trong phan
6.2.3. Chi khac & truong “Section Identifier -Phan dinh danh” s& 13 “:ECS”.

Vi du ma héa Danh sach san phidm sir dung tit ca cac d6i twong dwoe
dinh nghia trong phan 6.2.1.
:DATE 20061019 09:00:00

:VERSION 1

:CONTENT FULL

:ENC
AR201130.000,20051118,1,20060703,1,,-36.43335487,-57.41667361,-34.69998565,-
54.33335853,,,,,,,1s00000001::,1,1,0,0,B3,
AR302120.000,20051219,1,20060427,2,,-39.44997766,-62.39166614,-38.74168723,-
61.11683505,,,,,,,1s00000111:,1,1,0,0,B3,
AR402490.000,20051206,1,20060330,1,,-39.11668811,-61.94017540,-38.95167627,-
61.76656919,,,,,,,11100000011::,1,1,0,0,B3,
AR402550.000,20051219,1,20060427,1,,-39.01664968,-62.16649373,-38.88332240,-
61.94017540,,,,,11010000000011:,1,1,0,0,B3,
AR402560.000,20051122,1,20060427,1,,-38.99166872,-62.39166614,-38.74168723,-
62.16649373,,,,,,1000000000011:,1,1,0,0,B3,
AR420010.000,20060912,2,,,,-35.16832135,-56.07497834,-35.03499407 -
55.84166992,,,,,,1000000001:,1,1,0,3,B3,

:ECS

PM1WORLD.000,19990101,1,,,3000,-90,-180.0,90.0,180.0,-90.0,-
180.0,90.0,180.0,,,,,,111111111:,,0,0,,,B5,

6.3 Tap tin Serial (SERIAL.ENC)

Mot tap tin tén 1a SERIAL.ENC duoc cung cép sao cho Data Client c6 thé
nhan biét cac thong tin dudi day trudce khi nhap vao:

-IDcua Data Server (da dang ky v6i1 SA)

- Tudn phét hanh.

- Ngay phat hanh.

- Loai CD (Base hodac Update)

- Binh dang phién ban

- S6 B0 san pham trao d6i (trong mot diy Bo san pham trao doi)

6.3.1 Dinh dang tap tin SERIAL.ENC

Tap tin SERIAL.ENC duoc cung cap dé hd trg hé théng Data Client quan
Iy nhap ENC CDs duoc cung cap bdi mot Data Server cu thé thong qua nhiéu
B0 san phém trao d6i.SERIAL.ENC nén la tap tin dau tién duoc doc tir BO san
pham trao d6i khi né chura thong tin quan trong vé ID cua Data Serverduoc IHO
érmq dinh, ngay xuét ban CD, loai CD, s6 CD trong Dich vu ctuia Data Server cu
the,...
Noi dung cua tap tin nay co6 thé tham chiéu chéo véi cac gidy phép di cai
dit dé kiém tra tinh trang ddng ky mua ctia Data Client.

\ Vung dinh . Luuy
Trwong ID nghia Byte ’ Plllam Vi (Xem phia dwéi)
Data Server ID Ky tu 2 2 chir-so6 bat ky 1
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Vung dinh

Luuy

Truwong ID nghia Byte Pham vi (Xem phia duéi)
Tuan phat Ky tu 10 Ky tu ASCII bat ky 2
hanh
Ngay xuat ban Ngay 8 YYYYMMDD 3
Loai CD Ky tu 10 Base hodc Update 4
Pinh  dang S6  thap 5 01.00 —99.99 5
phién ban phan
S5 Bo san Kytu 6 B01-99X01-99 hoic U01- 6
pham trao doi 99X01-99
Déu phan tach S thap luc 3 0x0BODOA 7
cubi ban ghi  phan

Luuy Giai thich va mo ta

1

Data Server ID nén dugc dang ky voi IHO; Khi Data Server cling 1a HO thi
mi co quan cua to chirc thu duge tir S-62 — M co quan san xuét dugc IHO
cong nhan.

Tuan phat hanh dinh 1 tudn va nim ma CD dugc phan phdi, vi du: WK12-
99, WK45-99, WK23-00,...

Ngay xuidt ban théng thuong dugc dinh dang kiéu ngdy thang
nam,YYYYMMDD, vi du 19990414, 20000102, 20061102,...

CD c6 thé duoc phéat hanh thanh hai loai khac nhau:

BASE: dinh dang s¢ dugc xac dinh 1a BASE, CD chtra tat ca cac ENs va bat
ky ERs thém vao.

UPDATE: Dinh dang s& dugc xac dinh 1a UPDATE, chira bat ky ENs m&i va tat
ca ERs duoc phat hanh tir khi phat hanh dia Base CD m&i nhit ¢6 lién quan.
Dinh dang phién ban md ta phién ban cua tap tin SERIAL.ENC. Phién ban
lién quan dén phién ban 1.1 ciia S-63 1 02.00.

Truong nay phai duoc sir dung dé cho thay s6 BO san pham trao ddi trong
mot diy, vi du B02X03, tic 1a 2 Base CD trong tong 3 Base CDs,
U01X01tuc 1a 1 Update CD trong téng 1 Update CD.

Dau phan cach cudi ban ghi gdm cac ky tu nhi phan va vi vay mdi quan tim
nén lay khi c6 gang chinh sira tap tin- n6 khong duoc chinh sira trong
Windows Notepad. Day 1a ly do tai sao tap tin SERIAL.ENC phai lu6n dugc
chinh sura trong trinh bién tdp ASCII/Hex. Déu phan cach thudong khong can
thay d6i. Dau phan cach duoc sir dung 13 0x0BODOA.

Tap tin SERIAL.ENC s& duoc luu trit truc tiép trong tip tin media goc, vi

du cung cap d6 nhu thu muc ENC_ROOT va INFO.

Vi du vé cac Tép tin SERIAL.ENC
PRWK15-99 19990414BASE

02.00B02X030x0BODOA

PRWK20-99 19990601UPDATE 02.00U01X010x0OBODOA
(6 day, OxOBODOA 1a ddu phan tach két thiic ban ghi duoc chuyén d6i thanh Hex)

6.4 Tap tin Danh muc S-57 (CATALOG.031)
Truong “Data Set Identification” [DSID] duogc sir dung bd1 ECS/ECDIS

dé dam bao cac tap tin Cell Base va CellUpdate dugc nhap vao SENC theo dung
trinh ty va khong bi bo sot. Tur luc toan bo tap tin cell ENC dugc ma hoéa, thong
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tin truong DSID cta mdi cell 1a khong cé san trong hé thong OEM, trir khi n6
duoc giai ma dau tién.

Truong “Comments-cht giai” [CATD-COMT] trong mdi ban ghi cell cua
tap tin CATALOG.031 duogc st dung dé luu trit thong tin DSID duogc yéu cau.
Tt lac tap tin CATALOG.031 lam co s& cho Bd san pham trao doi va nhan biét
vi tri céac tap tin dugc luu trir phu hop véi y tudng cua muc dich nay.

Thong tin dugc luu trir trong truong nay phaitwong tu véi thong tin dugce
Iuu trir trong trudng DSID cua tap tin Cell, phit hop voi phan 5.7 cia THO S-57,
Phu luc A, Chi tiét k¥ thuat San pham. Diéu nay dugc tom tit trong bang sau
day.Bang nay dinh rd quy luat dé ma hoa hd so ing dung EN &ER cua ENC.

Pubi mé

Su kién ~ .~ ... EDTN UPDN UADT ISDT Chu giai
rong tap tin

Cell ENC moi .000 1 0 19950104 19950104 UADT<hodc =ISDT
Update 1 .001 1 1 Bicam 19950121 Chi ISDT
Update 2 .002 1 2 Bicdm 19950225 Chi ISDT
Update 31 031 1 31 Bicdm 19950905 Chi ISDT
Téi ban cua 1 .000 1 32 19950905 19950910 UADT < hoac =
cell ENC ISDT
Update 32 032 1 32 Bicam 19951023 Chi ISDT
Update 45 .045 1 45 Bicam 19951112 Chi ISDT
Phién ban méi .000 2 0 19951201 19951201 UADT < hodc =
cua cell ENC ISDT
Update 1 cho .001 2 1 Bicdm 19960429 Chi ISDT

phién ban 2

Data Server phai trich xuat thong tin can thiét tir truong DSID trude khi
ma hoéa va ghi thanh ma trong truong CATD-COMT cua tap tin
CATALOG.031.C4u triic va dinh dang cta trudng nay dugc miéu ta chi tiét
trong phan 6.4.1.H¢ thong Data Client phai doc truong CATD-COMT dé truy
cap vao truong DSID trong mot Bo san pham trao doi khong duoc mi hoa.

6.4.1 Cau tric va dinh dang CATD-COMT

Thong tin DSID dugc luu trir trong truong CATD-COMT dugc chia nho
thanh 4 hodc 5 truong con tach biét boi dau phay (,). biéu nay phu thudc vao tap
tin ENC ¢6 hd so ap dung EN hoic ER. Cudi trudng con duge ngit quing boi
dau chdm phay ().

Vi du:

VERSION=1.0,EDTN=1,UPDN=0,UADT=20060703,ISDT=20060703;
VERSION=1.0,EDTN=1,UPDN=1,ISDT=20060710;

6.4.1.1 M3 héa cac cell bi xé6a (xem phén 6.2.3, 6.2.3.1, 6.2.3.2, 6.2.3.3)

Ttr mot ban cép nhat dugc cung cép chura thong bao xo6a bd, dugc xem nhu
mot ER. Do d6, muc dich cua truong CATD-COMTnén dugc ma hoa nhu sau:

VERSION=1.0,EDTN=0,UPDN=2,ISDT=20060814;
Bang sau minh hoa diéu kién ap dung cho tat cé loai giao dich khac nhau:
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S6 ] S6 S6 Ngay apdung  Ngay phat hanh Chil gidi
phién Ban An ban capnhat  cap nhat UADT] [ISDT]
VERSION=1.0 EDTN=1 UPDN=0 UADT=20060703 ISDT=20060703 Cell méi(EN)
VERSION=1.0 EDTN=1 UPDN=1 Bi cam ISDT=20060710  Cap nhat(ER)
VERSION=1.0 EDTN=1 UPDN=10 UADT=20060710 ISDT=20060717  Taiban(EN)
VERSION=1.0 EDTN=1 UPDN-=11 Bi cAm ISDT=0060731  Cap nhat(ER)
VERSION=1.0 EDTN=2 UPDN=0 UADT=20060731 ISDT=0060724 T;rgﬁ)n
VERSION=1.0 EDTN=2 UPDN=1 Bi cAm ISDT=0060807  Cap nhat(ER)
VERSION=1.0 EDTN=0 UPDN=2 Bi cAm ISDT=0060814  Cell bi x6a (ER)
6.5 Quan ly ENC Update

Mot tap tin duge cung cip cho phép Data Client kiém tra tinh twong thich
va phu hop cua B san pham trao d6i ENC Updatecu thé trudce khi nhdp vao.
Data Client sir dung tap tin ndy dé kiém tra B san pham trao doi Base méi nhét
dugc nhap vao hé théng SENC phu hop vai ban cap nhat hién tai dang dugc cai
dat trén ECDIS. Tap tin nay miéu ta trang thai hi¢n tai ctua tat ca Base CD lién
quan t61 mot Dich vu ctia Data Server. N6 tén 1a STATUS.LST. Phan sau day
miéu ta chi tiét hon vé dinh dang va ndi dung.

6.5.1 Tap tin STATUS.LST

Tap tin nay dugc luu trit trong thu muc INFO trén CD Update ExChange
lién két téi Base CD chi chira mot bd CD hodc nhiéu bd CD (xem Phu luc 2). N6
duoc cung cap sao cho Data Client c6 thé kiém tra trang thai hién tai cia SENC
dya trén Base CD c6 san. T4p tin nay duoc st dung dé kiém tra tinh tuong thich
ciia mot BO san pham trao d6i Update véi Base CD méi nhét cai dat trén Data
Server. Mot Update CD PHAI c6 san déu dan'’trong Dich vu duoc cung cip phu
hop véi phién ban nay cua tiéu chuan.

LUU Y:Khi Data Server phat hanh mot ban cap nhat mai, chi mot Update
CD sé& duogc cung cip. Tuy nhién, c6 thé c6 nhiéu hon 1 Bo san pham trao doi
Update trén mot Update CD don trong truong hop cac dich vu duoc cung céap
trén Large CD nhu DVD.

6.5.1.1 Pinh dang tiéu dé Status

Tiéu dé 1a ban ghi c6 chiéu dai ¢6 dinh chira cac thong tin sau day:

Truwong ID Pinh nghia Byte Pham vi
ID cua Data Server Ky tu 2 ky tu chir - s6
Tuan phat hanh Ky tur Ky tur ASCII
Loai Media Ky tu 10 UPDATE
Ngay phat hanh S6 thap phan 8 YYYYMMDD
Déu phan cach cudi ban ghi  S6 thap luc phan 2 CR/LF

Vi du vé Tiéu dé Status:

GBWK15-08 UPDATE 20080403

6.5.1.2 Dinh dang ban ghi Status
Truwong ID Pinh nghia Byte Pham vi
S6 Base CD Ky tu 2-3  Chir - s6 ( vi du BI, BlI,

M2,...)

ID cua Data Server Ky tu 2 Chit - s6 (vi du GB)

1% Cho du tit ca cac Base duogc tai ban trong tun giéng nhau, mic du diéu nay duoc xem 1a khong thé.
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Tuan phat hanh Ky tu 7 Ky te ASCII (WKWW-YY)

Thong tin nguoi dung Ky tu 1-100 Chudi vin ban ASCII dugc
chira trong dau ngodc kép don
() [HEX 27] co6 thé duoc sir
dung nhu mét nhic nhé nguoi
dung (xem luu ¥ bén dudi)

Ngay phat hanh Base CD S thap phan 8  YYYYMMDD
Dau phéan tich cudi ban S6thap lycphan 2 CR/LF
ghi

LUU Y: Thong tin nay duoc st dung béi Data Client nhu mot thong bao
t6i nguoi dung. Pay 1a trach nhiém cta Data Server dé dam bao “Thong tin
nguoi dung” phu hgp véi thong tin chira trén nhan Media (CD, DVD,...)

Vi du vé Ban ghi Status:

B1,GB,WK52-07,’BASE CD 1 dated 27 December 2007’,20071227

M1,GB,WK19-07,’BASE MEDIA 1 dated 10 May 2007°,20070510

Hé théng phai quan 1y phu hop dé nhap dit liéu co s tir cac Data Server
khac nhau va luu trit thong tin co s& dit liéu cai dat. Khi tai 1én mdt phuong ti¢n
lru ban cap nhat méi (CD, DVD) Data Client s& kiém tra Base CD mdi nhat
dugc liét ké trong STATUS.LST c6 trung laptrén hé théng. Néu khong hé thong
s& thong bao mdt tin nhin twong ty nhu sau:

“This ‘Update Media’ is not compatible with the actual installed ‘Base Media’.
Please install the following ‘Base Media’ first and then continue with the ‘Update
Media’.”

<Field: User Information 1>

<Field: User Information 2>

<Field: User Information x> (where X is the base media number)

Twee la: Dia “Update Media” nay khong twong thich voi “Base Media” hién
dang cai dat. Vui long cai ddat “Base Media” thir nhdt va sau dé tiép tuc véi “Update
Media”.

<Truwong: Thong tin nguoi dung 1>

< Truong: Thong tin nguoi dung 2>

< Trwong: Théng tin ngueoi ding x> (Véi x la sé Base CD)

Vi du:

“This ‘Update Media’ is not compatible with the actual installed ‘Base Media’.
Please install the following ‘Base Media’ first and then continue with the ‘Update
Media’.”

“BASE CD 2 dated 03 April 2008”

Tiee la: Dia “Update Media” nay khong twong thich voi “Base Media” hién
dang cai dat. Vui long cai dat “Base Media” thir nhdt va sau dé tiép tuc véi “Update
Media”.

‘BASE CD2 ngay 03/4/2008°

LUU Y: Nguoi dung chi dugc thong béo dé cai dat Base CD twong thich
chtra cac cell ENC duogc cap phép.

Toan bd vidu'":

" Hau hét cac Data Server hién nay phat hanh tt ca Base CD cua ho ddng thoi cong nhan ring cac
Base CD nay c¢6 thé chuyén sang mot phuong phap tot hon d¢ phat hanh cac Base CD.
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Ban cap nhat lién két v6i Base CD trong mot Bo san pham trao doi riéng,
vi du CD:

GBWK15-08 UPDATE 20080403

B1,GB,WK52-07,’BASE CD 1 dated 27 December 2007°,20071227

B2,GB,WK14-08,’BASE CD 2 dated 03 April 2008’,20080427

B3,GB,WK07-08,’BASE CD 3 dated 08 February 2008’,20080227

B4,GB,WK07-08,’BASE CD 4 dated 08 February 2008’,20080227

Ban cap nhat lién két voi Base CD trong nhiéu Bo san pham trao d6i
riéng, vi du DVD:

GBWK37-07 UPDATE 20070913

M1,GB,WK19-07,’BASE MEDIA 1 dated 10 May 2007’,20070510

M2,GB,WK23-07,’BASE MEDIA 2 dated 07 June 2007’,20070607

6.6 Tap tin S-57 Readme (README.TXT)

Data Server hién dang st dung tip README.TXT dé ma hoa thong tin
quan trong lién quan t6i Dich vu cua ho. Théng tin nay co thé bao gom:

1. Thong tin Dich vu tong hop dugc cung cap boi Data Server.

2. Thong tin cu thé dugc cung cdp bdi RENC va cac nha san xuat ENC
riéng 1€ lién quan td1 dit licu ENC cua ho.

3. Thoéng tin canh bao vé dit litu ENC cu thé, chéng han nhu pham vi
chéng dé ENC hoic cac van dé duoc biét dén vdi cell cu thé.

Mic du su bao gdm tap tin README.TXT khéng duogc yéu cau trong Chi
tiét k¥ thudt san pham S-57, nhung né 1a mot ngudn thong tin quan trong trong
tat ca cac dich vu thuong mai ENC, dac biét 1a khi ) luong ENC ngay cang
tang tir nhiéu quéc gia san xuét khac nhau.

Vi suy nghi ndy, nguoi ta khuyéncaocac hé thong Data Client nén hién
thi tap tin nay theo yéu cau. Tir khi tap tin nay con xa la voi ngudi dung, no sé
hitu ich cho hé thdng Data Client hién thi khi cai dat dir liéu ENC dé gay su chi
y cua ho.
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7 CAU TRUC TAP TIN VA THU MUC

7.1 Gi6i thiéu

Luoc dd khong yéu cau sir dung mot cAu trac tap tin hodc thumuc cu thé.
Tuy nhién, vi toan bd tap tin ditr liéu ENC da ma hoa rat kho duy tri mot sb lién
két tap tin quan trong, vi du nhu tap tin .txt va tap tin hinh anh (.tiff) voi cac cac
tap tin cell ENC lién quan (base hodc update). Cau trac thu muc dugc théng qua
boi Data Server dugc dua ra trong vi du ¢ phan 7.5.1.1. Céu trac ndy cho phép
tap tin .txt va hinh anh duoc quan 1y antoan bang cach duy tri mot mdi quan hé
truc tiép giita chiing va tap tin dir liéu ENC tuong tng.

7.2 Quan ly tap tin S-57

Céu trac thu myc khong cd dinh va c6 thé khac nhau giita cac Data
Server. Vi tri tit ca cac tap tin S-57 trong Bo san pham trao d6i dd ma héa dugc
dinh nghia trong tap tin CATALOG.031. Vay 13, dudng din tdi tat ca cac tap tin
trong B0 san pham trao doi duoc xac dinh trong timg ban ghi tap tin.

7.3 Céu triic tap tin (FILE)

Ciing nhu Bo san pham trao d6i [ENC_ROOT], thu muc gdc chua thu
muc tén la ‘INFO’ chira tdp tin PRODUCTURE.TXT (xem phan 6.2),
STATUS.LST (xem phan 6.5) va phan bo sunghodc phan phu chua duge dinh
nghia. Cac tip tin dugc xac dinh boi cac Data Server riéng. Thu muc gdc chira
tap tin SERIAL.ENC (xem phan 6.3). Mdi tap tin cell ENC trong Bo san pham
trao d6i ENC_ROOT c¢6 mt tap tin Chit ky twong tmg (xem phan 5.3).

Data Server hién tai cung cap Chimg chi xac nhan (.CRT) véi mot Bo san
pham trao d6i dd ma hoa S-63 déhd trotriénkhai S-63 phién ban 1.0. Tap tin
Chung chi nay chira trong thu muc gbc. Phién ban 1.1 khong cung cap tap tin
nay véi cac B san pham trao d6i S-63.Cac Data Server tiép tuc hd tro tap tin
nay trong mot thoi gian gidi han sau d6 nd sé€ rat lui khoi Dich vu cia ho.

OEM lap trinh cho hé théng cua ho tuy dong phat hién mdt Bo san phém
trao d6i hoic mot nhém Bo san phém trao d6i bﬁng bat ¢t cach nao.Tuy nhién,
n6 khong nén dugc ma hoa cung vao hé thé)ng. Néu mot CD chira mot dinh dang
khong mong doi, hé thong nén mic dinh t6i mot dudng phu hop sao cho nguoi
dung c6 thé xac dinh béng tay vi tri cia thu muc ENC ROOT cua mgt Bo san
pham trao d6i duogc yéu cau. Mot Bo san pham trao doi S-63 phai ludn ludn
chtra mot thu muc tén 1a ENC ROOT c6 chira mot tap tin CATALOG.031 riéng
va it nhat mot b dit ligu.

7.4 Dat tén thu muc va tap tin

Tat ca tap tin va thu muc phai duoc dit tén theo quy udc trong Chi tiétky
thuat San pham THO S-57 va tai liéu nay. Cac tap tin va thu muc trong Bo san
pham trao doi phai dugc mi hoa S-63 & dang chir hoa.

7.5 Exchange Set Media

Data Server cung cap B0 san pham trao di t6i Data Client bang cach st
dung mdt vai phuong phap khéac nhau. Vi du:

1. CD-ROM

2. DVD (Large Media Support)

3. Dich vu truc tuyén.
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7.5.1 CD-ROM

Bo6 san pham trao d6i dd ma hoa duogc cung cap bang phuong phap nay sé
duogc dua theo khéi ID phu hop véi Lugc dd Bao vé dit liéu S-57, vi du
V01X03, V01X02,...S-63 dugc cung cip nhu mot Bo san pham trao ddi don
qua nhidu CD-ROM nhung kinh nghiém dat duoc bdi Data Server cho thay diéu
nay la khong thich hop. Hién nay, phuong phap nay duoc thuc hién boi Data
Server dé phat hanh cac Bo san pham trao doi riéng qua nhiéu CD.

7.5.1.1 Dinh nghia Folder

Maic du vi du dudi day dua trén Base CD, Update CD la tuong ty nhau,
chi khac 1a Update CD khong nhat thiét phaigiir lai tat ca dir liéu cell Base. Tuy
nhién, Update CD phai chura dir li¢u co6 su nhat quén va tuan tu cho Base CD ma
n6 duoc ap dung.

LUU Y: Vi tri tit ca cic tdp tin trong B san pham trao doi
[ENC_ROOT] ¢6 thé doc tir tap tin CATALOG.031.

7.5.2 Large Media Support (DVD)

Large Media Support dugc dinh nghia 1a mot thiét bi c6 kha ning luu trit
khéi lugng dit liéu 16n honchuan CD-ROM. Chi tiét lién quan dén luu trir ENC
ma hoa S-63 trén thiét bi duoc cung cép trong Phu luc 2.

7.5.3 Dich vu truc tuyén

Data Client ¢6 thé tai BO san phém trao doi tr RENC/VAR nhu dugc dinh
nghia boi nha cung cap dich vu.Tai vé sau d6 sao chép ra CD va tiiy thudc vao
CD cta RENC/VAR sé& bao cho biét khdi ID dugc an dinh cho CD. Piéu nay
duoc 1ap lai cho bat ky Bo san pham trao d6i duoc sao chép (ENC_ROOT), phai
phtt hop véi muc 5.4 ciia THO S-57 Phy luc B, Chi tiét ki thuat San pham.
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8 QUY TRINH QUAN TRI LUQC PO

8.1 Nha quan tri lwge dd bao vé dir liéu.

Nha quan tri Lugc dd bao vé dir litu (SA) 1a duy nhét chiu trach nhiém
duy tri va phdi hop véi Luge d6 Bao mat dit liéu hai dd dién ta(S-63)(Data
Protection Scheme-DPS). Vai tro cia SA dugc van hanh boi Cuc Thﬁy dac
Quéc té (IHB) nhu vin phong cua IHO, thay mat cho cac nudce thanh vién THO.

SA chiu trach nhiém kiém soat hoi vién cua luoc dd va bao dam tat ca cac
bén tham gia van hanh theo ding thu tuc da dugc vach ra. SA bao quancap do
cao nhét cac khoa ma hoa duoc st dung dé van hanh toan bo lugc do va la co
quan duy nhét c6 thé phat hanh chung chi toi cac bén tham gia khac.SA luu giir
tat ca cac tai liéu lién quan té1 Luoc do.

8.2 Quy trinh quan trij lwgc do

Trach nhiém chinh cua THO cling nhu Nha quan tri luoc dd S-63 duoc
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miéu ta trong so d6 bén dudi. Mdi “Hop qua trinh” (ProcessBox)tham chiéu
chéo dén mdt phan riéng biét, noi chira cac thao tdc dugc tom lugce chi tiét hon.

Nha quan tri Luogc do
8.5. 8.5.
8.3 - Tao cap 1§h6a Quy trinh 4p dung Quy trinh 8.6. .
chung/ khoa riéng cho Data Server 4p dung cho OEM Duy tri va cap nhat tai
\L J/ liéu S-63
o 8.5.1.1 8.5.2.1 \l/
8.4 - Phat hanh oo . 8.7.
Chirng chi s SA Eca;ahgﬁrg% P{\‘Zt l}:anh 'Mc_)IEDhZa Duy tri va cap nhat dir
= _xey tot lidu kiém tra S-63
\
8.5.1.2 8.5.2.2
Data Server Ky va phat Quan ly va luu trir cac ma
hanh cac Ching chi OEM da phat hanh
8.5.14 8.5.2.3
Quadn ly va luu trlt chimg| |Phat hanh ma OEM téi céc
chi Data Server Data Server

Quy trinhquan trj lwgc do

8.3 Tao cip khéa mirc cao nhit

[HO ciing nhu nha quéan tri lugc d6 phai tao cip khoa chung va khoa
riéngmirc cao nhat. Khoa riéng s& duoc sit dung dé ky vao chung chi Data
Server va khoa chung dé xac nhén chir ky. Khoa chung phai duoc cai dit trén hé
théng Data Client doc 1ap véi dir liéu ENC da ma hoa.

Tao s6 ngau Tao tham so tip
nhién [—> tin PQG T
Tao tham so X Tao tham s0Y
(khoa riéng) (khoa chung)
Luu trix . \l/ - -
béo mat Khoa chung N T‘ao chung chi
SA SOSA (X509V3)
KEYSTORE <
Cé san trén
Trangweb THO <

Tao cap khoa mirc cao nhat

8.3.1 Tao tham sé PQG
Thu tuc nay thu’(‘mg dugc thyc hién boi SA va Data Server trong luc tao

cap khoa chung/khéa riéng. Mac du cac tham s6 PQG duoc tao boi Data Server
khong can dong nhat véi tham sb trong khoa chung SA va Chung chi sO SA,
nhung d6 dai khoa str dung phai dong nhat.
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Tap tin PQG chi ty no ton tai trong mét thoi gian ngén khi tao cac tap tin
X va'Y. Sau khi hoan thanh, tap tin PQG s& dugc chiratrong tap tin X va Y.

Viéc tao cac tham sb PQG thich hop duocchi dan chi tiét hon trong 4n ban
Tiéu chuan Chir ky s (DDS-Digital Signature Standard) [2]. Thong tin lién
quan dén dinh dang cua tip tin PQG xem phan 6.4.2.1.

8.3.2 Tao khoa riéng

Khoa riéng 1a dau ra ciia qua trinh tao khéa.Khoa riéng phai duoc luu
tritbao mat va han ché truy cap va chi nhiing nguoi van hanh chwong trinh méi
dugc phép biét.

Vi¢ceso hitu trai phép khoa riéng cia SA ¢ kha nang pha hoaitinh bao mat
trongphan xac thuc cua Lugc dd. SA s& phat hanh mot khoa chung méi (twong
g véi chimg chi SA) néu khoa riéng bi xdm pham. Pinh dang tap tin X (khoa
riéng) duoc miéu ta chi tiét trong phan 5.4.2.2.

8.3.3 Tao khoa chung

Khoa chung 1a dau ra ciia qué trinh tao khoa. Khéa chung duoc gui dén
cac bén tham gia lugc do ca dang sb va dang in ra. Hai dang nay dugc gui
theohai phuong phap khac nhau. Pinh dang tap tin Y (Public Key) dugc mi€u ta
chi tiét trong phan 5.4.2.3.

8.4 Tao va phat hanh Chirng chi s6 SA (X509v3)

Chuing chi s6 SA s€ tuan theo X509v3 [4]. Chung chi so SA s€ luon duogc
cung cap trong tap tin IHO.CRT. T4p tin IHO.CRT c6 sin trén trang web
http://www.iho.int cua IHO

SA st dung mot khoa chung DSA dai 512 bit.

Tat ca Data Server cung cap dich vu ENC c6 thé bao gom chiing chi SA,
dé tham chiéu dén thu muc trén CD (vi du trong D:\THO.CRT trén CD-ROM)
nhu d& néu trong phan 6.1, viéc cai dat chimg chi SA trén hé théng Data Client
nén thyc hién doc 1ap. Pé kiém tra tinh hop 1€ cua chit ky SA trong tap tin chir
ky ENC phai thuc hién tir phi€n ban cai dat doc 1ap cua ching chi SA.

Khoa chung SA (trai voi chimg chi s6) c6 san dinh dang tap tin ASCII trén
trang Webhttp://www.iho.int ctia IHO (dinh dang duoc mé ta trong phan 6.5).

8.4.1 Cap nhit chirng chi s6 SA X509v3 (khéa chung)

SA s& tao va cong bd mot chung chi sé SA méi trong cac trudng hop sau:

e Khi Chtng chi s6 SA hét hiéu luc. Trong trudng hop ndy, chimg chi s&

khong chira mot khoa chung di thay doi.

e Khi khoa riéng SA bi xdm pham. Trong truong hgp nay, mot khoa

chung méi s& duge chira bén trong Chimg chi s6 SA.

SA s& cong b6 Chimg chi s6 méi cua ho va néu thich hop, mot phién ban
moi c6 thé duge in ra (tham khao phan 6.5) cua khoa chung trén trang Web
http://www.iho.int ctia THO. Tt ca cac Data Server va nha san Xuat ngay lap tirc
dugc thong bao va s€ nhan ban sao cua Ching chi s6 m&i va néu duoc ap dung,
khoa chung méi & dinh dang c6 thé in dugc.

Data Server va cdc nha san xuét chiu trach nhiém thong bao cho Data
Client ctia ho vé Chiting chi s6 SA méi va néu dugc ap dung, thong bao thém vé
khoéa chung SA.

Thu tuc nay thuong duoc thuc hién béi nhitng nguoi dungLugc dd Bao vé
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khi mdt Chtng chi s6 hodc mot khoa chung méi duge phat hanh va dugc thuc
hién nhu sau:

e Thu vé mdt Chung chi s6 SA m&i va mot khoa chungdang in ra duogc
tu trang web http://www.iho.int ctia ITHO.

e Ung dung sé& tai mot Chimg chi s6 SA méi va kiém tra tinh dong nhét
giita khéa chung va khéa chung duoc in ra. Chi khi nao viéckiém tra
tinh dong nhét hoan thanh thi tng dung méi cho rang khéa chung SA
1a phu hop. Tuong ty nhu vay, quy trinh nay dugc ap dung dé thay thé
cac khoa chung SA ban dau.

e Thay thé Chimg chi s6 SA hién cobangchimg chi méi phat hanh.

8.5 Quy trinh ap dung cho Data Server va OEM.

Nha quan tri luoc dd chiu trach nhiém xt 1y cac don xin cua Data Server
va OEM muén gia nhapLuoc dd Bao mat dir liéu hai dd dién tix(S-63). Diéu nay
bao gdbm quan 1y va phat hanh Chimg chi dugc SA ky t6i Data Server, quan ly
va phat hanh méa nha san xuat (M_ ID va M_KEY) dé OEM chéap thuan va phéan
phéi t6i Data Server duoc iy quyén. Qua trinh ap dung dugc tom luoc chi tiét
hon tai PHU LUC A&PHU LUC B cua tai li¢u nay.

8.5.1 Quy trinh Data Server yéu cau Chirng chi Data Server

Ung vién Data Server s& dugc yéu cau cung cap mot Chimg chi da ky véi
khoa riéng cua Data Server, goi la Khoa ty ky (SSK-Seft Signed Key). Quy trinh
cap chung chi sau d6 duoc thuc hién bdi SA va duge miéu ta chi tiét ¢ phia
dudi.

8.5.1.1 Xac thuec tap tin Khéa ty ky (SSK)

SA xac thyc tap tin SSK cua Data Server trude khi tao va phat hanh mot
Chtng chi Data Server. Ban dau, SA s& xac nhan SSK d6 c6 dugc cung cip &
dinh dang phu hop nhu miéu ta trong phan 5.4.2.5 hay khong, néu khong phu
hop, qué trinh s& két thiic va mot canh bao dugc dwa ra. Néu phu hop thi qua
trinh xac thuc s€ duoc tiép tuc nhu sau:

a) Trich xuat thanh phan chit ky ‘R’ va S’ (ttrc 14 hai chudi dir liéu dau
tién va cac tiéu dé di kém cua chung tir tdp SSK duoc cung cip boi Data
Server). Diéu nay dé lai mot tap tin khoa chung.

b) Bam tap tin khoa chung bang cach st dung thuat toan SHA-1. Tét ca
cac byte trong tap tin nay déu dugc bam.

¢) Xac minh chir ky (cic thanh phan loai bo & muc ‘a’) bing cach thong
qua no, cung vai tap tin khdéa chung va bam cua tap tin khoa chung (thu duorc tai
muc b) boi DSA. Két qua xac minh s& tra vé mot trang thai (phu hop hoic khong
phu hop).

Néu Chit ky xac minh 1a ding, SA c6 thé tao Chtng chi Data Server.

8.5.1.2 Tao Churng chi Data Server

SA tao ching chi Data Server sau khi SSK duoc xé4c thue.Chi tiét vé thuat
toan chit ky s6 DSA dugc bao gdm trong 4n pham Tiéu chuan Chit ky s6 186
FIPS (DSS). Thu tuc nhu sau:

a) Loai bo cac thanh phan chir ky (ttc 13 hai chudi dit liéu dau tién va cac

tiéu dé di kém) tir tap tin Khoa tu ky. Con lai mot tap tin khoa chung.

b) Bam tap tin khoa chung bang cach sir dung thuat toan SHA-1. Tat ca

46



cac byte trong tap tin déu dugc bam.

¢) Ky 1én tip tin khoa chung (43 duoc bim tai muc b) bang cach thong
qua khoa riéng SA, bam cua tap tin khoa chung (thu dugc & muc b) va
mot chudi ngiu nhién cua DSA. Viéc nay tra vé 2 thanh phan chit ky
(Rvas).

d) Viét cac thanh phan chit ky nay 1én tdp tin Chung chi va gan vao tip
tin khoa chung (phan con lai & myc a) dé tao thanh ching chi.

DATA NHA QUAN TRI
SERVER LUGC PO

XAC NHAN
y NGUON GOC
CUA SSK

INEU KHONG BUQIC XAC
P INHAN THI DUNG TIEN TRINH

KHOA CHUNG]
p| CUA DATA
SERVER
TAP TIN SSK
KHOA RIENG CHUP kY CHUING
CUA SA CHi DATA SERVER
-
KHOA CHUNG XAC THUC CHUNG = =
CUA SA CHI DATA SERVER | SSE 03 - CHUNG CHIDS
el A KY KHONG HOP LE
e
\ DANG K¥ /
\CHUNG CH, LUU TR
+ 4 - . A o A CHUNG CHi
Quy trinh Nha qudn tri lirgc do xac nhan SSK
va phat hanh chirng chi DS dwoc SA ky l
DATA G BEN
SERVER DATA SERVER

8.5.1.3 SA xac nhan chirng chi Data Server dugc ky
SA xac nhan ching chi méi dugce ky 1a hop 1€ trude khi giri nd téi Data
Server. Thu tuc nhu sau:

a) Trich xudt cac thanh phan chir ky (tirc 1a hai chudi dir liéu dau tién va
cac tiéu dé di kém cua ching) tir tap tin Ching chi Data Server méi
dugc tao. Diéu nay thu vé tap tin khoa chung ciia Data Server.

b) Bam tp tin khéa chung Data Server (thu dugc tir muc a) bang cach sir
dung thuat toan SHA-1. TAt ca céc byte trong tip tin nay déu dugc
bam.

¢) Xéac minh cac thanh phan chit ky (bj loai bo tai muc a) bang cach thong
qua no, cung voi tap tin khoa chung SA va bam cua tap tin khéa chung
DS (thu dugc tai muc b) t6i DSA. Diéu nay tra vé mot trang thai (phu
hop hoac khong phu hop).

Néu Ching chi Data Server dugc xac nhan 1a phu hop, né c6 thé duoc gt
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t5i Data Server va duoc sir dung trong cau tric caa Chit ky s6 ENC.

8.5.1.4 Quan ly Ching chi Data Server

Khi mdt Chung chi Data Server dugc SA ky daphat hanh té1 Data Server
n6 duoc luu trilr bdo mat trong mot kho chira chirng chi. Ching chi duoc an dinh
mot Data Server duy nhét va tham chiéu chéo toi khéa riéng duoge sir dung dé ky
vao n6 va khoa chung dugce str dung dé xac nhan phé chuan.

8.5.2 Quy trinh OEM ap dung

Nha san xuat (OEM) phai xin phép SA dé trd thanh thanh vién cua Lugc
d6 Bao mat dir liéu hai dd dién tir(S-63).

8.5.2.1 Phat hanh va quén ly ma nha sin xuat theo S-63

Ung viénOEM thanh cong dugc cung cipmi ID nha san xuat (M_ID) va
khoa nha san xuat (M_KEY) riéng ctia ho xem phan 4.2.4 va 4.2.5. Cac ma nay
duoc luu trit an toan cing véi thong tin cac nha san xuat va di ho ¢6 con 1a mot
bén tham gia van hanh Lugc db hay khong.

8.5.2.2 Phat hanh danh sach M_ID va M_KEY té¢i Data Server

Data Server yéu cau gia tri M_ID va M KEY dé c6 thé nhan biét mot nha
san xuat cu thé va thuvé M_KEY phu hop dé chiét xudt HW ID cua Data Client
tir Userpermit. SA s& cung cip cho Data Server mdt danh sach ddy du cac ma
nha san xuit ddduoc phé _duy€t theoh¢ thdng S-63. Danh sach nay s& duogc cung
cap mot cach bao mat moi khi mot nha san xuét dugc thém vao danh sach hodc
néu trangthai cia nha san xuét thay d6i, vi du cac thanh vién rit khoi luoc do.

8.6 Dir li¢u thir nghiém S-63

Luoc d6 Bao mat dir liéu hai dd dién tix(S-63) duoc hd trg mot bo dir lidu
thir nghiémtoan dién - xem Phu Iyc 1 S-63 — Dit liéu thir nghiém cua Lugc d6
Bao mat dir liéu hai db dién ti(S-63).

8.7 Nha quan tri Lwoc @6 - Thi tuc biao vé QA

8.7.1 Tai liéu

SA nim gilr tai liu cua Luoc dd Bao vé dir licu. Viéc nay duoc td churc
theo tht tuc kiém soat su thay d6i va SA sé& thong tin cho tit ca cac bén tham gia
(Data Server, nha phat trién ung dung cho Data Client) Lugc dd béo vé dit liéu,
hozc chuyén thanh tiéu chun.

Dtr li€u thtr nghiémcua Luogc dd bao vé dit liéu va cdt 15i phﬁn mém ¢6
san cho hé théng nha san xuét dé kiém tra sy trién khai c6 duoc tuan thu dﬁy
da.Dir liéu dung thir va cbt 16 phén mém dugc miéu ta trong Phu luc A, phu luc
B va trang web http://www.iho.int cua THO.

8.7.2 Quan ly Théa thuan biao mat

TAt ca chi tiét can thiét dé van hanh Lugce dd bao vé va cac thong tin doc
quyén (vi du M_KEY) duogc cung cép ti cac bén c6 lién quan dudi dangThoa
thuan bdo mat. SA chiu trach nhiém quan ly cac thdéa thuan nay.Thoa thuan bao
mat s& han ché kha nang cac bén tham gia vi pham Lugc dd bao vé dix liéu.

8.7.3 Kiém tra an ninhcac s6 dang ky

SA c6 kha nang kiém toan tat ca sd dang ky an ninh dugc duy tri gitta cac
bén tham gia Luoc do Bao vé dit lidu. Noi dung cac s6 ding ky nay dugc dinh
nghia trong myc 9.3.2.3, 9.3.3.3,9.7.3 va 10.10.3. SA phai kiém tra cac s0 dang
ky ndy dé xac nhin rang chung da hoan tit va duoc cap nhat. Néu co véan dé gi
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phai dugc chinh stra ngay 1ap tirc hoac cac bén tré thanh khong tudn thu va sé
phai rat khoi Lugce do Bao vé.

8.74TaoM IDvaM_KEY

SA chiu trach nhiém vé viéc tao va phat hanh gia tri M_ID va M_KEY
dugc st dung trong Lugc dd bao vé dir liéu.SA s& ghi laitrong mdt ) dang ky
M ID/M_KEY tat ca cac gia tri M_ KEY/M_ID va céc td chtrc nhan cac gia tri
nay.SA dam bao rang khong c6 gia tri trung véi gia tri ndy duoc tao ra.

SA sé& cung cap thong tin cho tat ca cac Data Server trongLugc d6 bao vé
vé viéc stra do6i gia tri M_ID va M_KEY.

8.7.5 Tao khoa chir ky s6 (kh6a chung va khéa riéng)

SA c¢6 kha nang tao mdt cap khoa chung va khoa riéng. Khoa riéng duoc
st dung trong qua trinh ky vao chung chi va khoa chungstr dung trong qua trinh
xac nhan chir ky.

Khoa riéng phai dugc luu trit bao mat va han ché truy cip, chi nhiing
ngudi van hanh chuong trinh méi duge phép biét. SA s& phat hanh mot khoa
chung méi (twong tng véi ching chi SA) néu khoa riéng hién tai bj xam pham.

Khoa chung cua SA dugc tao sin cho tat ca cac bén tham gia Luoc dd bao
vé dir liéu & ca dang sb va dang in ra, vi du nhu fax va tai vé tir mot trang web.
Ca hai dinh dang duoc gui di hodc cung cap theo2 phuong phap khac nhau.

8.7.6 Chép thuin Khéa tw ky (SSK)

SA phai x4c nhan rang cac Khoa tu ky dugc cung cép bai Data Server 1a
hop phép bang cach lién lac vai to chirc ban dau. Piéu nay c6 thé duoc thuc hién
qua dién thoai, fax hodc qua thu dién tir nhung ngudn gbe phai duoc xac nhan dé
dap ung yéucau ctua Nha quan tri lugc do trude khi Chung chi DS duoc ky boi
SA bang cach st dung Khoa tu ky. SA ghi lai cac SSK nhan duoc vao so ding
ky SSK.

8.7.7 Tao Chirng chi Data Server (DS)

SA c6 thé tao Chimg chi DS dugc SA ky tir khoa tu ky dugc cung cap boi
DS va khoa riéng cua SA. Ching chi da ky s€ dugc xac nhan dua vao Khoa
chung DS trudce khi giri toi DS. SA giit mot ban ghi tat ca cac chung chi DS
trong mot s6 dang ky Chimg chi DS.

DS dugc yéu cau ky vao mdt Théa thudn bdo mat trudc khi SA phat hanh
Chung chi DS. SA sé& cung cip thong tin ti tit ca cac bén tham gia Lugc d6 bao
vé khi Chung chi Data Server bj thu hoi.

8.7.8 Tao cac Chudi ngiu nhién

Pé ky vao dir liéu (duge yéu cau nhu mot phan cua viéc tao chu’ng chi),
SA s& phai tao mot chudi ngau nhién.SA dam bao rang mot gia tri giong nhau
khong dugc su dung cho 2 lan ky riéng bigt.Mac du SA khong thé bao dam dleu
nay néu cac chudi duoc tao ra ngiu nhién.Tuy nhién, xac suat dé 1 chudi giéng
nhau dugce tao ra 2 1an 1 vo cung nho.

8.7.9 Ban giao M _ID vaM_KEY

Khi hé théng nha san xuit hoan tit thir nghiém tuan theo ndi bo cua ho,
ho s& yéu cau ky mot Thoa thuin bao mat trude khi SA phat hanh M_ID va
M_KEY.
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[ “ LUU TRT
| BAM VOI BAO MAT
| |entr k¥ ; -

|CHT KY, KHOA
|CHUNG & BAM

|CUA KHOA & KHOA RIENG
|CHUNG DE DSA
BAM VOI
GIAI THUAT
SHA-1
TAO CHUNG KHOA KHOA
p CHIDS CHUNG RIENG
DPUCGC SAKY CUA \C_‘L;,}}a_\
e y PASSDSPK,  [CHUOGL i‘g&so
[[HONG BAQ CANH BAO SAPK 8 RANDOM | NGAT e
CHO DATA CHUNG STRING TO THEDSA | NHIEN
SERVER a Wiy
TAO CHUNG CHI L — S—
DATA SERVER THT d CHG KY GAN VAO .
(pata SERWE? PUGC SAKY b D];:Eh R&S KHOA DATASTRVER
e CUA 8/ CHUNG DS XAC MINH

Nha quén tri lwgc do (SA) - Quy trinh xic thw SSK va ky chitng chi

9 QUY TRINH CUA DATA SERVER.

9.1 Khai quat chung

Data Server chiu trach nhiém vé ma hoa va ky vao théng tin ENC theo
dung thi tuc va phuong phap duoc dinh nghia bdi Lugc d6 Bao mat dit liéu hai
dd dién tir(S-63).

Co quan Thuy dac va t6 chirc RENC 1a mot trong cac Data Server.Cac to
chtrc mong muén trd thanh Data Server dau tién phai ky tén va nop mot Théa
thuin Data Server S-63 cung voi mot Phiéu yéu cAu Chirng chi Data Server
hoan chinh. Quy trinh nay dugc trinh bay chi tiét trén trang web www.iho.int cta
IHO.

9.2 Quy trinh cua Data Server
Trach nhi¢m chinh cua Data Server da dugc phé duyét hoat dong theo Lugc dd
bao vé dir liéu duoc miéu ta trong so dd phia dudi.Mdi mirc do trong “Hop xir
Iy- Process Box” tham chiéu chéo dén mot phan cy thé ma cac thao tac dugc tom
luge chi tiét hon.
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9.3 Quy trinh tao ching chi

9.3.1 Tao cap khoa chung/ khéa riéng.
Data Server can tao mot cip khoa chung va khéa riéng nhu mot phan cia
phuong phap ma hoa “khong ddi xtimg” duge thuc hién bai Lugc d6 Bao mat dir
liéu hai d6 dién tir(S-63). Khoa chung va khoa riéng cua Data Server duoc sir

dung cho cac nhiém vu sau:

e Khoa riéng duoc st dung dé ky vao khoa chung cua Data Server khi

tao Ching chi tu ky (SSK).

e Khoa chung dugcstr dung dé chimg thuc SSK trude khi nd duge cung

cap toi SA.

e Khoa riéng duoc st dung dé ky vao tit ca cac tap dit liéu ENC di nén
va ma hoa duoc tao ra bdi1 Data Server.
e Khoa chung dugc stir dung dé ki€ém tra tinh toan ven cua tap tin dir li¢u

ENC trong hé thong ECS/ECDIS.

9.3.1.1 Tao B) tham s6 chir ky PQG

Thu tuc nay thuong dugc thyc hién
boi SA va Data Server trong qua trinh tao
cap khoa chung/khoéa riéng. Mdc du tham
s6 PQG tao boi Data Server khong can
gidng tham sd chira trong khoa chung va
ching chi sb cia SA, nhung chiéu dai
khoa duoc sir dung phai gidng nhau.

Tap tin PQG chi tdn taitrong mot
thoi gian ngan khi tao tip tin X va Y. Sau
khi hoan thanh, tap tin PQG s€ chura trong
taptin X va Y.

Viéc tao cac tham sé PQG thich hop
dugc miéu ta chi tiét trong an ban Tiéu
chuan Chir ky s6 (DDS-Digital Signature
Standard) [2].

9.3.1.2 Tao tap tin khéa riéng

Khoa riéng 13 dau ra cta qué trinh
tao PQG.Khoa riéng duoc luu trit bao mat,
chi nhiing nguol van hanh chuong trinh
moi duoc phép biét.

Viéc sé hiru trai phép khoa riéng cia
SA c6 thé 1am giam tinh bao mat ctia phan
xac thue cia Luge dd. SA s8 phat hanh
mdt khoa chung mdéi (twong img voi chiing
chi SA) néu khéa riéng bi xam pham. Chi
tiét vé dinh dang tap tin X (khoa riéng) co
trong phan 5.4.2.2.
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9.3.1.3 Tao tap tin khéa chung

Khoa chung 14 dau ra cta qua trinh sinh PQG. Khoéa chung chira trong
Chung chi Data Server dugc SA ky tao thanh mdt phén cua tap tin Chtr ky ENC
(xem phan 5.4.2. 7). He théng Data Client trich xuét thanh phan khoa chung cia
tap tin nay dé kiém tra tinh toan ven tap tin dir liéu ENC dua vao chit ky ENC.
Chi tiét vé dinh dang tap tin Y (Khoa chung) chtra trong phan 5.4.2.3.

9.3.2 Tao Khoa tu ky ctia Data Server (SSK)

SSK dugc tao ra va cung cépcho SA dé thu vé mot chung chi Data Server.
SSK chtra khoa chungcua Data Server vdi mdt chit ky dugce tao boi Data Server.
Pinh dang SSK gidng véi Chimg chi Data Server dugc dinh nghia trong phan
8.5.1.2, khéc bi¢t duy nhét 1a SSK duoc tao boi Data Server va Chung chi Data
Server thi dugc tao va phat hanh boi SA.

SSK xéc dinh mot chit ky cta khoa chung Data Server. Pau vao cho chir
ky 1a khoa chung cua Data Server, dugc dinh dang theo dinh dang tap tin khoa
chung nhu miéu ta trong phan 5.4.2.3. Tap tin SSK phai viét dang vin ban
ASCII v6i dinh dang, cAu tric va thir tw duwoc miéu ta trong phﬁn 54.2.5.

9.3.2.1 Pang ky kh6a chung va sinh khéa SSK

Thu tuc nay thudng duoc thyc hién mot 1an boi Data Server dé tao Khoa
tu ky cua n6 (SSK), sau do dugc gui tdi SA, SA st dung no dé tao ching chi
Data Server. Chi tlet vé Thuat toan chit ky sé DSA dugc ghi 13 trong 4n ban
Tiéu chuan chit ky s6 FIPS 186 (DSS) [2]. Thu tuc nhu sau:

a) Bam tap tin khoa chungbang cach sir dung thuat toan SHA-1 [3]. Tat ca
cac byte trong tap tin déu dugc bam.

b) Pang ky tap tin khoa chung (dugc bam ¢ muc & trén) bang cach thong
qua tap tin khoa riéng, bam cua tép tin khoa chung (thu duoc tai muc “a”
0 trén) va mot chudi ngiu nhién thong qua thuat toan DSA [2]. Diéu nay
tra vé 2 thanh phan chir ky (R va S)

¢) Viét cac thanh phan nay vao tap tin khoa tu ky ¢ dinh dang dugc xac dinh
trong phan 5.4.2.5 va ndi thém vao tap tin khoa chung tao thanh tap tin
khoa tu ky.
9.3.2.2 Xac nhén va phé chuin khéa SSK Data Server
Data Server phai xac thuc SSK dya vao khoa chung cua Data Server dé

xac nhan réng mot SSK thich hop da duoc tao ra.

a) Trich xuat thanh phan chir ky R va S (tic 14 hai chudi dit liéu dau tién va
tiéu dé kém theo cua chung tir tap tin SSK duoc cung cip bai Data
Server). Diéu nay dé lai mot tap tin khoa chung.

b) Bam tap tin khéa chung bang cach sir dung giai thuat SHA-1. T4t ca cac
byte trong tap tin déu duoc bam.

¢) Xéac minh chit ky (cac thanh phan bi loai bo tai muc ‘a’ & trén) bang cach
thong qua no, cung voi tap tin khdéa chung va bam cua tap tin khéa chung
(thu duoc tir muc b’ & trén) t6i DSA. Piéu nay tra vé mdt trang thai hop
1¢ hoac khong hop 1€.

Néu SSK 1a hop 1¢, sau d6 né c6 thé duoc cung cip téi SA cung véi mot
ban sao khoa chungcua Data Server.

[13 ,7
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9.3.2.3 Luu trir khoa tu ky

SSK duoc tao ra béi Data Server phai dugc luu trir bdo mat trong mot SO
dang ky chimg chi va tham chiéu chéo t6i cip khoa chung/ khoa riéng lién quan.

9.3.3 Phé chuin cac Chirng chi

9.3.3.1 X4c nhin Chirng chi sé6 SA X509

Thu tuc nay dugc thuc hién bé'mg cach:

a) Data Server 1a mot phan dé xac minh khoa chung SA dugc yéu ciu xac
thuc Chung chi Data Server.

b) Data Client xac minh khoa chung ciia SA duoc str dung dé xac thuc
chir ky s6 cung cap cung véi dir liéu ENC.

Thu tuc cua Data Server nhu sau:

So sanh thu cong khoa chung chira trong Chimg chi s6 SA véi mot ban
sao khoa chung in san tir trang web http://www.iho.int ctia IHO. Néu viéc kiém
tra trén that bai, Data Server s& khong chép nhan Chimng chi $6 SA.Nguoc lai,
Ching chi s6 SA 1a hop 18 va khoa chungSA c6 thé dugc str dung trong viéc san
xuét tap tin chir ky ENC.

9.3.3.2 Xac nhan Chirng chi Ty ky Data Server SA

Thu tuc nay thuc hién bo1 Data Server dé xéac thuc ching chi thu tor SA
trude khi n6 dugc sir dung. Néu Data Server sir dung mdgt phuong tién tu dong
xé4c nhan thi sau d6 phan mém sé kiém tra trudc nhitng thong tin sau sau:

a) C6 sian mot Chung chi dé x4c nhan?.

b) Néu c6 sén, thi c60 dinh dang pht hop phu phan 5.4.2.6.

Néu su that bai duoc thong bao, trong hai tlly chon qua trinh nay phai bi
chidm dat va mot canh béo thich hop duoc dua ra.Nguoc lai, qua trinh xac thuc
s€ xur 1y nhu sau:

a) Thu vé khoa chungSA tutrang web http://www.iho.int ctia THO.

b) Trich xuat cac thanh phan chit ky (tic 13 hai chudi dit liéu dau tién va
phan tiéu dé kém theo cua chung) tir tap tin ching chi. Két qua thu
dugc mot tap tin khoa chung.

¢) Bam tap tin khoa chung (thu dugc tir muc ‘b’) bang cach sir dung giai
thuat SHA-1 [3]. Tat ca cac byte trong tap tin déu dugc bam.

d) Xéac minh thanh phan chit ky (bi loai bé tai muc ‘a’) bang cach thong
qua no, cung voi khéa chung SA (khda thu duge tai muc ‘a’) va bam
ctia tap tin khoa chung (thu dugc tai muc ‘b’) téi DSA [2]. Diéu nay s&
tra vé mot trang thai (phu hop hodc khong phu hop).
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e) Néu Chung chi Data Server dugc xac nhén la ding, cac thanh phér}
chit ky R va S cua n6 c6 thé dugc su dung dé xay dung Chir ky so
ENC.

SCHEME
ADMINISTRATOR (_paTASERVER )

KIEM TRA No _(SSE 04 - DINH DANG CHUNG
CHUNG CHI —# *___ CHI KHONG HOP LE

X509 SAN CQ

CHUNG CHI SA CHUNG CHIl KIEM TRA
X509 BUGC CUNG SA X509 DINH DANG

SSE 05 - CHUNG CHI 50
*_ SA KHONG CO SAN

TRICH XUAT KHOA KIEMTRA Mo (SSE 06 - CHUNG CHI 56
KHOA CHUNG CEIOHE 4 A @ "\ SAKHONGHOPLE
ch PK CUA SA
CUA SA ;T_\ -

XAC NHAN | " (" sSE 03 - CHUNG cHi
CHUNG CHi KHONG HGQP LE

)

DATA SERVEHR es

N\IUUTRU/ [GCCHONG
HUN CHI DS
PUGC SAKY
9.3.3.3 Luu trir chung chi Data Server dwgc SA ky

Tat ca cac ching chi duoc cung cap bai Nha quan tri luge dd phai dugc
lwu trit hét sirc bao mat trong S6 dang ky chung chi va tham chiéu chéo véi cip
khoa chung/khoa riéng va khoa SSK lién quan.

9.4 Quy trinh quan ly dir liéu

Quy trinh quan ly dir liéu bao gdm viéc tao va quan 1y cac tap tin dé dua
vaotrong B san pham trao doi i méd héa S-63, diéu ndy bao gdm nhimng phan
sau:

Xac thuc chirng chi Data Server dwgc SA ky

a) Tap tin PRODUCTS.TXT (xem phan 6.2).

b) Tap tin SERIAL.ENC (xem phan 6.3)

¢) Truong CATD-COMT cua tap tin CATALOG.031 (xem phan 6.4.1)

d) Ban ghi tap tin van ban va hinh anh trong tap tin CATALOG.031 (xem

phan 7.1).

Tiung yéu cau duoc quan 1y can than trong san pham phan mém cua Data
Server va s& duoc tao ra phit hop véi dinh dang va quy udc miéu ta trong phan 6.

9.5 Quy trinh ma héa, nén va ky vao ENC.

9.5.1 Quan ly viéc ma héa Cell Key (ECK)

M&i ENC dugc ma hoa bang cach s dung mot Cell Key duy nhat va mdi
glay phep ENC co6 kha nang luu trir hai Cell Key da ma hoa. Cac khoa nay c6
thé ting 1én theo thoi gian tuy thugc vao y mudn cua Data Server vi vay diéu
quan trong 1 can phai quan Iy chung mét cach c6 hiéu luc va hiéu qua.
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Pé tao Cell Key méi va ting cac Cell Key hién c6, Data Server yéu cau
mot ung dung ty dong quan 1y cac khoa va luu trit chung mot cach an toan. Ung
dung nay phai c6 mot phuong thirc sinh chudi ngau nhién cé do dai chinh xac va

t6t nhat 13 c6 mot phuong tién dé dam
bao rangkhdng duoc tao ra cac Cell
Key trung 13p trong mdt ba.

Ung dung ndy phai c6 kha ning
tao cac Cell Key mdi cling nhu quan 1y
viéc tang lén cua cac cell key da co
trong dich vu. Cac budc sau day cho
thdy quy trinh hop lykét hop voi quan
ly khoa, lugc d6 sau duoc st dung dé
minh hoa thém cho diéu nay.

1. Lay tén cell va néu can thiét 1y sd
phién ban va xac dinh li€u n6 co la
mot cell moi.

2. Néu la cell méi thi tao méi Cell
Key 1 & 2, néu khong nhay qua
budc 4?

3. Luu trir cell key méi trong kho luu
trir.

4. Néu khong phai 1a cell key méi, thi
khoa c6 can thay doi khong? Néu
khong thi nhay qua budc 5, néu co
thi nhay qua budc 6.

W

POC I@
|:> TENCELL [ ®
7

4

TAO MOT
CELLKEY 1

CELL MOI?
YES

NO

TAO MOIT
CELL KEY 2

THAY DOI
CELL KEY

NGUNG HOAT
DONG
CELL KEY 1

CELLKEY 2
TRO THANH
CELLKEY 1

THOAT - 5U DUNG
CELL KEY HIEN CO

TAO MOIL
CELL KEY 2

CELL
KEY 2

Quy trinh Data Server
tao va quan ly Cell Key

. Thoat va tiép tuc st dung cell key hién co.

6. Cell key 1 bay gid bi ngung hoat dong va cell key 2 bay gio trd thanh cell
key 1 va duoc danh dau nhu vy trong kho luu trit.

7. Tao Cell key 2 mai va thém vao kho luu trir.

LUU Y: Viéc ting céc cell key 1a theo ¥ mubn ctia Data Server trén co s
cac quy tac kinh doanh lién quan dén dich vy phan phéi.

Vi du: cac khoa c6 thé duoc ting 1én khi:

e (Céac khoa ma hoa hién tai bi xam pham.

e Hang nam hodc khoang thoi gian dugc xac dinh béi Data Server.

e DPdng bo hoa véi mot phién ban cell mdi duge phat hanh.

9.5.1.1 Dinh dang Cell key

Céc cell key khong dugc ma hoa dai 5 byte hodac 10 byte ky tu thap luc

phan (hex) nhu trong vi du phia dudi day:

Cell Key 1 CICBSI8E9C

5 bytes

421571CC66

Cell Key 2

5 bytes

9.5.2 Nén tap tin ENC (ban gbc hodc ban cip nhat)
Tha tuc nay thuong dugc thuc hi¢n bo1 Data Server trén tdp tin ENC
trude khi chiing dugc ma héa. Thu tuc nay nhu sau:

e Nén tap tin cell ENC bang cach sir dung tiéu chuan ZIP [6], tai liéu tai
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(www.pkware.com).

Két qua nén tap tin ECN duoc st dung lam dau vao cho giai doan mi hoa
ciia Luoc d0.Chi tap tin cell ENC (gbc va cap nhat) 1a duoc nén. Quy trinh nay
luon hoan thanh trudc khi dir liéu dugc ky va ma hoa.

9.5.3 Ma hoa tap tin ENC

9.5.3.1 Tap tin ENC gdc

Thu tuc nay dugc thuc hién boi Data Server.Tap tin ENC phai dugc nén
trudc khi dugc ma hoa. Thu tuc nay nhu sau:

a) Chon Cell Key duoc sir dung dé mi hoa (xem diéu kién tai phan

9.5.1).

b) M3 hoéa tap tin ENC bang cach st dung giai thuat Blowfish vai cell

key (tir muc a) dé tao tap tin ENC d¢3 ma hoa.

9.5.3.2 Tap tin ENC cap nhat

Thu tuc nay duogc thuc hién bdi Data Server. Tap tin ENC cap nhat phai
dugc nén trude khi duge ma hoda. Thu tuc nay nhu sau:

a) Lua chon Khéaduoc st dung dé ma hoa tap tin ENC géc ma ban cap

nhat dugc ap dung.

b) Mai hoa tap tin ENC cap nhat bang cach sir dung giai thuat Blowfish

vo1 Khéa(tr muc a) dé tao mot ENC cap nhat da ma hoa.

9.5.4 Ky vao tap tin ENC (ban goc hodicbén cip nhit)

Thu tuc nay dugc thuc hién boi Data Server dé ky chir ky s6 vao tap tin
dir liéu ENC ctia ho.Tép tin ENC phai duoc nén (phan 2 va 9.5.2) va dugc ma
héa (phan 6 va 9.5.3) trudc khi chiung duoc ky. Thu tuc ndy nhu sau:

a) Thong qua khoa riéngcua SKHOTUU TR
Data Server va ndi dung tap | ¥ N
tin ENC da ma héa voi giai i Y/
thuat DSA [2]. Gidi thugt —¥—

DSA s€ bam tap tin ENC da | cereexc @ A e
ma hda bang cach sir dung é

giai thuat SHA-1 [3]. —— BAM T 7 :
b) Giai thuat DSA tra v& 2 |2 [ Mame |7 SR Mot

tham so chir ky cell (R va S) |
¢) Viét cac cac tham sb nay

nhu hai chudi dir liéu dau —

tién trong tap tin chir ky phu E=E

hop v6i dinh dang va dat tén

theo quy udc quy dinh trong T CHONG i "
phan 5.4. Phan con lai cua w | saxr | VCHUNGC}H
tap tin duoc tao thanh tur
Chtng chi Data Server chtra Quy trinh tao tip tin chir ky ENC
khoa chung két hop vé6i khoa riéng duoc sir dung dé tao Chir ky.
9.5.5 Phat hanh dir liéu ENC ma héa S-63
Data Server s& phat hanh B6 san pham trao ddi dugc mé hoa S-63 theo

cac nguyén tackinh doanh phu hop véi dich vu cung cép dir liéu cua ho.
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9.6 Quy trinh cap gidy phép
9.6.1 Giai ma User Permit
Thu tuc nay duogc thuc hién béi Data Server dé trich xuat HW ID (ma
nhan dang hé théng) nham tao Cell Permit cho hé théng Data Client.CAu truc
User Permit dugc dinh nghia trong phan 4.2.1. Thi tuc dé giai ma User Permit
nhu sau:
a) Trich xuat M_ID (4 ky tu Hex) tir User Permit.
b) Trich xuat Check Sum (8 ky tu Hex) tir User Permit.
¢) Bam HW_ID d4 ma hoa (16 ky tu dau tién cua User Permit) bang cach
su dung thuat toan CRC32.
d) So sanh dau ra & muc ‘b’ va muc ‘c’. Néu chiing giéng nhau thi User
Permit 13 hop 18. Néu khac nhau thi User Permit khong hop 1é va
khong thé thu véHW ID.
e) Néu User Permit hop 18, chuyén d6i HW ID d3 m3 héa thanh 8 byte.
f) Giai ma HW ID d3 ma héa bang cach sir dung thuét toan Blowfish voi
M_KEY la chia khoa. Pau ra s& la HW_ID.
Data Server can xac nhin rang HW _ID nhan duogc c6 chiéu dai phu hop
nhu dinh nghia trong phan 4.2.2.

Vi du:
User Permit | 73871727080876A07E450C043031
M KEY 3938373635 (ASCII)
Pau ra tir myc ‘a’ 3031 M _ID duoc trich xuat
Pau ra tir muc ‘b’ 7TE450C04 Check Sum dugc trich
xuét dang Hex
Pau vao muc ‘¢’ 73871727080876A0 | Cac byte dugc trao cho
ham bam phia bén trai
cac byte dau tién (nghia
la 73, sau d6 87, 17,...)
Pau ra tir myc | 7E450C04 Check Sum dugc trich xuat tr HW _ID di ma
‘c’ hoa dang Hex
Pau ra tir muyc | 3132333438 HW_ID dang Hex
‘f
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USER PERMIT CUA TRICH XUAT| : i SCHEME
DATA CLIENT > M ID | T o ADMINISTRATOR

TRICH XUAT TRICH XUAT
CHECKSUM M_KEY PHU HGP

GIAIMA HW ID BANG CACH SU
> DUNG GIAI THUAT BLOWFISH
VOIM KEY LA CHIA KHOA

GIAI THUAT
BLOWFISH

GIAI THUAT BAM VOI
CRC32 GIAI THUAT

CRC32 T y
KIEM TRA
'[HL BL JoC DINH DANG
= HW ID
J =

No

SSE 17 - CANH BAO USER [SSE 18 - CANH BAO DINH DANGJ mI;AILDJH
PERMIT KHONG HQP LE HW_ID KHONG PHU HOP CELL PERMIT

Quy trinh Data Server trich xuat HW_ID tw User Permit

9.6.2 Tao Cell Permit

Quy trinh dé tao Cell Permit dugc thyc hién boi Data Server trén co sO
yéu cau cua Data Client.Quy trinh sau day dugc su dung dé tao Cell Permit phu
hop véi cdu trac dinh nghia trong phan 4.3.

a) Loai bo phan mé rong tap tin tir tén tap tin ENC. Con lai 8 ky tu 1a tén

cell cua Cell Permit.
b) Gan thém ngay hét han gidy phép, ¢ dinh dang YYYYMMDD vao
téncell tir muc a.

¢) Gin byte thir nhat cia HW ID vao phan cudéi HW ID dé duogc
HW _ID dang 6 byte (goi 1a HW_ID6). Diéu nay tao mot khoa 48 bit
dé ma hoa Cell Key.

d) Ma héa Cell Key 1 bang cach sir dung thuat toan Blowfish voi

HW_ID6 tir myc “c’ 1a chia khéa dé tao ECKI.

e) Chuyén d6i ECK1 thanh 16 ky tu Hex. Cac ky tu chir cai déu dang chir

in hoa.

f) Gén vao ‘b’ dau ra tir ‘e’.

g) M3 hoa Cell Key 2 (ECK2) bang cach st dung thuat toan Blowfish vai

HW _ID l1a chia khoa dé tao ECK2.
h) Chuyén d6i ECK2 thanh 16 ky tu Hex. Cac ky tu chit cai déu dang
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chir hoa.

i) Gén vao ‘f daura tir ‘h’.

j) Bam dau ra tir ‘i’ bang cach str dung thuat toan CRC32. Luu ¥ 1a bam
duoc tinh toan sau khi no da chuyén ddi thanh mot chudi hex trai
nguoc véi User Permit noi thuat toan bam duoc tinh toan trén dir liéu
nhi phan chua xtr 1y.

k) M4 hoa Biam (dau ra tir i’) bang cach sir dung thuat toan Blowfish véi
HW _ID Ia chia khoa.

1) Chuyén dbi dau ra tir ‘k’ thanh chudi 16 ky tu Hex. Cac ky tu chir cai
déu dang chit hoa. Pay chinh 1a Check Sum ctia ENC.

m) Gan vao ‘i’ dau ra tir ‘1. Pay chinh 1a Cell Permit.

Vi du:
HW 1D 3132333438 5 byte dang Hex
CKl1 CICBS18E9C | 5 byte dang Hex
CK2 421571CC66 5 byte dang Hex
Tén cell NO4D0613.000 | Tén cell pht hop voi S-57 bao gom ca phan dudi mo
rong
Ngay  hét | 20000830 Pinh dang YYYYMMDD
han
Pauratr ‘a’ | NO4D0613 Pay chinh 14 tén cell
Paura tir ‘b’ | NO4D061320000830 Tén Cell + ngay hét han
Paura tir ‘c’ | 313233343831 Day la HW ID6 dang Hex
Pau ra tir ‘d’ | BEBOBFE3C7C6CE68 Pay la ECK1 dang Hex
hoac ‘e’
Pauratir ‘f | NO4D061320000830BEB9B | Tén cell + ngdy hét han +ECK 1

FE3

C7C6CE68

Pau ra tir ‘g’ | B16411FD09F96982 Pay la ECK2 dang Hex

hoic ‘b’

Pauratl i’ | NO4D061320000830BEBYB | Tén Cell + ngay hét han +ECK1 +
FE3 ECK2
C7C6CE68B16411FD09F96
982

Pauvao j° | NO4D061320000830BEB9B | Céac gia tri ASCII ciia dau ra tir ‘i’
FE3 (toan b 36 byte). Cac byte dugc dua
C7C6CE68B16411FD09F96 | cho ham bam phia bén trai cac byte
982 déu tién (vi du xx, sau d6 xx, xX,...)

Pauratlrj° | 780699093 CRC32 cuia ‘i’ s6 lugng 4 byte

Paura tir ‘k’ | 8 byte- khong thé in ra. CRC32 dugc ma hoa

DPauratlr ‘I’ | 795C77B204F54D48 CRC32 dugc ma hoa dang Hex

Cell Permit | NO4D061320000830BEBIBFE3C7C6CE68B16411FD09F9698279

SC77B204F54D48
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[TRICH XUAT DANH SACH
DATA CLIENT x A X T
—» TRI |—p{CACMA CUA
USERPERMIT i
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: % GIATR] TRICH XUAT
mg% T) g—M KEY CU M _KEY
= OE) PHU HQP

KHO LUU TRU |
CELL KEY QUY TRIiNH TRICH XUAT
HW ID CUA DATA CLIENT
l HW_ID

LAY CELL CELL GAN BYTE
TEN CELL KEY 1 KEY 1 THU NHAT
$ VAO CUOIl
LOAIBO MA HOA CELLKEY 1&2
BUOIMG | L THIET LAP || MAHOA MA HOA HW ID6 GIAI THU BANG CACH SUDUNG
i NGAY HETHAN | | cELL KEY 1 |*|CELL KEY 2 BLOWFISH GIAI THUAT BLOWFISH
R i:‘ 2 # $ Jy VOIHW_ID6 LA KHOA
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L

T

TAO CHECKSUM BANG CACH BAM
CELL NAME, NGAY HET HAN, ECK1 VA ECK2
VOI GIAI THUAT CRC32

GIAI THUA'
crcaz | T

Quy trinh Data Server tao Cell Permit

9.6.3 Phat hanh giay phep ENC

Data Server phat hanh giay phép ENC dé truy cap ENC di ma hoa S-63
theodting cac nguyén tic kinh doanh phu hop véi cac dich vu phan phdi dit liéu
ctia ho. Data Server s& tao san chi tiét vé cac dich vu ciia hocho Data Server
trude khi cac gidy phép dugc phat hanh.

9.7 Thu tuc bao mat QA — Data Server

9.7.1 Théng tin Lwgc d6 bao vé dir liéu

SA cung cap ban sao tit ca thong tin can thiét dé van hanh Luoc d6 Bao
vé dit liéu dén mot Data Server.

9.7.2 Kiém tra sy tudn thii hé thong

Data Server phai thuc hién kiém tra su tuan thu bén trong viéc thi hanh
Luoc dd bao vé cua ho, dua trén miéu ta duoc cung cép trong tai liéu nay va dir
liéu dung thir duoc cung cap.

9.7.3 Luwu trir M_ID va M_KEY

Khi Data Server tham gia lugc do SA s€ cung cap cho Data Server thong
tin M_ID va M_KEY d¢c quyén cua tat ca nha san xuat tham gia. SA ngay lap
tic thong tin cho tat ca Data Server vé su stra d6i danh sach M_ID va M_KEY
khi c6 nha san xuit méi tham gia vao luoc d6.

Viéc tiép nhan tit ca M ID va M_KEY béi Data Server dugc ghi lai mdt
cach bao mat trong S6 Pang ky M_ID vaM_KEY.
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9.7.4 Kiém tra va chap nhan Ching chi sé SA (va khéa chung)

Data Server s€ nhan duoc khoa chung cia SA trong 2 dinh dang, nhu la
Chtng chi sb X.509 va khoa chung c6 thé in dugc. Data Server c6 kha ning tai
cac Chung chi sb SA va tu so sanhcac khoa chungdira vao khoa chung duge in
ra. Data Server chi chp nhén khéa chung SA khi viéc nay duoc hoan thanh.
Qua trinh nay duogc ap dung cho khoa chung SA ban dau va cac khoa sau
doduoc phat hanh béi SA.

Data Server sé& luu giitcac ban ghitrong S6 ding ky khéa chung SA; cia
nhitng khéa chung SA da dugc sir dung. Nhitng khéa chung nay nén chira trong
mot ban sao ctia mdi khoa ciing nhw ngay ma no dugce phat hanh.

9.7.5 Tao Khoa chir ky s6 (khéa riéng va khéa chung)

Data Server c6 kha nang tao mdt cap khoa riéng va khéa chungcia minh
nhu duoc trinh bay trong phan 9.3.

Khoa riéng phai duogc luu tritbao mét va han ché truy cip,chi nhitng ngudi
van hanh chuong trinh moi duge phép biét.Data Server tao mot cdp khoa
chung/khoa riéng va yéu cdu mot ching chi Data Server tir SA néu khoa riéng
cua nd bi xam pham.

Data Server s& tao mot Khoa tu ky (SSK) va gui né toi SA dé chuyén dbi
thanh Chung chi Data Server.Khi nhan dugc, SA s€ lién hé voi Data Server giri
n6 dé xac nhan rang SSK dugc cung cap bét ngudn tir ngudn di dé ra.

9.7.6 Chap nhian Chimng chi Data Server tir SA

Data Server s& xac minh va luu trit an toan cac Chung chi dugc tra vé boi
SA tuan theoquy trinh dugc trinhbay trong phan 9.3.3.3.

9.7.7 Tao Cell Key

Data Server c6 kha nang tao va quan ly Cell Key theo quy dinh trong
phan 9.5.1. Data Server chiu trach nhiém dam bao rang cac Cell Key duogc luu
trir an toan khi duoc tao.

9.7.8 Nén, ma hoa va ky vao dir liéu S-57

Data Server c6 kha nang nén, ma hoa va ky vao thong tin ENC theo quy
dinh trong phan 9.5.2, 9.5.3 va 9.5.4. Truy cdp t6i chuong trinh ky nén bi han
ché chi nhitng c6 thim quyén phat hanh dit liéu méi duge truy cap.

9.7.9 Tao gia tri ngiu nhién

Pé ky vao thong tin ENC, Data Server s& tao cac gia tri ngau nhién. Data
Server dam bao rang khong c6 gia tri giéng nhau dugc sir dung cho hai chit ky
riéng ré.

9.7.10 Tao Cell Permit

Data Server phai c6 kha nang tao Cell Permit cho Data Client. Data
Server phai phat hanh mot Cell Permit méi téi1 Data Client cia nd khi mdt cell
ENC dugc ma héa véi mot cell key khéac (vi du: Khi phat hanh mot an ban méi).

9.7.11 Giai ma User Permit

Data Server phai c6 kha ning giai md User Permit dé thuvé HW_ID cua
Data Client. HW_ID duoc yéu cau boi Data Server dé tao mot Cell Permit.

10 QUY TRINH CUA OEM VA DATA CLIENT

10.1 Data Client

Data Client 1a ngudi st dung thong tin ENC va nhan thong tin dugc bao
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vé tir Data Server. OEM chiu trach nhiém phat trién cac tmg dung phan mém c6
kha ning xac nhan Chit ky s6 ENC va mé héa thong tin ENC tuan theo thi tuc
dugc xac dinh trong Luoc dd Bao vé. Cac nha hang hai vo1 hé théng
ECDIS/ECS 14 vi du vé Data Client.

10.2 Nha san xuét thiét bi ECDIS/ECS (OEM)

Céc nha san xuat dang ky vao Lugc d6 Bao vé dir liéu phai xay dung phan
mémtheo hd tro cta luge d6.Tiéu chuan S-63 chia chi tiét ky thuat va dit li¢u
thir nghiém dé xac nhan tmg dung phan mém cia nha san xuat.SA s& cung cap
cho nha san xuat mot bd ma nha san xuat duy nhat (M_ID va M _KEY).Nha san
Xudt ciing phai cung cap co ché bao mat bén trong hé thong phan mém ciia ho dé
xac dinh duy nhat mot cai dat nguoi dung cudi cung Lugc d6 bao vé dir liéu yéu
cau mdi cai dat co6 mot ma nhan dang phan cung riéng (HW_ID). Data Server sé
str dung théng tin M_KEY va M_ID dé phat hanh Cell Key ENC d4 ma hoa t6i
mot cai dit cu thé ctia Data Client. Mdi ENC dugc mi hoa véi mot cell key
riéng. Tuy nhién, viéc ma hoa dir li¢u bang cach sir dung ma HW_ID duy nhat
cua Data Client s¢ dam bao rang ching khong bj chuyen giao gitrta cac ECDIS
khac nhau dugc cung cap boi cung mot nha san Xuét.

Nha san xuét dugc yéu cau hop tac dé bao vé thong tin ENC trong h¢
théng ngudi dung cudi cing.Vi du, néu mét thiét bi phan cimg nhu mot dongle
(khoa cimg) duoc st dung dé luu trir HW_ID, Data Client phai kiém tra dinh ky
su hién dién lién tyc cua no.Data Client phai ngung hoat dong néu thiét bi bigd
bo sau khi img dung duoc bat dau. Trén hé thong mang, thiét bi an ninh phai
kiém soat sd luong nguoi d6ng thoi st dung tng dung; diéu nay phy thudc vao
céc diéu khoan va diéu kién cac dich vy Data Server.
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10.3 Quy trinh cia OEM va Data Client

Trach nhiém chinh cia OEM d4 dugc phé chuin va cac ung dung phan
mém cta ho dugc miéu ta trong so do phia dudi. Mdi “hdp xir Iy-Process Box”
tham chiéu chéo dén mot ph?m cu thé chira céac thao tac duge miéu ta chi tiét.

PHAN MEM CUA
OEM/DATA CLIENT
10.4 ~ 105 106, 10.7.
TAO USER CAIDAT CELL XAC NHAN MA HOA ENC BASE
PERMIT PERMiT MOI DU leU VA UPDATE
j 1053. 10.6.1. 10.7.1.
KIEM TRA HE THONG XAC NHAN KIEM TRA TINH
HW _ID DUA VAO CHUNG CHI SO TRANG PERMIT
CELL IJ’/ERMIT S\l,/'& PUGC CAI PAT
10.5.4. 1062, 10.7.2.
PHE CHUAN XAC NHAN CHUNG GIAI MA
CHECK SUM CHI DS PUGC SA KY CELL KEY
10.5.5. 1063 , 1073,
KIEM TRA XAC NHAN CHU KY GIAIMA DU LIEU
NGAY HET HAN | [ENC CUA DATA SERVER ENC
10.5.6. 10.7.4.
KIEM TRA ID CUA GIAINEN
DATA SERVER DU LIEU ENC

Quy trinh chinh cia Data Client/OEM

10.4 Tao User Permit cia Data Client

Thu tuc nay dugc thuc hi¢n boi nha san xuét hé théng (OEM) dé tao mot
User Permit riéng cho Data Client. User Permit duoc cung cép cho Data Client
khi mua hé théng ECDIS/ECS. Userpermit ndy cho phép Data Client thuvé Cell
Permit tir Data Server. Cell Permit dugc tao ra bang cach sit dung HW ID da
ma hoa chtra trong User Permit. Binh dang va cAu trac cta User Permit duge
dinh nghia trong phan 4.2.
Thu tuc dé tao User Permit nhu sau:

a) Ma hoéa HW_ID bang cach st dung thuat toan Blowfish véi M_KEY la

khoa.

b) Chuyén ddi gia tri két qua thanh mot chudi 16 ky tu Hex. Cac chir céi
¢ dang chir hoa.

¢) Bam 16 ky tu hex bang cach sir dung thuat toan CRC32.

d) Chuyén doi dau ra tir ‘c’ thanh mot chudi 8 ky tu Hex. Céac ky tu chir
cai & dang chit hoa. Pay la Check Sum.

e) Gan vao ‘b’ ddura & ‘d’.
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f) Cl}uyén d6i M_ID thanh chudi 4 ky tu. Cac chit cai & dang chit hoa.
g) Gan vao ‘e’ dau ra tu ‘f°. Pay chinh 1a User Permit.

KHONG LIEN TIEP

LUU TRU
HW_ID CHO -
DATA CLIENT

TAO OW_ID

|

%
"\ —
B <
HW ID | o8
=
'm
- 2
> < Efs
v Q E |
o ; el
MA HOA GIAI THUAT = S
HW_ID BLOWFISH 5 B3
O >
J
Z
BAM BANG
GIAI THUAT!
CRC32
GIAI THUAT GAN VAO GAN VAO
CRC32 CRC M_ID
y
HW_ID ID CUA —
DA MA HOA + OEM = | USER PERMIT

OEM - Tao User Permit

Vi du:

HW_ID 3132333438 (ASCII)
M_KEY 3938373635 (ASCII)
M_ID 3031 (ASCII)

Két qua du kién:

Dau vao ‘a’ | 3132333438 va 3938373635 HW ID va M KEY dang hex

Pau ra tir ‘a’ | 8 byte Dang khong in dugc

Pau vao ‘¢’ | 73871727080876A0 Gia tri dang hex cua chudi trén.
Cac byte dugc dua ra nho chuc
nam bam cac byte béntrai cung (vd:
73, sau do 87,sau do 17,...)

Pau ra tir ‘¢’ | 7E450C04 Két qua CEC32 dang hex

Paura tir ‘e’ | 73871727080876A07E450C04 | Két qua CRC32 dugc gan vao
HW ID di ma hoa

Paura tir ‘f* | 3031 Két qua duoc ganvaio HW ID va

CRC 32 da ma hoa

User Permit

73871727080876A07E450C04
3031
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10.5 Cai dat Cell Permit ENC

Cell Permit m&i dugce chuyén dén hé thong Data Client trong mét tip tin
c6 tén PERMIT.TXT. Cau trac va dinh dang cia tap tin ndy duoc dua ra trong
phan 4.3.Hé théng Data Client phai c¢6 kha ning doc tap tin nay va thuc hién
viéc kiém tra. Mdi ban ghi Cell Permit chira mét ID cua Data Server cho phep
OEM quan 1y cac gidy phép va dit liéu trong truong hop co nhiéunha phan phéi.
Phan sau day phac hoa lam thé nao dé quan 1y va kiém tra cac tap tin nay khi cai
dat mot gidy phép moi.

10.5.1 Kém tra Cell Permit

Hé théng Data Client trudc hét phai kiém tra Cell Permit hop 1¢ c6 sin khi
cai dat.Mot tién ich cua Data Client dé duyétdén 1 vi tri cu thé trén hé thong khi
tap tin PERMIT.TXTc6 sin dé cai dat. Néu co tap tin text khic tap tin c6 tén
PERMIT.TXT dugc chon, hé théng s& tra vé mot canh bao nhu sau:

“SSE 11 - Cell permit not found” — “Khéng tim thdy Cell Permit”

10.5.2 Kiém tra dinh dang Cell Permit

Néu mot PERMIT.TXT hop 1& co trong hé théng, thi phai kiém tra rang
dinh dang cua tap tin nay 1a dang véi dinh nghia trong phan 4.3. Néu khong thi
Data Client phai thong bdo cho ngudi dung nhu sau:

“SSE 12 - Cell permit format is incorrect” — “SSE 12 — Dinh dang Cell
Permit khong chinh xdc”.

sujapﬁekte—ebtain—ﬂae—emeet—pefmttsi( “SSE 19 - Gzay phep khong hop 1¢ cho
hé thong ndy.Lién hé véi nha phédn phoi dit liéu cia ban dé thu vé gidy phép méi”.)

10.5.4 Kiém tra Check Sum ciia Cell Permit

Thu tuc nay dugc thuc hién bdi hé théng Data Client, bao gém cac budc sau:

a) Trich xuét 16 ky tu hex cudi cung (ENC Check Sum) tir Cell Permit.

b) Chuyén d6i 16 ky tu hex nay thanh 8 byte.

¢) Bam phan con lai ctua Cell Permit tai ‘a’ bang cach sir dung thuat toan
CRC32.

d) Gin byte dau tién cia HW_ID vao cubi HW_ID dé dugc dang HW _ID
6 byte (goi la HW_ID6).

e) M3 hoa file bam (dau ra tir ‘c’) bang cach st dung thuat toan Blowfish
vo1 HW_ID6 nhu 1a khoa.

f) So sanh dau ra tir ‘e’ véi dau ra tir ‘b’. Néu chung giéng nhau, Cell
Permit 1a hop 18, néu chiing khac nhau thi Cell Permit khong hop 1& va
khong duoc sur dung.
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Vi du:

HW_ID 3132333438 Dang Hex

Cell Permit NO4D061320000830BEB9BFE3C7C6CE68 Vi du Cell Permit
B16411FD09F96982795C77B204F54D48

Pau ra tir ‘a’ 795C77B204F54D48 Dang Hex

Paurat ‘b’ | 8 byte — khong thé in duogce M3 héa CRC32

Pau vao ‘¢’ NO4D061320000830BEBIBFE3 | Cell Permit sau khi loai bo 16 ky

C7C6CE68B16411FDO9F96982 | tu hex ma hoa CRC32.

Céac Byte dugc dua téi hamBam
cac byte phia bén trai cung (vi du
xX, sau do xx, sau do xx,...)

Pauratir ‘c’’ | 780699093 4 byte CRC32 cuia Cell Permit sau
khi loai bo 16 ky ty hex ma hoa
CRC32

Pauratr‘d’ | 313233343831 Pay 1a HW ID6

Paurat ‘e’ | 8 byte khong thé dugce in ra M3 hoa CRC32

Néu gia tri CRC32 dugc tinh toan khong giong véi gia tri chira trong Cell
Permit, hé thong phai thong bao cho Data Client nhu sau:

“SSE 13 - Cell Permit is invalid (checksum is incorrect) or the Cell Permit is
for a different system”. — [“SSE 13 - Cell Permit khong hop lé (Check Sum
khéng chinh xdc) hodc Cell Permit dwoc ding trén mét hé thong khéc”’].

Hé thong phai khong cai dit bat ky Cell Permit khong hop 1.

10.5.5 Kiém tra ngay hét han Cell Permit.

Khi cai dat mot tap tin PERMIT.TXT moi, hé théng Data Client phai
kiém tra rang cac glay phep dugc cai dat chua hét han. Hé thong phai kiém
trangay het han cua moi gidy phép dua vao ngay hé thong (Computer Clock) va
néu c6 san thoi gian tir thu nhan/tin hiéu GPS. Néu gidy phép di hét han, mot
thong bao nhu sau dugc hién thi:

“SSE 15 - Subscription service has expired. Please contact your data
supplier to renew the subscription licence.”- “SSE 15- Pd hét han sir dung gidy
phép.Vui long lién hé nha phdn phoi div liéu ciia ban dé lam mdi gidy phép s
dung”.

LUU Y:Hé théng co thé cai dat gidy phép di qua han/gidy phep hop 18
nhung bat cir cell nao sau d6 duoc hién thi cho ngudi xem theo cac diéu kién
nay PHALI hién thi mot canh bao thuong xuyén cho ngudi dung nhu sau:

“SSE 25 - The ENC Permit for this cell has expired. This cell may be
out of date and MUST NOT be used for NAVIGATION.” — “Gidy phép cho
ENC dd hét han.Cell nay cé thé da 16i thoi va KHONG PUQC sit dung cho
HANG HAI”.

Xem phan 10.7.1.1 d¢ kiém tra ngay hét han tai thoi diém tai.

Néu ngay hét han cua gidy phép 1a trude glodong ho may tinh/tin hi¢u
GPS, sau d6 budc phai kiém tra thém trong bao lau thi gidy phép con hiéu luc.
Néu 1a 30 ngay hoic it hon 30 ngay thi hé thong dua ra mot canh béo téi Data
Client nhu sau:

“SSE 20 - Subscription service will expire in less than 30 days. Please
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contact your data supplter to renew the subscrzptton licence.”™"Dich vu dang
ky sé hét han trong vong chua day 30 ngay.Vui long lién hé t6i nha cung cap div
liéu ciia ban dé gia han glay phép dang ky ™.

Data Client c6 thé thuc hién tung budc dé lam moi glay phep trude khi no
hét han.Hé théng sau do6 s& t1ep tuc cai dat cac gidy phép.Néu cac gidy phép co
nhiéu hon 30 ngay trude khi hét han thi gidy phép s& duoc cai dit ma khong c6
canh bao.

10.5.6 Kiém tra ID ciia Data Server.

Lugc db bao vé dir liéu S-63 tinh dén moi trudng nhiéu nha cung cap, d6
1a luc Data Client thu duoc gidy phép tir nhiéu hon 1 Data Server. Co vai truong
hop Data Clients co dir liéu ENC tur nhleu nha cung cap nhu sau:

e Cic cell trung nhau duoc cip phép tir cic Data Server khac nhau.

e Thay dbi tir Data Server ndy sang Data Server khac.

Diéu quan trong 1a he théng Data Client c6 thé quan 1y cac trudng hop
nay.Moi ban ghi gidy phep chira mot truong ID cua Data Server (xem phan
4.3.3).Truong nay, néu dugc tich vao, chira hai ky tu chir va s6 ID duy nhét cho
mdi Data Server dugc gan bai SA.Ké tir khi Cell Permit dugc phat hanh bai mot
Data Server viéc giai ma cac ENC duge cung cap mo1 mot Data Server khac
khong quan trong bang viéc duy tri mdi lién két gitra gidy phép va ENC di ma
héa. OEM nén dam bao rang hé théng ciia ho c6 kha nang duy tri sy lién két
nay, vi du bang cach tao cac thu muc cu thé cho Data Server, noi cac gidy phép
duoc luu trir.

ID Data Server cho Bo san pham trao d6i ENC di ma hoa chira trong tip
tin SERIAL.ENC (xem phan 6.3.1) va trung véi ID chtra trong ban ghi Cell
Permit.
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KIEM TRA SSE 11 - KHONG TIM
PERMIT —» P! THAY CELL PERMIT
€O sAN

KIEM TRA
DINH DANG

| SSE 12 - DINH DANG CELL
| PERMIT KHONG BUNG

PERMIT
A
CHUNG THUC No (" QSF 15 - CRC CUA CELL H thong 6 the céi @it gidy phép da et han
CHECKSUM b P PERMIT KHONG HOP LE Nhungﬂcacncell_ bi anh huo*z‘lg chi co the dugc
CUA PERMIT xem v6i mot canh bao thrdng tree nhe duge

Yes

md ta trong phén 10.5.5

JELMIRE " ((SSEh-GikveiEe) | C1DATOLYPHEP
NGAY HET HAN > > 5ANG KY DA HET AN TRONG THUMUC CU
CUA PERMIT THE CUA DATA SERVER
KIEM TRA HET SSE XX - CELL PERMIT ] TAI PERMIT
HAN TRONG 30 Mot iy| | CUACELL ENC
o i : THAN TRONG 0NGAY) | “p2 verin
o]
3 £ r - ,’ L
CAIDAT GIAY PHEP KIEM TRA ID TIEP TUC
TRONG THUMUC CU —— CUADATA @— CAIDAT SSE 25
THE CUA DATA SERVER SERVER '

Hé thong OEM - Cai dit va chitng thwe hé thong OEM
10.6 Kiém tra tinh toan ven va xac thuwe ENC

Hé thong OEM phai c6 kha niang chung thuc nguon goc dir liéu ENC da
ma hoa va xéc thuc tinh toan ven cua né. Piéu nay dat dugc bang 2 cach sau:

e Bing cach chung thucchit ky SA dugc t chirc nhu mdt phan cia

Chtng chi Data Server 1a mot phan cta tap tin Chit ky s6 ENC.

e Bing cach chung thuc Chit ky ENC cua Data Server (twong tmg voi

dir li¢u cell ENC) trong tép tin Chit ky ENC.

OEM va Data Client trudc hét phai xac nhan rang chimg chi SA (dinh
dang X509 hodac ASCII) dugc cai dat trén ECS/ECDIS 1a hi¢n covachinh xac.
Diéu nay duoc dé cap trong phan 10.6.1 dudi day.

10.6.1 Xac thue/xdc minh Chirng chi sé6 SA

Thu tuc nay dugc thuc hién bdi cac OEM hodc Data Client dé x4c minh
rang khoa chung SA duoc cai dat trén ECS/ECDIS 1a chinh xac va tuan thu
Luoc d6 bao vé Dit liéu THO S-63. N6 1a khoéa chung SA st dung dé xac thuc
Chtng chi Data Server dugc SA ky dugce cung cip boi Data Server nhu 13 mot
phan cua tap tin chir ky ENC. Thu tuc nhu sau:

So sanh thi cong khoa chung SA chira trong Chtng chi s6 SA duoc cai
dat doc 1ap véi mot ban sao cua khoa chung in san tr website cia THO
(http://www.iho.int). Néu kiém tra trén bi 15i, hé thdng s& khong chip nhan
Chung chi s6 SA. Nguoc lai, chtng chi sb SA 13 hop 1é va Khéa chung cta Data
Server chira n6 ¢6 thé duoc st dung dé xac nhéan Ching chi Data Server duoc
SA ky nhu 1a mot phan cua tap tin chir ky ENC.

LUU Y: Data Client phai c6 phuong phap ma ngudi dung cé thé truy cap
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vao ching chi dugc cai dat tir img dung.

10.6.1.1 Kiém tra bang tay Khéa chung SA.

Khoa chung SA c¢6 thé duoc truy cép tir trang Web IHO nhu sau:

“http://www.iho.int— Home — Publications — Download List — S-63
— S-63 SA Certificate”

Trang web sau s€ duoc hién thi:

CHUNG CHI SO S-63 (S-63 DIGITAL CERTIFICATES)

Chitng chi s6 la tdp tin rang buéc mét khéa chungeu thé ciing cdc théng
tin khdc t&i mét c¢d nhan hodc t6 chire.Tiéu chudn S-63 sir dung mot chudi 2 cd'p
do cua ching chi dé vin hanh lugc do bdo vé dir liéu.

IHBhoat dong nhuw mot Nha quan tri Luoc do va phat hanh cac Chung chi
s6 goc dé sir dung trong Lwoc d6 bdao vé.Chirng chi SA dwoc sir dung béi IHB sé
la mot Chieng chi tw ky. N6 ¢ san cd hai dang nhw tip tin theo X-509 la
IHO.CRT va nhu mot tap tin van banScheme Administrator Public Key.txt
(Khéa chung ciia Nha quan tri lwoc do.txt). Ca hai tdp tin chira trong mét tdp
tin nén la SA Certificate(Chirng chi SA).

SA sé phat hanh Chitng chi Data Server t6i tdt ca cdc Data Server tham
gla vdo Lwgc dé bdo vé. Chu’ng chi Data Server chira Khoa chungData Server
va Chit ky SA cia khéa nay. Vi chi ¢6 SA ¢é thé phat hanh Chu’ng chi Data
Server, mét chudi sw tin tuéng cé thé dwgc thiét ldp bang cdach xdc thuwe Chir ky
SA trén Khoa chung Data Server.

Lugce do bao vé yéu cau khéa chung SA phai duoc cai dat trén hé théng
nguoi ding cudi béi tdt ca nguoi dimg liwge dé bao vé. Chirng chi Data Server
chita trong moi tdp tin chi ky va khéa chung Data Server cé thé dwoc tin cdy
néu chieng chi SA la hop 1é. Viéc cai dat chirng chi SA (va khéa chung chira bén
trong) nén dwoc thuc hién riéng ré, hoat dong doc lap va chiu sy kiem sodt can
thin cia cdc thii tuc diéu hanh.

Trong doan tht 2 & trén, nhan vao “SA Certificate” va mot hop thoai
“File Download” s& hién thi nhim cung cdp cho ngudi dung tiy chon “Mé”
hoac “Luu”mot tap tin nén co tén “S-63 SA_Certificate.zip”. Tap tin nay chtra
2 tap tin khac nhu sau:

1. IHO.CRT (Chirng chi X509)

Mo tip tin nay xuat hién mét hop thoai “Certificate”, lya chon tab
“Details” va lam ndi bat “Public Key— Khoéa chung” dé hién thi Khoa chung
IHO. Vi du duoi day la Khoa chung IHO tai thot diém tai liéu nay duoc cong
bb. Luu y rang 4 hodc 6 ky tu dau tién [024100] dai dién cho cac tham s6 cua

Chtng chi va c6 thé duong [0240] hodc 4m [024100].
0241 0096 3F14 E32B A537 2928 F24F 15B0 730C
49D3 1B28 E5C7 6410 0256 4DB9 5995 B15C F880
OEDS5 4E35 4867 B82B B959 7B15 8269 E079 FOC4
F492 6B17 761C C89E B77C 9BTE F8

Chudi ky tu nay (trr cac tham so cua Chung chi) nén dugc so sanh voi
Chtmng chi d3 cai dat dé xac nhén rang chung 14 nhu nhau.Néu gidng nhau,
chtng chi duoc x4c thuc, néu khong gidng nhau thi ching chi s& bi hiy bé.

2 Khéa chung ciia Nha quén tri lwge dd.txt (Scheme Administrator

70



Public Key.txt)
M6 tap tin nay s€ hién thi cac tham s6 ctia Khéa chung SA nhu sau:

// BIG p
FCAG6 82CE 8E12 CABA 26EF CCF7 110E 526D B078 BOSE DECB CD1E B4A2 O8F3 AE16 17AE

01F3 5B91 A47E 6DF6 3413 C5E1 2EDO 899B CD13 2ACD 50D9 9151 BDC4 3EE7 3759 2E17.

// BIG g
962E DDCC 369C BASE BB26 OEE6 B6A1 26D9 346E 38C5.

// BIG g
6784 71B2 7A9C F44E E91A 49C5 147D B1AS AAF2 44F0 5A43 4D64 8693 1D2D 1427 1BSE

3503 0B71 FD73 DA17 9069 B32E 2935 630E 1C20 6235 4DOD A20A 6C41 6E50 BE79 4CAA4.

// BIGy
963F 14E3 2BA5 3729 28F2 4F15 B073 0C49 D31B 28E5 C764 1002 564D B959 95B1 5CF8

800E D54E 3548 67B8 2BB9 597B 1582 69E0 79F0 C4F4 926B 1776 1CC8 9EB7 7C9B 7EFS8.

Néu tap tin nay dugc su dung dé xac thuc, no sé duoc kiém tra dua vao
tap tin chimg chi hodc Khoa chung da dugc cai dat. Néu viée kiém tra dya vao
mét Chimg chi dé cai dat, sau do chi co chudi “BIG y” can dugc x4c minh dé
xem xét néu no glong nhau. Néu kiém tra dua vao tap tin Khoa chung thi sau do
tat ca cac tham s phai duoc xac minh dé xem xét néu né gidng nhau. Trong ca
hai truong hop, néu tip tin ding, sau d6 khoa chung duoc xac thuc, néu khong
no phai b1 gd bo.

10.6.2 Xac thuc Chirng chi Data Server dugc SA ky

Thu tuc nay dugc thuc hién boi hé théng Data Server nham xac nhén
Chutng chi Data Server dugc SA ky duoc luu trit nhu 1a mot phan cua tép tin
Chir ky ENC dua vao Khoa chung SA da cai dat. Qua trinh nay thuc hién trudc
khi Khoa chung Data Server dugc trich xudt dé xac thuc Chir ky ENC. Tham
khao phan 5.3.2 vé Cau trac cip Chir ky/Chtmg chi trong mot tap tin Chir ky.

Trude khi thuc hién xac thyc thi hé thong phai kiém tra tinh sin co, dinh
dang va trang thai ciia Chimg chi hoic Khoa chung duoc cai dit trén hé thong.
Néu c6 bat ctr van d¢ gi thi hé thong can thong bao cho Data Client bang cach
day ¥ nghia nhu sau:

1. Chtng chi SA hoic Khoa chung hién khong co trén hé thong (SSE 05

va két thuc qua trinh).

2. Pinh dang Chung chi SA hodc Khéa chung khong chinh xac (SSE 08

va két thuc qud trinh).

3. Chtng chi SA d3 hét han (SSE 22 va két thiic qua trinh).

Thu tuc xac nhan nhu sau:

a) Giai nén tap tin Chir ky ENC.

b) Loai bo phan chit ky dau tién (tic 1a hai chudi dir liéu dau tién va phan

tiéu dé kém theo cia nd. Pay 1a Chir ky Data Server cua dit liéu ENC).

Viéc nay thu vé Chimg chi Data Server duoc SA ky.

¢) Trich xuat phan con lai cta chir ky (tc 13 hai chudi dir liéu dau tién va

phén tiéu dé kém theo cua chung tur tap tin con lai thu dugce tur ‘b’). Viéc

nay thuvé mot tap tin Khoa chung.

d) Bam tap tin Khoa chung (thu dugc tir °c’) bang cach st dung thuat toan

SHA-1 [3]. Tat ca cac byte bén trong tap tin déu duoc bam.

e) Xac minh phan Chit ky (bi loai bo & muc ‘c’) bang cach thong qua nd
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(Chir ky), cung véi tap tin Khoa chung SA (khda) va bam cua tap tin
Khoa chung (thu duoc tir ‘d’) t6i DSA [2]. Viée ndy tra vé mot trang thai
(dung hoac khong dung).

Néu khong dung thi hé thong két thac qua trinh va tra vé canh bao sau:

“SSE 06 - “The SA Signed Data Server Certificate is invalid. The SA may
have issued a new public key or the ENC may originate from another service. A
new SA public key can be obtained from the IHO website or from your data
supplier” — “SSE 06 — Churng chi Data Server duwoc SA ky khong hop lé. SA co
thé da phat hanh mot khoa chung moi hoac ENC co thé sinh ra tir mét dich vu
khdc. C6 thé thu vé Khéa chung SA méi tir trang web IHO hodc tir nha phdn phoi
dir lieu”.

10.6.2.1 Xac nhan chong lai Chirng chi Data Server khong phai SA ky

C6 thé co trudong hop co nhiéu hon 1 chimg chi hodc khoa chung dugc luu
trit trén Data Client. Piéu nay c6 thé dat biét trong suot qua trinh chuyén 601 dé
stt dung ding luge d6 S-63.Vi vay viéc kiém tra 1a can thiét dé bao dam rang
Chung chi Data Server xac thuc mdt cach chinh xac IHO.CRT hodc IHO.PUB
cai dat trén Data Client.

Néu Chung chi Data Server xac thuc khong dua vao IHO.CRT hoac
[HO.PUB duogc lwu trix trén Data Client thi sau d6 PHAI c6 canh béo dugc hién
thi nhu sau:

“SSE 26 - “This ENC is not authenticated by the IHO acting as the
Scheme Administrator” — “SSE 26 — ENC nay khong dwoc xac thuc boi IHO
(ticc la Nha quan tri luoc dd)

Viéc nay chi can thiét cho Data Client khi hién thi canh béo nay va khong
xuat hién 1ap lai cho cac 16i tuong tu trong B San pham trao d6i. Néu tin nhan
nay duogc hién thj thi Data Client s& van tlep tuc bu’dctlep theo cua viéc xac thuc
(xé&c thuc chir ky ENC) va viéc giai ma.
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10.6.3 Xéac thue tap tin Cell ENC

Thu tuc nay dugc thyc hién boi hé théng Data Client dé xac nhan chit ky
ENC (duoc t6 chirc trong tap tin Chir ky ENC) tuong tng voi tap tin Cell ENC
cu thé. Nguoi ta hy vong rangData Client dd thyc hién cac thi tuc dé xac thuc
Chtng chi s6 SA (phan 10.6.1) va Chung chi Data Server bén trong tap tin Chit

SCHEME
ADMINISTRATOR
CHUNG CHI A CHUN
SA X509V3 CUA A
——

CAI DAT TRUGC]
TRONG ECDIS

LOA BO

CUA DATA

OA CHUNG
HU KY R&S SA
CUA SA

BAM VOI BAM CUA
SHA-1 DATA SERVE
GIAI THUA
SHA-1

SSE 06 - CHUNG CHI DATA
SERVER KHONG HGP LE

[ TIEP TUC XAC NHAN] i SSE 26 - ENC KHONG

P TU TIEP TUC XAC NHAN
CHU KY ENC (10.6.3) UGC XAC THUC BGL S

CHU KY ENC

Chirng chi Data Server dwgc SA ky

ky (phan 10.6.2). Thu tuc dé xac thyc tap tin Cell ENC nhu sau:

a) Giai nén tap tin chir ky ENC duy nhat lién quan t&i tap tin cell ENC.

b) Trich xuét phan dau tién cta Chir ky (tirc 1a hai chudi dir liéu dau tién
va tiéu dé kém theo cua nd). Viéc ndy dé lai Ching chi.

¢) Loai bo phan chit ky con lai (tirc 13 hai chudi dir liéu dau tién va tiéu dé
kém theo tir phan con lai cta tap tin). Viéc nay dé lai tap tin Khoa chung.

d) Bam tap tin cell ENC duoc lién két bang cachst dung thuat toan SHA-
1 [3]. Tat ca cac byte bén trong tap tin déu dugc bam.

e) Xac minh phan Chir ky (dugc trich xudt tir muc ‘b’) bang cach théng
qua no (chir ky), khoéa chung - phia bén trai muc ‘c’ (khéa) va bam cua
tap tin Cell ENC, thu duogc tai muc ‘d’té1 DSA [2]. Thao tac nay tra veé
mot trang thai (dng hoac khong dung).
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Néu chir ky ENC khong dugc xac thyc chinh xac, Data Client s¢ khong
giai md ENC vi nguén goc cua nd khong duge xac minh. Néu ENC duge xac
thuc chinh x4c, thi ENC an toan dé giai ma.

TAP TIN TAP TIN
CHUKY CELL ENC

A

TRICH XUAT BAM VGL GIAI THUAT
CAP R&S GIAI THUAT SHA-1
THU NHAT SHA-1

o LOAIBO
CHU KY CAP R&S CHUKY BAM TAP TIN
B THU HAI BHE CELL ENC
GIAI THUAT
KHOA CHUNG
Lp DATA SERVER

XAC MINH THANH
PHAN CHU KY BANG
CACH GUITAT CA
TGIDSA

¢

SSE 09 - CANH BAO CHU
KY ENC KHONG HOP LE

)

SSE 24 - DINH DANG :
CHU KY ENC KHONG HOP LE|™

p TIEP TUC GIAI MA ENC}

Xac thue tap tin cell ENC - Xac nhan chir ky ENC

10.7 Giii ma tap tin dir liéu ENC Base va ENC Update.

Trude khi giai ma tap tin Cell ENC base va update méi thi hé thong trudce
tién nén kiém tra trang thai dang ky cua Cell Permit duogc cai dat. Qua trinh nay
nham xac dinh xem liéu Data Client c6 duoc phép nhan va cai dat dir liéu ENC
moi.Hé thdng nay ciing tim cach cung cép diy du cac canh béo cho Data Client
trude khi gidy phép hét han.

10.7.1 Kiém tra tinh trang ding ky ciia cac gidy phép dworc cai dit.

Phan 10.5 xac dinhcac quy trinh va kiém tra dugc thuc hién boi Hé thong
Data Client khi cai dat Cell Permit.Phan nay xac dinh 1am cach nao dé cac Cell
Permit dugc quan 1y bdi h¢ théng Data Client khi dugc cai dat.No cling duoc
thiét ké dé cung cap cho Data Client cic canh bao ning cao végidy phép ding ky
sap hét han, dic biét 13 khi dit liéu ENC dugc st dung cho hang hai.

10.7.1.1 Kiém tra néu ding ky da hét han trong Cell Permit - Canh
bao bit budc

Viéc kiém tra nay dugc thuc hién trén céc tap tin Cell ENC co s& va cap
nhat méi trude khi giai ma.Viée kiém tra nay 13 can thiét dé thong bao cho Data
Client rang gidy phép dang ky da hét han nhung cac cell ENC Updates/base di
san c0.Canh bao nay chi ap dung cho gidy phép diang ky va khong duoc sir dung
cho cac gidy phép mua 1¢, tham khao phan 4.3.3.Thu tuc nay dugc tom luoc
trong so do tién trinh phia dudi va tiép dén 1a miéu ta timg budc.
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a) Trich xudt ngay hét han cua Cell Permit dugc tai 1én twong tmg véi tip
tin ENC da ma hoa.

b) Trich xuat ngay phét hanh cua tap Cell ENC co s¢ va ban cap nhat méi
nhét (neu san ¢6'%) duoc giai maty tdp tin PRODUCTS.TXT. Thong
tin nay nam ¢ truong thir 2 (ngay phat hanh san pham) va truong thi 4
(ngay phat hanh ban cip nhat méi nhat) cta ban ghi cell twong tmg vai
cell dugc ma hoa.

¢) Néu?2 ngay (trong tru’O'ng 2 va truong 4) dugc tra vé tai muc ‘b’ sau d6
chi ngay gan nhét" duoc str dung dé kiém tra véi ngay hét han.

d) Néu ngay phat hanh cua cell Base hoic cell Update thu dugc tai b) va
¢) 1a méi hon (trudc) ngay gidy phép hét han thu duoc tai a) thi gidy
phép bi cho 14 da hét han. Mot canh bao phai duoc hién thi nhu sau:

“SSE 15 - Subscription service has expired. Please contact your data
supplier to renew the subscription licence.” “SSE 15- Dich vu ddng ky da hét
han.Vui long lién hé véi nha phan phoi dir liéu dégia han gidy phép dang k.

Ung dung c6 thé cai dit gidy phép ENC di hét han nhung phai hién thi
canh bao “SSE 15” nhu trén.N6 ciing c6 thé giai ma tap tin Cell ENC base va update
trudc ngay hét han gidy phép.Diéu nay c6 thé duoc quan 1y bang cach st dungNgay
phat hanh [ISDT] chtra trong truong CATD-COMTIac nhdp vao.Khong nén nhap
vao cell co so hodc cap nhat néu ngay phat hanh [ISDT] 16n hon ngay hét han cta
Cell Permit dugc cai dit.Ung dung ciing phai hién thi mot canh bao thuong xuyén
khi gidy phép sir dung cell hét han trong Data Client, xem muc10.8.1

BO SAN PHAM

TRAO DOI |
T T A v
CAI BAT CELL TRICH XUAT TAP TIN THU TUC NAY DUGC CAP NHAT

ENG CO SO & g MerR s BHAT = PRODUC"'J TREN MOI TAP TIN CELL ENC CC

RN AR BN TACh YO - SG VA CAP NHAT VOI GIAY PHEP
PUGC CAI BAT

m— 'RICH XUAT NGAY] [TRICH XUAT NGAY
TRICH XUAT PHAT HANH TAP PHAT HANH TAP
CELL PERMIT TIN CELL CO SO TIN CAP NHAT
TUONG UNG l
. TRICH XUAT )\ SE 15 - CANH BAO CEL : z A A
CELL PERMITS ekt L H_E I SSE 15 - CANH BAO CELD) h{LI_E:N HE TOI NHA PHAN PH.O}
BUGC CAL DAT %NEQQ;;EE’TA:KN > PERMIT DA HET HAN __BE GIA HAN GIAY PHEP _

Mo

KIEM TRA KIEM TRA HET HAN
NGUON NGAY|€—— GIG -« TRUGC BAO
TH.AY THE ]\.{AY TINH NHIEU NGAY
TN HI]‘;:U CJlU 2 sg;‘ffy ., Y89 EoF 30 - CANH BAO GIAY P LIEN HE TOI NHA PHAN PHO
GPS MAY TIN'” e HET HAN TRONG 30 NGAY DE GIA HAN GIAY PHEP

GIEWSU [ :IEWERT{ CANH BAO SSE 25_THLI_6N(§]
LI-E_:U ENC XUYEN TREN MAN HINH
E—————3

Quy trinh kiém tra tinh trang dang ky trwdéce khi giai ma

12Néu khong c6 ban cap nhat dd phat hanh cho mot cell thi khong co6 thong tin §§n co.
13Trudpg “Ngay phat hanh ban cap nhat méi nhat”, néu dugc tich, s€ khong thé trudc “Ngay phat hanh
san pham”, vi du trong trudong hop phat hanh lai.
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10.7.1.2 Kiém tra tinh trang sir dung - yéu ciu canh bo truéc 30 ngay
Viéc kiém tra nay phai dugc thuc hi¢n khi tap tin cell ENC co s& hodc cap
nhat moi dugc cai dat va phai thong bao cho Data Client trang thai vé tinh trang
gidy phép dang ky trudc ngay hét han. Muyc dich 1a dam bao cho Data Client co
thoi gian gia han gidy phép dang ky cua ho va thu vé Cell Permit dugc cip nhat
tir Data Server. Canh bao chi 4p dung cho gidy phép ding ky va khong ap dung
cho gidy phép mua don 1¢, tham khao phan 4.3.3. Thu tuc nhu sau:
a) Thu duoc ngay hé théng va néu co thé, thu thém cac thong tin thoi gian
dang tin cay khéc, vi du tin hiéu GPS.
b) Thu dugc ngay hét han dang ky tur tap tin Cell Permit.
¢) So sanh ngay h¢ thong tir ‘a’ va ngay hét han dang ky tir ‘b’
d) Néu no nhiéu hon 30 ngay trudc ngay hét han dang ky, hé thong co thé
hoat d6ng ma khong can thong bao thém cho ngudi dung.
e) Néu it hon 30 ngdy truéc ngay hét han dang ky, hé thong co thé giai
ma va gidl nén thong tin mdi1 dugc phat hanh trong thoi gian dang ky.
Hé théng s& ban hanh mot thong diép canh bao téi ngudi dung nhu
sau:
“SSE 20 - Subscription service will expire in less than 30 days. Please
contact your data supplzer to renew the subscrtptwn licence.” —“Dich vu
dang ky se hét han trong vong chua day 30 ngay.Vui long lién hé véi nha phdn
phéi dit liéu dé gia han gidy phép”.
10.7.2 Giai ma Cell Key trong Cell Permit
Thu tuc nay dugc thuc hién bdi h¢ théng Data Client sau khi hoan thanh
xac thyc tap tin Chir ky ENC. Qua trinh giai ma bat dau bang viéc trich xuat cell
key can thiét dé giai ma ENC, bao gdm céc budc sau:
a) Gin byte dau tién cuia HW_ID Data Client vao cudi HW_ID dé duoc
dang HW_ID 6 byte (goi 1a HW_1D6).
b) Trich xuat ECK1 tir Cell Permit va chuyén d6i ECK1 tir chudi 16 ky tur
hex thanh 8 byte.
¢) Giai md ECK1 di chuyén doi (dau ra tir ‘b’) bang cach sir dung thuét
toan Blowfish vo1t HW_ID la chia khoa. Diéu nay tra vé CK1.
d) Trich xuat ECK2 tir Cell Permit va chuyén d6i ECK2 nay tir dang
chudi 16 ky tu hex thanh 8 byte.
e) Giai ma ECK2 di chuyén doi (dau ra tir ‘d’) bang cach st dung thuat
toan Blowfish vai HW_ID6 1a chia khoa. Piéu nay sé& tra vé CK2.
Vi du:
HW_ID 3132333438 Dang Hex
Cell Permit NO4D061320000830BEBIBFE3C7C6CE6S | Vi du vé Cell Permit
B16411FDO9F96982795C77B204F54D48

Pau ra tir ‘a’ 313233343831 HW ID6

Dau ra tir ‘b’ 8 byte — khong in dugc ECK1 da ma hoa

Dau ra tir ‘c’ CI1CBSI18E9C Cell Key 1 (dang hex)
Pau ra tir ‘d’ 8 byte — khong in dugc ECK2 da ma hoa

Dau ra tir ‘e’ 421571CC66 Cell Key 2 (dang hex)

Luu y rang cac Cell Key khong duge ma hoa ¢ chiéu dai 5 byte, mic du
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cacCell Key duoc ma hoa co chiéu dai 8 byte. Piéu nay la do thuat toan
Blowfish dém thém vao Cell Key dé co chiéu dai 8 byte khi ma hoa ching va
khong démthém vao cell key ma hoa khi giai ma chung.

10.7.3 Giai ma tap tin cell ENC co sé hoic cap nhat

Thu tuc nay dugc thuc hién béi hé théng Data Client va dugc thuc hién
nhu néu trong biéu dd tién trinh (xem phan 10.7.2 va 10.7.3) va sau day 1a
huéng dan timg budc'

a) Giai ma tap tin ENC bang cach sir dung thuét toan Blowfish voi CK1

1a khoa giai ma®.

b) Giai nén tap tin ENC. Néu giai nén thanh cong thi tap tin ENC duoc

giai md va sin sang dé nhap vao.

¢) Néu giai nén khong thanh cong, giai ma tap tin ENC bang cach sir

dung thuat toan Blowfish v1 CK2 1a khoa giai ma.

d) Giai nén tap tin ENC. Néu giai nén thanh cong, tap tin ENC dugc giai

mi va sin sang dé st dung.

e) Néu giai nén khong thanh coéng & muc ‘b’ va ‘d’, diéu nay co nghia
Cell Permit khong chura gid tri cell key hop 1€. Hé thong s€ tra vé mot
thong diép canh bao phu hop va thong bao cho Data Client rang mot
Cell Permit méi dugcthu vé tir Data Server.

“SSE 21 — Decryption failed no valid cell permit found. Permits may be
for another system or new permits may be required, please contact your
supplier to obtain a new licence.” — “SSE 21- giai ma that bai do khong tim
thdy cell permit hop lé. Gidy phép c6 thé cho hé thong khdc hodc gzay phép mdi
c6 thé du’ac yéu cau, vui long 1én hé véi nha phdn phoi dir liéu dé thu vé gidy
phép moi”.

10.7.4 Gidi nén tap tin ENC (base hoac Update)

Thu tuc nay dugc thuc hién boi Data Client khi giai ma tap tin ENC. Thu
tuc nay nhu sau:

Giai nén tap tin ENC béng cach sur dung ti€u chuan ZIP [6] dé tao mot tap
tin hoan toan tuan tht Tiéu chuin S-57 An ban 3.1- Chi tiét ky thuat san phim
ENC.

LUU Y:Gia tri CRC ctia ENC [1] luén duoc tinh trén théng tin ENC
khéng duoc ma hoa. Ung dung phai xdc nhan viéc giai ma va giai nén thanh
cong bang cach tién hanh kiém ra CRC trén tat ca thong tin ENC.

"“OEM nén luu y rang khong ¢ yéu cau dé kiém tra ngay an ban dya vao gidy phép hodc tir thu tyc
nay.

" Thay vi giai mi va giai nén toan b tap tin ENC, Data Client c6 thé kiém tra thong tin tiéu dé duoc
giai ma phu hop vai ti€u chuan ZIP [6].
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10.8 Cac canh bao thuwdng xuyén trén Data Client

Data Client da thyuc hién kiém tra khi tai tap tin dit liéu va gidy phép ENC
dé xac nhan su phu hop véi tiéu chuin nay.Tuy nhién, bat ky két qua 15i hodc
thong diép canh bao c6 thé khongduoc dich thong qua ECDIS khi n6 dang st
dung, vi du khi 14p tuyén hanh trinh hodc diéu huéng. Diéu d6 1a co thé, theo
Lugc dd bao vé dir liéu hién tai, sir dung cac ENC da 16i thoi ma nguoi dung
khong biét rd diéu d6. Muc dich ctia phan nay 1a dé nhan biét cac thong bao s&
thudng xuyén dugc hién thi bang Data Client khi dang str dung.

Data Client phai hién thi théng diép canh bao thuong xuyén cho nguoi xem
khi n6 dugc xac dinh rang thong tin ENC chira trong SENC da 16i thoi.Data Client
phai thyc hién viéckiém tra sau day khi hién thi mot cell trén ECDIS:

e (0 gidy phép ENC cai dat hét han?

e Co phai dir lieu SENC duoc cai dit 16i thoi déi véi tap tin

PRODUCTS.TXT dugc cai dat méi nhét?

10.8.1 Gidy phép ENC hét han

Data Client phai kiém tra tinh trang cta gidy phép ENC duoc cai dat khi
hién thi mot cell ENC cuy thé. Néu gidy phép da hét han thi ECDIS hién thi mot
canh bao thuong xuyén thong bao cho ngudi dung rang cell ENC nay c6 thé di

SSE 21 - Canh bao gidi ma thét
bai - Khoa giai ma khong hop 1€
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16i thoi nhu sau:

“SSE 25 - The permit for ENC<cell name> has expired. This cell may
be out of date and MUST NOT be used for Primary NAVIGATION”. — “SSE
25 — gidy phép cho ENC <tén cell> di hét han.Cell nay c¢6 thé da l6i thoi va
KHONG PUOC sir dung cho HANG HAI”.

10.8.2 Dir liéu SENC 13i thoi

Data Client phai kiém tra tinh trang cua cell ENC dugc hién thi dwa vao
trang thai da biét cta cac cell trong mot dich vu ctia Data Server riéng. Diéu nay
phai dugc thuc hién bang cach so sanh phién ban hién tai [EDTN] va Cap nhat
[UPDN] chta trong hé théng SENC cho tit ca cac cell dua vao ban ghi cell
tuong ung duoc liét ké trong tap tin PRODUCTS.TXT méi nhat.

Mot canh bao thuong xuyén dugc dua ra khi cell ENC hién thi bai ECDIS
khong duoc cap nhat phién ban hodc ban cap nhat mdi nhat trong dich vu nhu sau:

“SSE 27 - ENC<cell name> is not up to date. A New Edition, Re-issue
or Update for this cell is missing and therefore MUST NOT be used for
Primary NAVIGATION”. — “SSE 27 — ENC <tén cell> khong dwoc cdp nhdt.
Mot phién ban moi, dir liéu tdi ban hodc ban cdp nhdt bi thiéu, dé dé KHONG
PUOC sir dung cho muc dich HANG HAI”.

10.9 THU TUC QA — DATA CLIENT

10.9.1 Kiém tra va chip nhian Chirng chi s6 SA (va Khéa chung)

Data Server s& nhan khoa chung ctia SA & 2 dinh dang, dang chtng chi sd
X.509 va dang khoa chung in ra dugc. Data Client s€ c6 kha nang tai Chung chi
s6 SA va so sanh bang tay khoéa chung dua vao khoa chung duogc in ra (xem
phan 10.6.1.1). Data Client s& chi chdp nhan khoa chung ctia SA khi diéu nay da
dugc thuc hién. Quy trinh nay ap dung cho cic Khoa chungdau tiéncua SA va
bat cr khoa chung tiép theo dugc SAphat hanh.

10.9.2 Tao User Permit

Nha cung cip Hé théng/ing dung c6 kha ning tao User Permit riéng cta
ho chira HW ID d3 ma hoa.User Permit dugc cung cip cho Data Server dé tao
Cell Permit cho thong tin ENC dugc yéu cau.User Permit s& chi duoc tao dé yéu
cau Cell Permit tir Data Server.

10.9.3 Xac nhan Chirng chi Data Server

Nha san xuit Gmg dung s& cho phép xac minh Chimg chi Data Server chira
trong tap tin Chir ky ENC bang cach str dung Khéa chung SA. Néu Chimg chi Data
Server duoc xac minh thanh cong, tmg dung sau d6 sé& trich xuat Khéa chung Data
Server tir Ching chi Data Server va st dung né dé xac minh Chir ky ENC.

SA sé& thong bao cho Nha San xuat vé viéc thu hdi Ching chi Data Server.

10.9.4 Xac nhan Cell Permit

Hé thong Data Client phai c6 kha ning dé x4c nhan tinh toan ven cia Cell
Permit bang cach kiém tra Check Sum d& mé hoa. Piéu nay dugc thyc hién bang
cach thuc hién theo cac tha tuc quy dinh trong phan 10.5.4 cua Chi tiét ky thuat.

Data Client phai c6 kha ning quan 1y Cell Permit duoc cung cp boi nhiéu
Data Server.Data Client ciing phai c6 kha nang quan ly Cell Permit cua cac ENC
gidng nhau duoc cung cip boi nhiéu Data Server.

Data Client phai ¢6 kha nang quan 1y cac Cell Permit dugc luu trir sao cho
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cac Cell Permit cil c6 thé bi x6a bo va cac Cell Permit méi duge thém vao hodc
hop nhat véi cac Cell Permit da dugc luu trit.

Ung dung Data Client khong nén cho phép Data Client c6 kha ning xem
dugc hodc sao chép cac Cell key da ma hoa.

10.9.5 Xac nhan va giai ma thong tin ENC

Data Client phai c6 kha ning chdp nhan mét tap dir liéu ENC dugc ky va
duoc ma hoa béng cach lam theo thu tuc dugc dinh rd trong ph?m 10.6 va 10.7.

10.10 Cac thii tuc QA — Nha sian xuit ECDIS (OEMs)

10.10.1 Théa thuian bao mat

SA s& cung cap cho Nha san xuat ban sao tat ca thong tin dugc yéu cau dé
van hanh Lugc dd bao vé dir liéu trong mot Thda thuan bao mat. Nha san XuAt
phai tuan thu céac diéu khoan va diéu kién cua Thoa thuin bao mat va dam béo
rang tat ca thong tin cung cap duoc luu gitr dén nay.

10.10.2 Kiém tra tuén thi hé thong

Nha san xuat ECDIS s& thuc hién kiém tra su tuan tht ndi boviéc tuan thu
day du Luge dd bao vé, trén co sd cac mo ta duge cung cap trong tai liéu nay va
dir liéu thr nghiém duoc cung cap.

SA s& chi phat hanh M ID va M _KEY khi kiém tra sy tuan tha thanh
cong nhu dugce cung cip boi mot tai lidu ching chi tu ky.

10.10.3 Luu trt M_ID va M_KEY

Khi Nha san xuat ECDIS tham gia Luoc d6, SA s& cung cap thong tin
thudc tinh dé tao User Permit.

Nguoi str dung tng dung ctua Nha san xuit ECDIS khong thé xem hodc
trich xuét thong tin M_KEY.

10.10.4 Tao HW_ID

Nha san xuét phai c6 kha nang tao HW_ID theo dinh dang dugc yéu ciu
trong Tiéu chuin. Gia tri nay 1a ngau nhién sao cho chung khong lién tuc va
khong 1ap lai.

Nguoi ding tmg dung ctia Nha san xuit khong thé xem hodc trich xuét
thong tin HW_ID tir tng dung.

10.10.5 Ghi lai HW_ID

Nha san xuat phai ghi lai trong mot S6 ding ky HW_ID, cic gia tri cua
mo6iHW _ID dugc tao.Chi tiét nay duoc tao san khi SA yéu cAu.
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11. GIAI THICH VA MA LOI TRONG S-63
M3 16i | L6i/Thong diép cianh bao

SSE 01

“Self Signed Key is invalid”

“Khoa ty ky khong hop [é”

SSE 02

“Format of Self Signed Key file is incorrect”

“Dinh dang tdp tin Khoa tw ky khong chinh xac”

SSE 03

“SA Signed Data Server Certificate is invalid”

“Churng chi Data Server duoc SA ky khong hop 1¢”

SSE 04

“Format of SA Signed DS Certificate is incorrect”

“Dinh dang Chiung chi Data Server duwoc SA ky khong chinh xdac”

SSE 05

“SA Digital Certificate (X509) file is not available. A valid certificate can
be obtained from the IHO webszte or your data supplier”

“Khéng c6 san tép Chirng chi s6 SA (X509). Co thé thu vé Chirng chi hop
lé tir trang web IHO hodc nha phan phoz dir liéu cua ban”

SSE 06

“The SA Signed Data Server Certificate is invalid. The SA may have issued
a new public key or the ENC may originate from another service. A new
SA public key can be obtained from the IHO website or from your data
supplier”

“Ching chi Data Server dwoc SA ky khong hop lé. SA co thé da phat hanh
mot khoa chung moi hoac ENC co thé sinh ra tr mot dich vu khac. Co thé
thu vé khoa chung SA tur trang web IHO hodc tw nha phdn phoi dir lieu”

SSE 07

“SA signed DS Certificate file is not available. A valid certificate can be
obtained from the IHO website or your data supplier”

“Khéng c¢6 san tdp tin Chieng chi Data Server dwoc SA ky. Co thé thu veé
Churng chi hop Ié tu trang web IHO hodc cua nha phan phoi dir liéu”

SSE 08

SA Digital Certificate (X509) file incorrect format. A valid certificate
can be obtained from the IHO website or your data supplier

“Dinh dang 1dp tin ching chi so SA (X509) khong chinh xdc. C6 thé thu vé
Churng chi hop lé tu trang Web IHO hodc tw nha phdn phoi dir liéu”

SSE 09

ENC Signature is invalid

“Chit ky ENC khong hop 16"

SSE 10

Permits not available for this Data Server. Contact your data
supplier to obtain the correct permits.

“Khong c6 san gid’y’ phép cho Data Server ndy. Lién hé véi nha cung cdp
dit liéu de thu vé giay phép hop l¢”

SSE 11

Cell Permit not found. Load the permit file provided by the data supplier.

‘Khong tim thdy gidy phép. Tdi tdp tin gidy phép dwoc cung cdp tir nha
phdn phoi dir liéu”.

SSE 12

Cell Permit format is incorrect. Contact your data supplier and obtain a
new permit file.

“Dinh dang gzay phép khong diing. Lién hé véi nha cung cdp dir liéu va
thu vé mét gidy phép moi”

SSE 13

Cell Permit is invalid (checksum is incorrect) or the Cell Permit is for a
differentsystem”. Contact your data supplier and obtain a new or valid

permztfle

“Gidy phép khong hop lé (Checksum khong chinh xdc) hodac gidy Pphép duge sir
dung trén mot hé thong khdc. Lién hé véi nha phdan phoi dir liéu dé thu vé gidy
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M3 16i | L6i/Thong diép cianh bao
phép méi hodc gidy phép hop 16"
Incorrect system date, check that the computer clock (if accessible) is set
SSE 14 correctly or contact your system supplier.
“Ngay h¢ thong khong chinh xdc, kiém tra dong ho mdy tinh (néu cé thé)
dé thiét lap lai cho diing hodc lién hé véi nha cung cap hé thong ciia ban”
Subscription service has expired. Please contact your data supplier to
SSE 15 |enew t,he subscription ligence ’
“Da hét han su dung gidy phép. Vui long lién hé voi nha cung cap dir liéu
ciia ban dé lam méi gidy phép sir dung.”
ENC CRC value is incorrect. Contact your data supplier as ENC(s) may
SSE 16 be corrupted or missing data. ,
“Gia tri CRC khong chinh xac. Lién hé voi nha phdn phoi dir liéu vi ENC
¢ thé bi 161 hodc thiéu di liéu”
Userpermit is invalid (checksum is incorrect). Check that the correct
hardware device (dongle) is connected or contact your system supplier to
SSE 17 obtain a valid userpermit. ,
“User Permit khong hop l¢ (Check Sum khong ding). Kiem tra lqi thiét bj
phan cung (dongle) da dwoc két néi hay chwa hodc lién hé véi nha cung
cdp hé thong cua ban dé nhdn User Permit hop 16"
SSE 18 HW ID is incorrect format

“Dinh dang HW ID khong chinh xdc”

SSE 20

Subscription service will expire in less than 30 days. Please contact your
data supplier to renew the subscription licence

“Gidy phép s hét han trong thoi gian it hon 30 ngay. Vui long lién h¢ voi
nha phan phoi dir lieu dé lam moi giay phép”

SSE 21

Decryption failed no valid cell permit found. Permits may be for another
system or new permits may be required, please contact your supplier to
obtain a new licence

“Gidai ma that bai do khong tim thay gidy phép hop le. Gidy phép co thé
cho h¢ thong khac hodc giay phép moi dwoc yéu cau, vui long lién he voi
nha cung cdp dit liéu dé thu vé gidy phép méi”

SSE 22

SA Digital Certificate (X509) has expired. A new SA public key can be
obtained from the IHO website or from your data supplier.

“Chimg chi s6 SA (X509) da hét han. C6 thé thu vé Khéa chung SA mdi tir
trang Web IHO hodc tw Nha phdn phoi dir liéu cua ban.”

SSE 23

Non sequential update, previous update(s) missing try reloading from
the base media. If the problem persists contact your data supplier.

“Thiéu ban cdp nhdt theo trinh tw, thir cai dat lai tir CD. Néu van dé van
con tiép dién, lién hé voi nha phan phoi dit liéu cua ban”

SSE 24

ENC Signature format incorrect, contact your data supplier

“Pinh dang Chit ky ENC khdng chinh xdc, lién hé véi nha phdn phoi di
lieu cua ban™
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M3 16i | L6i/Thong diép canh bao

Viewer — “The permit for ENC<cell name> has expired. This cell may be
out of date and MUST NOT be used for Primary NAVIGATION”.

Nguroi xem — “Gidy phép cho ENC (Cell Name) da hét han. Cell nay da 16i
thoi va KHONG PUQC sir dung cho muc dich HANG HAI”

This ENC is not authenticated by the IHO acting as the Scheme
SSE 26 | Administrator

“ENC nay chwa dwoc xdc nhdn boi IHO (tiec la Nha quan tri Liege do)”
Viewer — “ENC<cell name> is not up to date. A New Edition, Re-issue or
Update for this cell is missing and therefore MUST NOT be used for
Primary NAVIGATION .

Nguoi xem — “ENC <cell name> da 16§ thoi. Thiéu mot Phién ban moi, dir
liéu tai ban hodc cdp nhdt, do do KHONG PUQOC sir dung cho muc dich
Hang Hai.

SSE 27

SSE 01 phai duogc tra vé khi Khoa tu ky (SSK) khong dugc xac nhan dua
vao khoa chung luu trit nhu mot phan ciia SSK. Data Server phai kiém tra SSK
cua chinh n6 1a hop 1€ trude khi guri td1 SA.SA s€ xac nhan SSK cua Data Server
trudce khi tra vé Chang chi Data Server duoc SA ky.

SSE 02 phai dugc tra vé néu dinh dang SSK khong ding. Do céac thanh
phﬁn cua SSK hodc céc ky tu bi thiéu. SA va Data Server phai hoan thanh vi¢c
kiém tra nay.

SSE 03 phai duoc tra vé néuChimg chi Data Server dugc SA ky khong
dugc xac thuc mot cach chinh xacdya vao Khoéa chung SA. Qua trinh xac nhan
nay phai dugc thuc hién boi SA trude khi cung cip nd cho Data Server.Data
Server phai xac nhan chig chi SA nhan dugc tir SA.Data Client phai xac nhan
Chtng chi SA chura trong tap tin Chitr ky ENC trude khi gidi ma.

SSE 04 phai duoc tra vé néu Chimg chi Data Server duoc SA ky ¢ dinh
dang khong dl'mg.Diéu nay phai duogc thuc hién bdi Data Server khi nhan dugc
tur SA.

SSE 05 phai duoc tra vé néu khong c¢o chimg chi duoc cai dit trén Data
Client hoac duong dan téi né khong tim thay.

SSE 06 phai dugc tra vé néu Chung chi s6 SA (khéa chung) khong duoc
dua vao nhimg diéu sau:

Chung chi sb SA s& khong dugc xac nhan dya vao Khoa chung SA.

Khoéa chung ctia SA chira trong Chtng chi sb s& khong dugce xac thuc
dya vao chir ky chua trong tap tin Chir ky ENC. Diéu nay cé thé 13 mot
truong hop cua Chung chi khong c6 can cir hoac khong hop 1¢ hodc dinh dang
chir ky khong chinh xéc.

SSE 07 phai dugc tra vé néu Ching chi Data Server duoc SA ky khong
c6 san cho Data Server kiém tra hodc khong c6 mit trong tap tin Chir ky ENC
khi Data Client cd gang xac nhan no.

SSE 08 phai dugc tra vé khi Khoa chung ctia SA t6 chuc trong Ching chi
s6 SA c6 dinh dang khong diing hodc tap tin Chimg chi khong doc duoc.

SSE 09 phai duoc tra vé néu thanh phan Chit ky ENC trong tap tin chir ky
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ENC khéng duogc xac thuc duya vao Khoa chung ctia Data Server chura trong
thanh phan ching chi cta tap tin chit ky ENC.

SSE 10 phai duoc tra vé néu khong c6 Cell Permit ¢ sdn cho Data Server
cu thé phu hop véi BO san pham trao d6i dugc tai 1én.

SSE 11 phai duoc tra vé néu khong co gidy phép dugc cai dat trén hé
thong.

SSE 12 phai duoc tra vé néu Cell Permit c6 dinh dang khong chinh xéc.

SSE 13 phai duoc tra vé néu CRC duoc tinh toan cta Cell Permit khong
duge x4c nhan dua vao CRC duoc to chuc trong Cell Permit. [Data Client] biéu
nay c6 thé do HW_ID c¢6 van dé, bi 1i trong qué trinh chuyén giao hoic Gidy
phép duoc dung cho mdt hé théng khac.

SSE 14 phal duogc trd vé néu ngay h¢ thong khong dong nhét véi ngay thu
duoc tir bat ky giai phap thay thé, ngay tir ngudn dang tin cdy, vi du nhu GPS
(Data Client).

SSE 15 phai dugc tra vé néu ngay hét han cta Cell Permit c6 ky han sém
hon so v6i ngay thu duge tir ngay he théng duoc xac nhan. [Data Client].

SSE 16 phai duogc tra vé néu gia tri CRC dugc tinh toan ciia ENC (sau khi
gidl ma va giai nén) khong duoc xac nhan dya vao gia tri CRC tuong Ung trong
tap tin CATALOG.031. Diéu nay ciing ap dung cho céc tap tin chir ky, text, hinh
anh khong dugc ma héa.[Data Client].

SSE 17 phai duoc tra vé néu CRC chira trong User Permit khong duoc
xéac nhan dua vao CRC tinh toan tr HW_ID duoc trich xuat [Data Server].

SSE 18 phai duoc tra vé néu HW _ID di ma héa duoc trich xuat tir User
Permit co dmh dang khong chlnh xac [Data Server].

SSE 20 phai duoc tra vé néu Gidy phép hét han trong 30 ngay hodc it hon.

SSE 21 phai duogc tra vé néu Cell Key hop 1¢ (khoa giai ma) khong thu
dugc tir Cell Permit lién quan cho phep hé théng giai ma cell ENC tuong ung.

SSE 22 phai dugc tra vé néu Chung chi s6 SA (X509) bi hét han.Do6 1a
néu ngay “hop 18 dé” trong Chimg chi cii hon ngay hé thdng dugc xac nhén.

SSE 23 phai dugc tra vé néu ENC cap nhat duoc nhap vao khong lién tuc
v6i ban cap nhat mdi nhat da chaa trong SENC cho bat cir Cell dugc dua ra.
Duéi cac diéu kién cua quy trinh cap nhat (cho mdi cell) phai két thic va ECDIS
hién thi mot canh bao khi cell dugc hién thi 1a cell da 18i thoi va khong duge sir
dung cho hang hai.

SSE 24 phai duoc tra vé néu dinh dang chit ky ENC (cap R va S thir nhat)
khong tuong thich voi dinh dang néu trong tai liéu nay.Theo cac diéu kién nay,
qua trinh nhap cell s& két thuc nhung hé thdng sé& tiép tuc xac nhan tinh toan ven
cua cac cell con lai.

SSE 25 phai duoc tra vé néu gidy phép st dung ENC luu trit cho cac cell
dua ra da hét han. Cac cell c6 thé xem duoc nhung mdt tin nhén canh bao phai
thudng xuyén hién thi cho nguoi sir dung, vi du: “Gidy phép cho ENC <cell
name> d3 hét han. Cell nay co thé d3 13i thoi va KHONG PUQC st dung cho
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muc dich HANG HAT”.

SSE 26 phai duoc tra vé néu Chung chi ty ky (trong tap tin Chit ky ENC)
xac nhan dya vao mot tap tin Ching chi hodc Khoa chung duoc luu trit trén Data
Client khéc véi ching chi duge cung cip boi SA. Piéu nay phuc vu cho truong hop
¢6 nhiéu Chung chi hoic Khéa chung duoc luu trit trong Data Client.

SSE 27 phai duoc tra vé néu trang thai cua cell bixem nhu khong cap nhat
ddi véi tap tin PRODUCTS.TXT méi nhat dugc tai 1én hodc duy tri trén h¢
théng. Mot thong diép canh bao phai thuong xuyén dugc hién thi trén man hinh
thong tin cho nguoi dung nhu : “ENC <cell name>dd 16i thoi. Co thé thiéu
Phién ban maoi, Dir liéu tai ban hodc cdp nhdt cho cell nay va do do KHONG
PUOC sir dung cho muc dich HANG HAI ",
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S-63 Phu luc A.

Thii tuc yéu ciu Chirng chi Data Server



1 Muc dich

Muc dich cta thu tuc ndy 1a dé xac dinh quy trinh dé Data Server thu vé
Chung chi Data Server dugc SA ky tot SA nhu dugc dinh nghia trong Ti€u
chuan S-63 - Lugc do Bao vé Dit liéu.

2 Trach nhiém

2.1 Sw cin thiét ciia Ching chi Data Server

Mot to chitc ma hoa va ky chit ky s6 1én dir liéu ENC 13 mot phan cia
Luogc db Béo vé dit liéu S-63 sé yéu cau Chung Chi Data Server dugc ky boi
SA.

Nguoi dung dit liéu ENC da ma hoa va dugc ky chit ky sd (vi du hé théng
ECDIS xéc thuc chit ky va giai mi thong tin ENC) khong can Chimg chi Data
Server.Cac dai ly hodc nha phan phéi dir li€u s€ chi cung cép dich vu ENC duoc
cung cap boi Data Server khong yéu cau Chimg chi Data Server.

2.2 Co quan Thiy dac va T6 chitc RENC

Tat ca cic co quan thiy dacva té chite RENC (Trung tAm phdi hop ving
ENC) chi phai hoan thanh Phan I cia mAu don kém theo, bao gém cac thong tin
can thiét déxin mot Chung chi Data Server. Mot Data Server chi co thé thu vé
mot Chung chi Data Server.

2.3 Khéng phai Co quan Thity dac va t6 chirc RENC

Céc to chirc thwong mai khac mong mudén hoat dong nhu Data Server dé
ma hoa va ky chit ky s6 1én thong tin ENC tuan theo Luoc d6 bao vé cling c6 thé
xin mQt Chung chi Data Server. Tuy nhién, cac td chirc nay phai dugc mdt Data
Server d3 1a thanh vién cua Lugc dd bao vé tan thanh yéu cdu va hoan thanh
Phan II ciia mau don dinh kém. Data Server cung cap dit liéu ENC dé cac to
chtrc thuong mai dong ¥ yéu cau.

2.4 Cuc Thity dac Qudc té(IHB)

IHB nhu 1a mdt Nha quan tri Lugc dd c6 trach nhiém tao chimg chi Data
Server phu hop véi tha tuc ndi bg.

3 Cac dinh nghia
Data Server:  DPay la thuat nglt dugc str dung dé x4c dinh mét td chic tao ra

dir liéu ENC d3 ma hoa duoc ky chit ky sb va phat hanh Cell
Permit t6i Data Clients (ngudi dung cudi cung).
Chung chi : Chung chi 1a tai liéu dang s6 xac nhan su rang budc cua khoa
(Certificate)  chung t&i mot t6 chic hodc ca nhan. Chung chi déxac minh rang
mot khoa chung cu thé thudec mot to chirc cu thé, trong trudng
hop nay la IHO.

3.1 Tham khao

[1] Luoc d6 bao vé dit liéu IHO — S-63, IHO

[2] S-57 - Tiéu chuan chuyén doi cho Dit liéu thuy dac dang s6, IHO.
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4 Thu tuc

Chwong nay dinh nghia ludng théng tin, trach
nhiém va hudng dan chi tiét cc cong viéc.

4.1 Hoan thanh mAu don dinh kém

Mot Data Server da dugc Co quan Thuy dac
hodc t6 chitc RENC coéng nhan, mong mudn tham gia
vao Lugc d6 Bao mat dir liéu hai do dién ti(S-63),
chiu trach nhiém cung cip céac thong tin sau day téi
IHO:

e Thoa thuan Data Server dugc IHO ky.

e Mau don chung chi,yéu cau dién du thong

tin Phan 1, da duoc ky.

e Khoa chung cua Data Server

e Chung chi ty ky (SSK) cua Data Server

4.2 Nhu cau xac nhin

Tat ca cac to chirc khong phai 1 co quan thily
dac va RENC mong mubn trd thanh mot Data Server
phai ¢6 Mau don chimg chi yéu cau (Certificate
Request Form) dugc xdc nhan bo1 mot Data Server
hi¢n dang la thanh vién cua Luogc dd.

4.3 Cong nhan t6 chic

Viéc cong nhan Data Server phai hoan thanh
Phan II Mau don chimg chi yéu cau va ndp lai cho co
quan khong phai la Co quan Thuy dac hoac RENC.

4.4 Nop yéu cau téi IHO

Data Server chiju trach nhiém nép Pon yéu cau
da da hoan tit cung véi tat ca cac thong tin khac
duoc liét ké trong phﬁn 4.1 o trén to1 IHB.

4.5 X4c nhan Ching chi yéu cau

IHB sé& x4c nhan ngudn goc ciia Chimg chi yéu
cau va xac thuc khoa chung bang cach lién hé t6i
Data Server. Ho ciing s& dam bao nhu cau cho Ching
chi Data Server c6 hiéu luc béng cach lién hé voi
Data Server dé xac nhan.THB s& bdo céc 13i sai lai cho
nguoi dang ky.

4.6 Tao Chirng chi Data Server

IHB chiu trach nhiém xac thuc SSK duoc tao
boi Data Server. Néu dang tin thi IHB sau d6 sé& ky
1én Khoa chung cua Data Server dé tao Chung chi
Data Server, sau d6 cung cép t6i cac Data Server.

5 Cac tiéu chuin chit lwong

DATA SERVER.
HOAN THANH

CAC TAILIEU

-

YEU CAU
XACNHAN

Yes
43

[ DATA SERVER
_ NH_{QE VE
CAC XAC NHAN

“

DATA SERVER
TRINH CAC TA]
LIEU LEN IHB

L 4.5

IHB
XAC NHAN

KHONGDONG Y

poNG Y

4.6

[HE TAO VA
CUNG ciP
CHUNG CHI

No

IHB lyu trit théng tin Data Server yéu cau va tap tin dinh kém phu hop

vO&i cac thu tuc noi bo.
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ITHO S-63 Data Protection Scheme
Data Server Certificate Request Form
Ed.1-2003

Form to be returned to:
International Hydrographic Bureau
4, Quai Antoine 1", B.P 445 - MC 98011 MONACO Cedex
Principality of Monaco
Tel: +(377) 93 10 81 00, Telefax: +(377) 93 10 81 40

AAI@SS: ...ttt ettt e et e e ettt e et eeeabree e
AAIESS: ...ttt e
AAIESS: ..ottt e e
Postalnumber/place:...............c.coooiiiiniinnnnnn.. Country: .....ccoovveiieiieeieee e,
Tel: oo Fax: ..o Web: .
Administrativepointofcontact: Technicalpointofcontact:
Name:.......coocoimiiiiiii e Name: ........cccoomiiiiiiiiieee,
Tel: Tel:
E-mail: ... E-mail: ...

Please verify the following information is included:

] All fields in Part 1 & 2 of this form are completed

] Data Server Public Key

1 Data Server Self Signed Key (SSK)

] Signed THO S-63 Data Server Agreement, or [] already available with IHB

Signeddate: ................occeeeienn. NaAME: ..o
Part II: To be completed by endorsing HO or RENC organisation

OrganiSAtiON: ...........cccoiiiiiiiiiiiii ettt e ettt e e e e e e e e essbeaeeeeenaaeeeeennnaeeeas
COoMNTACT MAIMIC ...ttt ettt ettt e et e et e e sttt e e et e e eaeeeas
Tel: e Fax: ... E-mail:...........c.oocooiii

Part III: To be completed by IHB

] Form and attachments validated

1 Signed Data Server Agreement, ref. ...........ooiiiiiiiiiiiii e
[ Certificate created date: ............ceeeuuene File refi oo,
(] Certificate returned to Data Server

Signed date: ................ccceeeeennnee. NAME: .o
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. S-63 Phuc luc B
Thiu tuc yéu cau thong tin Nha san xuat ECDIS



1 Muc dich

Muc dich cua thu tuc nay la dé xac dinh quy trinh mét OEM c6 thé thuc
hién dé tr& thanh mot bén tham gia Luge dd Bao mat dir liéu hai dd dién tu(S-
63).Dé tham gia, cic OEM s& yéu cau gid tri M _ID va M KEY cho chinh
ho.DPay 1a cac gia tri dugc cung cap boi SA duge dinh nghia bai Luoc dd bao vé
dit liéu sao cho OEM ¢ thé gidi ma dir liéu ENC da ma hoa S-63.

2 Trach nhiém

2.1 OEM

OEM phét trién ung dung Data Clientcan gia tri M_ID va M_KEYduy
nhat.IHB (1a Nha quan tri luoc d6) sé& chia s¢ thong tin nay voi tat ca Data
Server tham gia Lugc d6.Mot OEM chi duogc cap mét cap M_ID va M_KEY.

Gia tri M_ID va M_Key s& duoc tra laiSA néu to chirc ngimg giao dich
hoic khong con hd tro ing dung truy cap va hién thi dir liéu ENC d3 ma hoa S-
63.Data Server s€ dugc thong bao vé cac trudong hop nhu vay sao cho khong ¢
gidy phép moi duoc phat hanh cho hé thong nha san xuit ECDIS riéng biét.

Khéng can phai cho Data Client quyén truy cap toi gia tri M| KEY boi vi
no duge xay dung mot cach bao mat trong ing dung nguoi dung cubi cung (vi
du Dongle) va duogc cung cép toi Data Client ¢ dang d3 ma hoa, dugc biét dén
nhu mot User Permit.

2.2 Cuc Thity dac Qudc té

[HB (nhu 13 mot SA) co trach nhiém duy nhat 13 tao ra gia tri M_ID va
M_KEY va cung cip chiing t6i OEM va phan phdi giita cac Data Server.

3 Dinh nghia

M 1ID: M3 dinh danh nha san xuat ECDIS
M KEY: Khoa nha san xuat ECDIS
OEM: Nha san xuat thiét b1 ECDIS

User Permit: Mot chudi 28 ky tu chit-sd chﬁ’a HW_ID dugc ma hoa cua Data Client
voi M_KEY cua Nha san xuat ECDIS va chira M_ID.

Dongle: Thiét bj khoa ctimg chita HW _ID cua hé thdng Data Client

3.1 Tham khao

[1] Luoc d6 bao vé dit liéu IHO S-63, IHO

[2] S-57 Tiéu chuan chuyén d6i dit liéu thuy dac dang s6, IHO

4 Thu tuc

Chuong nay xac dinh ludng thong tin, trach nhiém va huéng dan chi
tiétcong viéc.

4.1 Hoan thanh Miu don yéu cau

OEM chiu trach nhiém hoan thanh tat ca cac thong tin trong Phan 1 ctia mau
don yéu cau M_ID va M_KEY dugc dinh kém. THO ¢6 thé mudn yéu cau cung cap
thém tai liéu nhu 1 Thoa thuan bao mat — viéc ndy chua duoc miéu ta chi tiét tai
day
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Luu y rang mot OEM c6 thé:
e Chi dugc chi dinh motcap M_ID va M _KEY

e Phai tra lai thong tin cho SA néu ding giao dich hodc khong cung cap san

pham xac thuc chit ky hodc khong con cé nhu

cau giai ma thong tin ENC.

4.2Xac minh Miu don yéu ciu

SA xac minhtit ca thong tin trong Phan I cua
Don yéu cau d3 hoan thanh, hodc cung cap thong tin
cho OEM vé cac thong tin bi thiéu.

4.3 Xac minh Théa thuén bao mat da ky

SA xac minh rang mot Thoa thuan bao matda
ky da dugc bao gom v6i yéu cau hoic sin €0 trong
kho luu trit IHB.Néu Thoa thuan khong co sin, thong
bao téi OEM vé céc yéu cu bit budc cho mot Thoa
thuan da ky.

4.4 Xac nhin kiém tra thanh cong Dir liéu
kiém tra S-63.

Xac minh rang OEM d3 hoan thanh toan bo
viéc kiém tra ctia tmg dung véi dit liéu kiém tra THO
S-63 c6 san.Néu khong, yéu cau OEM xac dinh hoan
tat cac thu tuc kiém tra truéc khi M_ID va M_KEY
duoc cung cép.

4.5 Kiém tra OEM hién khong c6 M_ID va
M_KEY

X4ac minh OEM khong c6 M_ID va M _KEY
duoc chi dinhtrudée d6.Néu khong, thong bao cho
OEM vé van dé nay.

4.6 Tao M_ID vaM_KEY

SA gan cho OEM moét to hop M_ID va M_KEY
san c6 va duy nhat.

4.7 Thong bao vé M_ID va M_KEY méi

SA thong bao téi OEM vé M_ID va M_KEY cua
ho.SA thong béo tdi tat ca cac Data Server di dang ky
vé thong tin M_ID va M_KEY méi.

4.8 Thong bao cho OEM cac van dé véi Pon

yéu cau

SA thong bao cho OEM vé cac van dé cu thé
Vi cac yéu cau va yéu cau cdp nhat thong tin dé duogc
cung cap truéec mot M_ID va M_KEY ¢o6 thé duogc chi
dinh. Tiép tuc qua trinh xtr Iy yéu cau bi cham dut.

5 Cac tiéu chuin chit lwgng

[HB luu trir Pon yéu ciu va tit ca cac thong tin
lién quan vo1 thu tuc ndi bo.
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IHO S-63 Data Protection Scheme

M ID and M_KEY Request Form
Ed.1-2003

Form to be returned to:
International Hydrographic Bureau
4, Quai Antoine 1", B.P 445 - MC 98011 MONACO Cedex
Principality of Monaco
Tel: +(377) 93 10 81 00, Telefax: +(377) 93 10 81 40

AAI@SS: ..ottt e ettt e et e e st e e e st e e e e e naaeaes

R 1 L PSR PPPP

F N 1 L] SR PPP
Postalnumber/place: ..............cccooeeiiiiirennen. Country: ......ccooevvviiieiiieeiee e,
Tel: oo Fax: ..o, Web: .o
Administrativepointofcontact: Technicalpointofcontact:
Name:.....ooooviiiiiiii e Name: ......ccoooooviiiiiiiieeeee,

Tel: e Tel: o
E-mail: ..o E-mail: ...

Please verify the following information is included:

1 All fields in Part 1 of this form are completed

[1Signed IHO S-63 OEM Agreement, or [ already available with IHB
"JCompleted successful testing of application with the M_ID and M_KEY provided
with the S-63 test dataset

Signeddate: ................................ Name: .....ocoooviiiiiiiiiiiiieecece e

Part II: To be completed by IHB

[1Verify Part 1 is completed

[1Signed OEM Agreement available, ref. ........ccccoooiiiiiiiiiiiiiiie e
1 Verify OEM does not have a previously issued M_ID and M_ KEY

Assigned M_ID: oo, M KEY: e
[IM_ID and M_KEY returned to OEM and all registered Data Servers

Signed date: ......................c..... NAME: ..o
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] S-63 Phu luc 1 [B) dit li¢u kiém tra S-63]
Dir liéu kiém tra cho Luwgc do Bao mat dir li€éu hai do dién ti(S-63)



Luu y quan trong: S-63 phu luc 1 bao gdm dir li¢u kiém tra dwoc
cung cip riéng ré nhu tap tin dwgce nén (ZIP) (xem muc S-63 trén trang
web IHO). Bén trong tap tin ZIP nay 1a mot tai liéu “Hwong dén thue hién
kiém tra dir li¢u” dé huéng din sir dung dir liéu kiém tra.Céc vin ban duéi
daytrinh bay ngan gon vé Phu luc 1.

1 Giéi thi¢u

S-63 Phu luc 1xac dinh cac khuyén nghi vé dinh nghia kiém tra va dit liéu
kiém tra cia cac nha phét trién ung dung cho Data Server va Data Client hiéu
céu tric an ninh duoc dinh nghia trong S-63 va kiém tra xem mg dung ctia ho
c6 phtt hop voi tiéu chuan. N6 bao gdm mét “Hudng dan thuc hién kiém tra dir
liéu” dugc cung cap cung véi Di lidu kiém tra.

S-63 Phy luc 1 duoc duy tri boi IHO DPSWG.Nhiéu dir liéu kiém tra c6
thé dugc dua ra trong twong lai dya trén thong tin phan hoi tir nguoi ding dé
cung cap nén tang kiém tra diy danham xac minh tinh ding ddn va tuan thu tiéu
chuan hoic dé ung dung ngudi dung cuo1 cung nhan blet cac tinh huongsal
pham. Phién ban hién tai cua tai liéu cung cap toan bd mau kiém tra dé kiém tra
viéc tuan thu.

Tai li¢u “Hudng dan thuc hién kiém tra dit liéu” s& dugc duy tri doc lap
v6i tai liéu chinhctia IHO S-63 va phién ban méi s& dugc cong bd trén trang web
[HO.

2 T6 chirc ciia Pinh nghia kiém tra va dir liéu kiém tra

2.1 Pinh nghia kiém tra

binh nghia kiém tra cung cép cic ham kiém tra mic do cao duoc
khuyéncao dé kiém tra su tuan thii cAu trac bao mat theo dinh nghia trong S-63.
No khong thay thé don vi kiém tra trong phat trlen phan mém nhung dua ra ciu
tric dau vao cho cac chiic ning k1em tra phan mém.

Dinh nghia kiém tra duoc to chirc trong chirc nang va quy dinh trong
chuong 3 cua tai liéu “Huéng dan thyc hién kiém tra dir liéu”.Dinh nghia kiém
tra cho chtrc ning Nha quan tri lugc ddkhong bao gdm trong tai liéu vi chi IHB
s& yéu cau cac kich ban kiém tra nay.

Mbi dinh nghia kiém tra: kiém tra cac tng dung cua Data Server hoac
Data Client.Luu ¥ rdng qua trinh kiém tra lién quan t6i tit ca tmg dung néu loai
ung dung dugc bod qua.

C6 dinh nghia kiém tra cho ca diéu kién kiém tra diing va diéu kién kiém
tra sai d¢ dam bao mot ing dung manh va phan anh diéu kién hoat dong.

Luu y rang IEC sé& chiu trach nhiém xac dinh loai ECDIS thich hopdong y
su kiém tra bo sung trong tai liéu nay.

2.2 Dit liéu kiém tra

Mot day dir liéu kiém tra duoc phat trién dé hd tro dinh nghia kiém
tra.Pic diém tung BO dir liéu kiém tra dugc dinh nghia trong chuong 4 cua tai
liéu “Hudng dan thyc hién kiém tra dir liéu”.

Mot loat cac dit liéu kiém tra duoc to chire trong tap tin ZIP va s€ gidi nén
vao mdt cu tric thu muc noi moi dit liéu kiém tra duoc dit trong mdt thu muc
riéng biét. Luu ¥ rang mot s6 bo dir liéu kiém tra duge dung trong nhiéu dinh
nghia kiém tra.
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Luu ¥ rang Dit liéu kiém tra ciing c6 thé duoc sir dung bdi cac nha phat
trién dé kiém tra don vi hodc kiém tra tinh huéng khac cho ung dung cuta ho.

2.3 Piéu kién sir dung dir li¢u klém tra

Thong tin ENC (cn thiét) bao gom trong dir liéu kiém tra di duoc tao sén
cho nguoi nhin dé kiém tra ing dyung cua ho va xac minh sy tuan thu tiéu chuan
S-63.Cac tai liéu dugc cung cap theo cac diéu kién bén dudi. Néu nguoi nhan
khong ddng v bi rang budc boi cac diéu kién nay thi cac thong tin ENC khong
nén duogc st dung va n6 s€ bi huy.

2.3.1 Piéu ki¢n phat hanh

Tai liéu quan trong duoc bao vé boi ban quyén cua Co quan thiy dac
qudc gia. Khong b phan nao cia tai liéu cung cap duoc tai ban, luu trit trong
mot hé théng phuc hdi hodc lan truyén dudi moi hinh thire hoac béng bat ky
phuong tién nao, dién tir, co hoc, sao chup hodc trir khi can thiét dé thuc hién
cac muc dich mo ta ¢ trén.

Tai liéu KHONG dugc st dung cho muc dich hang hai.

Khi tai li¢u khong con can thiét dé thuc hién muc dich nay, n6 va bat ctr
ban sao lam viéc phai bi ti€u huy.

2.3.2 Mién trir trach nhiém

Trong khi ITHB va Co quan thuy dac nd luc dé dam bao rang tai liéu phu
hop dé thuc hién cac muc dich, ho khong dua ra giéy bao hanh hoac su bao dam
khac vi muc dich d6, ma né s& dap tng duoc cac yéu cau. IHB va Co quan thity
dac s& khong chiu trach nhiém cho céc thiét hai hodc mat méttrong qua trinh. Tai
liéu cung cép duoc sir dung thude trach nhi€ém cia ngudi nhan.
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S-63 Phu luc 2 [Large edia Support]
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1 Gié6i thiéu

Cho dén gan day da s6 ECDIS/ECS chi c¢6 kha ning tai B6 San pham trao
d61 ENC (ExSets) tir CD-ROM. Tuy nhién, diéu nayngdy cang tré nén phd bién
v6i phan cimgOEM méi dé cung cép dia DVD hodc phuong tién hd trg 16n'
(Large Media Support- LMS). Viéc dua vao phuong tién hd tro nay cung cép
cho Data Server kha ning gdm nhiéu dit liéu ENC trén mot dia DVD don.

Mot sb van dé ndy sinh trong quéa trinh hoat dong cua Dich vu ENC ma
hoa S-63 bang cach st dung 4n ban 1.0 cta tiéu chuin.Phan 16n van dé nay 1a
viéc cung cap Bo san pham trao doi 16n din dén thoi gian tai l1én ECDIS/ECS
cham. Pay 1a mot trong nhimng 1y do chinh khién Data Server khong cung cip
dich vu gém cac B0 san phém trao doi don 1éma mé rong ra nhiéu CD-ROM.

Viéc luu trir mét BO San phém trao d6i ENC duy nhat trén mot thiét bi
luu trtt nhu DVD hoac USB c6 kich thudce twong duwong CD-EOM, s€ st dung
khoéng hiéu qua CD va bd nhd sdn c6. Nén luu trir nhiéu Bo san pham trao do6i
trén cung phuong tién, mdi kich ¢& twong tu nhu vay hién luu trir trén CD-
ROM. Vi phuong phap luu trir nay khong duge dinh nghia trong IHO S-57 -Chi
tiét k¥ thuat san phim hodc An ban 1.0 ctia S-63 mot cdu hinh méi phai dugc
xac dinh.

Khi thiét ké ciu triic media thi cin xem xét tinh dén nhitng diéu sau:

e Dich vu ENC ¢6 thé duge cung cép qua nhiéu bd media

e Dich vu ENC c6 thé chira dit liéu tir nhiéu Data Server

e Tap tin thich hop phai duoc cung cap sao cho Hé théng nha san xuét

ECDIS c6 thé quan ly va nhap vao dir li¢u ENC dugc ma hda S-63 mot
cach hiéu qua va nhanh chong va tao ra cac hé thdng truc quan, quan
1y nhiéu phan cua media dé dang.

2 Tong quan Media

Phan duéi day dua ra cach thiredr li¢u dugc td chirc trén Media. N6 cling
vach ra ciu triic B san phém trao ddi S-63 duoc stra doi cho DVD. Piéu nay
duoc hd tro boi luoc d6 trong Phu chuong A va B ciia phu luc nay. Thong tin
chi tiét lién quan dén noi dung va dinh dang cua tap tin va thu muc nay duoc
cung cip thém trong phu luc nay.

2.1 Cac loai Media

S& ¢6 2 loai media, “BASE” chira mot hodc nhiéu B San phém trao doi
co s6 va “UPDATE” chtra dit licu ENC cap nhat hang tuan, co6 thé chua trong
mot hodc nhiéu Bo san phém trao doi trén CD-Update. N6 duoc coi la do kha
ning ting dung luong ma cacloai media nay cung cip c6 thé phat hanh lai Bo
san pham trao ddi co sé trén CD-Update va nguoc lai cung cap cac ban cap nhat
hang tuan trén Base-CD.

2.2 Ciu tric tap tin va thu muc trén Media

Tat ca Bo san pham trao d6i déu nam trong thu muc gbc cia mdi CD bén
trong danh muc con cu thé cta riéng chiing. C4u hinh cac Bo san pham trao doi
déu gibng nhau nhu duoc néu trong phan 7.5.1 ca tai liéu chinh voi mot truong

"*Large Media Support c6 thé ciing dugc biét nhur 1a Mass Storage Devices.
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hop ngoai 1& dang chu y. Thu muc “INFO” bao gdm ca tip tin
“PRODUCTS.TXT” sé& khong con duogc luu trit trong thu muc gdc cua Bo san
pham trao d6i nhung luu trir trong thu muc gdc ctia CD.

Thu muc “INFO” s€ tiép tuc duoc st dung bdi Data Server bao gém tap
tin bo sung duy nhat va cu thé t&i dich vu m3 hoa ENC theo S-63 cta ho. Luu y
rang cac tap tin cia Data Server dugc luu trit trong thu muc ndy phai dit tén
theo cach ma KHONG LAM xung dot véi quy udc tén tap tin trong S-63.

2.2.1B6 sung tap tin Media

Mot tap tin bo sung c6 tén “MEDIA. TXT” dugc dua vao trong mdi phan
cia Media déhd trg Data client trong viéc quan 1y nhiéu Bo san pham trao doi
trén cung Media va trén nhiéu bd media. N6 cho phép hé thdng Data Client nhic
nho nguoi ding chén media thich hop bang cachthém vao mot thiét bi co thé
doc cac chudi trong mdi ban ghi trong timg phan ciia media. Thong tin chi tiét
hon vé dinh dang tap tin MEDIA.TXT dugc cung cép trong phan 3.

2.3 Nhan dién media

Phai c¢6 phuong phap dé phan biét gitta dich vu cung cap trén CD va dich
vu cung cap st dung large media support. Dau hiéu nhan biét dau tién 1a ID
khéi ctia media (xem phan 2.3.1). Piéu nay s& xac dinh viéc sir dung dinh dang
large media va thong bao cho Data Client vé thumuc va ciu trac tap tin.

Mot ddu hiéu nita 1a sy ¢6 mat cua tap tin MEDIA.TXT mdi nam trong
thu muc goc ciia Media, theo d6 mét dich vu ENC dang duoc cung cép bang
cach s dung large media support.

2.3.1 Dan nhan cho Media

Quy udc dan nhén cho large media support gidng nhu duoc st dung trong
IHO S-57 - Chi tiét k§ thuat san pham. Thay vi “V01X01”, & day, “V” 1a viét tat
cho “Volume”, “M” 1a viét tit cho “Media” s& duoc thay thé.

Nhin cac khéi cua large media supportciing chi ra ¢ bao nhiéu bo media
trong dich vu. Vi vay, néu c6 3 bo media thi ching s¢ dugc dan nhan nhu sau:

MO01X03 [Media set 1 of 3]
M02X03 [Media set 2 of 3]
MO03X03 [Media set 3 of 3]

LUU Y:DPiéu nay chi nhan biét sd cac bd media trong mot dich vu ENC
va khong am chi rang day 1a mot BO san pham trao d6i don nhat bao gdm nhiéu
b media. Muc dich ciia quy udc dat tén nay 1a dé gitp Data Client nhan biét
media (noi chtra cac cell ENC da dang ky).

3 Dinh dang tap tin Media

3.1 Danh sach san phflm (PRODUCTS.TXT)

Tap tin “PRODUCTS.TXT” cua “Base Media” chtra ban ghi tat ca cac
cell t6 chirc trén CD riéng biét.Phan tiéu dé dugc dinh nghia nhu trong phan
6.2.2 cla tai liéu chinh s& duge dan nhian “FULL” néu chi c6 mot media trong
mot dich vu riéng biét. Tuy nhién néu c6 nhiéu media thi s& dugc dan nhan 13
“PARTIAL”.Danh sach san pham duoc dan nhan “FULL” s& duoc cung cap
trén “UpdateMedia” véi ban ghi cua tit ca cac cell trong Dich vu cua Data
Server.

Diéu quan trong 14 cac nha san xuat ECDIS/ECS phai quan 1y cic ban ghi
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nay can than; Danh sach san pham “PARTIAL”phai duogc sat nhap voi danh
sach san pham “FULL” duoc luu trir trong hé thong. Phai luu y rang, h¢ théng
c6 thé chua thong tin san pham tir nhiéu Data Server. Boi vy, diéu quan trong
nhat 12 khong ghi dé danh sach “FULL” trir khi chiing duoc luu trit doc 1ap theo
Data Server.

3.2 Danh sach Media (MEDIA. TXT)

Pay 1a mot tap tin méi dugc thiét ké dé quan ly cac dich vu dugc cung
cap bang cach sir dung large media support. N6 nam trong thu muyc gbc ciia Base
CD va Update CD va chira thong tin lién quan dén tat ca CD trong mot dich vu
cua Data Server va cac B0 san phém trao d6i chira trén CD. Muc dich chinh cua
tap tin nay la:

e Cung cép cho Data Client phuong phap dé quan 1y nhap vao mét dich vu
cua Data Server hd trg large media.

e Cung cép thong tin cho phép Data Client quan 1y nhiéu bo media.

e Cung céap “thong tin ngudi dung” sao cho Data Client c6 thé lam cho qué
trinh nhap vao truc quan hon tdi ngudi ding cudi clng.

LUU Y:Update CD méi nhat s& luon chira trang thai hién tai cia hau hét
cac Base CD gan day nhat (STATUS.LST) va cac Bo san pham trao doi Base
(MEDIA.TXT) trong mot dich vu cua Data Server. Diéu nay c6 thé duoc st dung
dé kiém tra Base CD va B0 San pham trao d6i Base m&i nhat di duoc cai dat.
Thong tin thém vé cAu tric va dinh dang cua tap tin nay duogc tom lugc bén dudi.

3.2.1 Pinh dang tiéu dé (Header)

Muc dich cua tiéu & MEDIA.TXT gidng nhu tap tin SERIAL.ENC dugc
lwu trit cung véi Bo san pham trao d6i.N6 duoc sir dung dé quan 1y cai dat CD
bang cach xac dinhnhimg noi dung sau:

e Nha cung cap dich vu CD.

e Ngay va tudn phat hanh CD.

e Sdvaloai CD.

e May doc duoc tén CD dé hién thi cho ngudi dung.

Phén tiéu dé duoc cung cap trong hai dong, mdi dong chira mot ban ghi
riéng, dong dau tién c6 do dai c6 dinh va dong thir hai duogc tach biét boi dau

hay (“,”). Bang sau ddy xac dinh dinh dang chi tiét hon:

Truwong ID Vung S6 Byte Range
dinh nghia
Data Server ID | Ky tu 2 Cap chir-so, vi du: PR
Tuén phat | Ky tu 10 Ky tu ASCII, vi du WKNN_YY
hanh
Ngay phat | Ngay 8 YYYYMMDD
hanh
Loai CD Ky tu 10 Base hodc Update
Nhan ID cua | Kyty 6 M[01-99]1X[01-99]
CD
Diu hiéu két|KytwHex |2 CR/LF
thic ban ghi
ID ciua CD Ky tu 2-3 Vidu M1, M2 hoac M11
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Tén CD doc | ‘kytw 0-100 Chudi text chira trong dau ngoic kép
dwoc bing may (‘)

Thong tin vung | ‘ky tu’ 0-100 Chudi text chira trong dau ngoic kép
(tuy chon) ()

Dau hiéu két | KytuHex |2 CR/LF

thic ban ghi

Vi du:

GBWK27_7 20070621 M01X03

M1, ‘UKHO Week 27_7 BASE MEDIA 1’, ‘Europe, Africa, and Middle East’

3.2.2 Dinh dang ban ghi Media

Tap tin “MEDIA.TXT” chtra mot danh sach ban ghi xac dinh tat ca cac
B0 san phém trao d6i hién ¢6 trong dich vu Data Server va dich dén cua media,
noi chiang dugc luu trit. Muc dich cua tap tin “MEDIA.TXT”, cung vdi
STATUS.LST la cung cap cho Data Client mot phwong tién quan 1y dau vao céac
ENC d3 mé hoéa trén nhiéu bo CD va cung cip “Thong tin ngudi dung” dé Data
Client c6 thé nhic nho, bang cach sir dung tap tin STATUS.LST, nguoi dung
cudi cung dé tai 1én CD thich hop.

Tap tin “MEDIA. TXT” dugc luu trit trén UPDATE CDIu6n chira mot
danh sach PAY PUctia CD/Bd san pham trao ddi chta trong dich vu Data
Server. N6 kém theo ngay ma Bo san pham trao doi phat hanh mdi, bang cach
nay, ECDIS/ECS c¢6 thé x4c nhin cing véi STATUS.LST cho du nd co giir
thong tin m&i nhét.

Tap tin “MEDIA.TXT” duogc luu trir trén BASE CD chira mét danh sach
cac Bo san phim trao ddi duge luu trir trén CD d6.N6 s& KHONGchira thong
tin vé cac khdi khac trong dich vu.

Vung S6 Luuy
Truwong ID . - Range (xem bén
dinh nghia | byte ‘e
dudi)
Vi tri Media/B6 | Ky tu 5-7 | M1 t61 M99; B1 té1 B99. Vi du: | 1
san pham trao doi M2; B7 [Media 2, Base ExS7)
M1 to M99;U1 to U99
e.g. M1;U2 [Media 1, Update ExS
2]
Ngay phat hanh | Ngay 8 YYYYMMDD, vi du: 20070621 |2
Bo san pham trao
doi
S6 Bo Media | Ky tu ‘bat ky ky tuw ASCII’ 3
[long Name]
Thong tin vung | Ky tur ‘bat ky ky tw ASCII’ 4
[tuy chon]
Trudong bao luu Ky tu 5
Truong chi giai | Ky tu 6
Vi du:

M1; B1, 20070621, ‘Base Dataset 1°, ‘Europe’, ,
Luuy:
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5.

6.

. Trudng nay xac dinh trén Media vi tri Bo san pham trao dbi base hay

Update.

. Ngay phat hanh ExSet. Pay la ngay ma mdt ExSet dugc phat hanh

hoac phat hanh lai'” trén Base CD hodc Update CD. Mac du no co thé
thiét thuc hon dé phat hanh lai tat ca ExSet trén mot CD riéng biét
hoac khi CD dugc phat hanh lai cung véi chi mot ExSet phat hanh lai.
Data Client strdung ngay nay dé x4c nhén tinh trang ctia cac cell dugc
cai dat tr Update CD.

. Mot thiét bi doc dugc chudi vin ban cia Data Client dé nhic nhd

ngudi dung cudi tai cac media thich hop.

. Mot thiét bi tuy chon doc duoc chudi vin ban dugc sir dung bai Data

Client dé hién thi thém thong tin lién quan t6i mot khu vyc/nha san
xuat quoc gia trén 1 CD dic biét.

Ung dung trong tuong lai.

Thong tin cha thich thém.

Tap tin “MEDIA.TXT” trén Update CD ludn chira ngay phat hanh moi
nhat va thong tin cho tit ca cac BO san pham trao ddi trén Base CD trong mot bo
CD.Mac du viéccung cd'p dwoc thuce hién dé c6 nhiéu hon 1 Bé san phcfm trao
doi Update trén Update CD, né cé thé khéng day di théng tin nhu trong phan 4.
Tuy nhién, néu cé nhiéu hon 1 thi cé thé dwoc quan 1y béi cdc muc trong tdp tin
PRODUCTS.TXT va MEDIS.TXT trén Update CD.

Vi du vé mét MEDIA.TXT[UPDATE] day du

GBWK28 07 20070628UPDATE MO01X02

U1l,’UKHO Week 28 07 UPDATE MEDIA 1 of 2’,’Europe’

M1;B1,20070614,’UKHO BASE MEDIA 1’,’Europe, Africa and Middle East’,,

M1;B2,20070614,"UKHO BASE MEDIA 1’,’Europe, Africa and Middle East’,,

M1;B3,20070621,’"UKHO BASE MEDIA 1’,’Europe, Africa and Middle East’,,

M2;B4,20070517,’"UKHO BASE MEDIA 2’,’North and South America’,,

M2;B5,20070517,’"UKHO BASE MEDIA 2’,’Morth and South America’,,

M3;B6,20070405,"UKHO BASE MEDIA 3’,’Far East and Australasia’,,

M3;B7,20070405,"UKHO BASE MEDIA 3’,’Far East and Australasia’,,

M1;U1,20070628,'UKHO WK28 07 ENC Update','Europe’,,

M1;U2,20070628,'UKHO WK28 07 ENC Update','Rest of the World',,

Vi DU vé tap tin MEDIA.TXT[BASE] day du:

GBWK27 07 20070621BASE ~ MO01X03

MI1,”"UKHO Week 27 07 BASE MEDIA 1°,’Europe, Africa, and Middle East’
MI1;B1,20070614,’Base Dataset 1’,Europe’,,

M1;B2,20070614,’Base Dataset 2°,” Africa’,,

M1;B3,20070621,’Base Dataset 3°,’Middle East’,,

4. Quan ly Media (Data Server)

Ban phat hanh va phat hanh lai ciia Base CD dya vao quyét dinh ctia Data
Server.Tuy nhién, dé ngan chanvi¢c ddi méi lién tuc Base CD, cac Bo san phém
trao d6i riéng r& khong dugc phat hanh doc 14p véi nhau trén cing CD.Tuy
nhién, c6 thé co truong hop diéu nay la can thiét, vi du sy ra doi ciia ENC tir mot
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qudc gia mai hodc can thiét quan 1y BO san pham trao ddi cip nhat.
Co6 kha nang Data Server s€ van hanh mot dich vu hai tﬁng, vi du ho s& hd
tré ca hai dich vu CD-ROM va DVD.Thuc hién dﬁy du cac khuyén nghi trong doan
van trén co thé khong duy tri duge tinh dong bo giita 2 cap do cua dich vu do tinh
linh hoat ma large mediacung cip. DVDs 1a trudng hop c6 thé luu trit nhiu dir
liéu va vi vay n6 khong can phat hanh lai cac media thuong xuyén nhu 1a CD.
LUU Y:mét Data Server phat hanh Base CD bang cach st dung tiy chon
large media, nhung vi Iy do chi phi, nén s& phat hanh céc ban cép nhat media
trén CD. Trong nhitng hop nay, can dam bao ndi dung va ciu tric cia ban cap
nhat PHAI phu hop voi Base media ma né lién quan téi.
5. Quéan ly Media
Céc khdi ENC tiép tuc gia tang, viéc can mot phuong phap toi wu dé tai
chung vao ECDIS/ECS la bat budc. Vi hau hét khach hang chi dat mua ENC c6
san, nén can phai can than nhap cac ENC dad ma hoa S-63 truc tiép dé phong cac
khach hang nam giir gidy phép. Phan dudi day minh hoa cac budc dugc dé nghi
cho vi¢c nhap dir licu ENC da ma hoa:
e Chen vao, doc va xac nhan tap tin “PERMIT.TXT”
e Cheén vao “Update CD”
e Doc danh sach san pham “FULL” tir tap tin “PRODUCTS.TXT”
e Xac dinh va danh diu tat ca cac cell da dang ky (da c6 gidy phép hop 18)
e Xac dinh vi tri “Base Media” va “BASE Exchange Set” cho mdi
ENC duoc cap phép

e Nhic nho nguoi ding cai dat “Base Media” thich hop.

e Cai dat tit ca cac ENC da diang ky tir “Base Media” va “BASE
Exchange Set” lién quan

e Nhic nhé ngudi dung chén “Update Media” moi nhat dé dua ra tat ca

cac ENC cap nhat da dang ky va hoan thanh chu trinh tai.

LUU Y: Trong trudong hop céac dir liéu ENC da ma hoa khong can doc tap
tin CATALOG.031 hoan chinh. Tép tin nay chi nén dugc sir dung dé xac dinh vi
tri muc tiéu cta tit ca cac ENC duoc cap phép va cac tap tin lién quan trong Bo
san pham trao doi.

6. Canh bao Media

Khi ban cap nhat media hang tuan duoc tai 1én Data Client phai kiém tra
xem ngdy phat hanh cta tit ca cac Base media 1a hién c6 va cdp nhat.
“STATUS.TXT” trén Update CD mdi nhat s& c6 ngdy phat hanh méi nhit coa
mdi Base CD trong dich vu.

Néu ECDIS/ECS khong c6 Base CD méi nhat dugc tai 1én thi mot canh
bao phai dugc thong bdo cho ngudi dung tuong tu nhu vi du sau:

“This ‘Update Media’ is not compatible with the actual installed
‘Base Media’. Please install the following ‘Base Media’ first and then
continue with the ‘Update Media’.”

<Field: User Information 1>

<Field: User Information 2>
<Field: User Information x> (where x is the base media
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number)

“ ‘Update CD’ nay khéng tuwong thich véi ‘Base CD’ thuc té dwoc cdi ddt.
Vui long cai dat ‘Base CD’ dau tién va sau dé tiép tuc véi ‘Update CD’ dudi
day.”

<Trwong: Thong tin nguoi dung 1>

<Trwong: Thong tin nguoi dung 2>

<Truong: Théng tin nguoi ding x> (& ddy, x la s6 Base CD).

Vi du:

“This ‘Update Media’ is not compatible with the actual installed
‘Base Media’. Please install the following ‘Base Media’ first and then
continue with the ‘Update Media’.”

‘Base Media 2 dated 07 June 2007’ tic la:

“‘Update CD’ nay khéng twong thich véi ‘Base CD’ thuc té dwoc cai dt.
Vui long cai ddt ‘Base CD’ dau tién va sau dé tiép tuc véi ‘Update CD’ dudi
day.”

‘Base CD 2 ngay 07 thang 6 nam 2007’

LUU Y: Nguoi dung séduoc chi dan dé cai dit Base Media thich hop c6 chira
cac cell ENC duogc cap phép.
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PHU CHUONG A

CAU TRUC TAP TIN VA THU MUC BASE MEDIA
Biéu d6 dudi dayminh hoa muc cao nhét ciu trac tap tin va thu muc duogc
str dung bai Data Server khi cung cép dich vu ENC di mé héa S-63 bang cach
st dung DVD. Tuy nhién, cAu tric dudi mdi thu muc ENC ROOT cua Bo san
pham trao ddi c6 thé thay doi giita cac Data Server.

¥

m Walume Label "M01X02° m Valume Label "MO2X02°

BASE MEDIA 1 BASE MEDIA 2

T

MEDIA TXT THE COMTENTS OF THE ENC FOLDERS '_JMEDI."«.TKT
ARE THE SAME AS FOR THE CD, THAT =

IS DATA FILE, SIGMATURE FILE AND ANY

ASSOCIATED TEXT AND PICTURE FILES.

'l

INF{)ij' INFO|

— | —
"I ProDUCTS TXT RODUCTS. TXT
(Partial Product List) artial Product List)

Bl B8/

I._ I.d
B2 B9

T ENG_ROOT

LV |

B3 B10

[ MZ11021
NO | A_J.]
’LV‘N 1022

|GB1 0a001
|GB1 00002

BXX mTMEG.OM

README TXT

| Jomexnx SERIAL ENG ==

IHCLCRT (TEMP)

k|

SERIALENC ==

IHO.CRT (TEMP) | s~

LARGE MEDIA SUPPORT FOR §-63 ENCRYPTED ENC SERVICES
BASE MEDIA FOLDER AND FILE STRUCTURE
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PHU CHUONG B
CAU TRUC TAP TIN VA THU MUC UPDATE MEDIA
Biéu d6 dudi ddyminh hoa mirc cao nhat cau tric tap tin va thu muc dugc
stt dung bai Data Server khi cung cap dich vu ENC di ma héa S-63 bang cach
su dung DVD. Tuy nhién, céu tric dudi mdi thu muc ENC _ROOT cua B9 san
pham trao ddi c6 thé thay doi giira cac Data Server.

m Velume Label MO XO1"

MEDLA TXT

PRODUCTS.TXT ]
(Full Product List)

STATUS.LST

8100001

B 10002

-
_F

.

I-GBHX)(:U(K

BREADME TXT

UPDATE MEDIA STRUCTURE
(Only top level folders & files)
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